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ABSTRACT

Ensuring the cyberworthiness of complex cyber-physical systems is a critical
component of designing modern military capabilities. The requirement to ensure
the mission systems are resilient to cyber attacks and able to operate safely and
effectively within a contested cyber environment is widely articulated, but the path
to achieving that requirement efficiently and effectively is less clear. Our initial
hypothesis, based on a survey of the available literature, identified that a model-
based approach that focused on detailed modelling of adversarial threats could
produce assessments that were both sufficiently detailed and intuitive to decision
makers, but existing model-based approaches were unable to satisfactorily meet

these objectives.

A new model-based approach, the Cyber Evaluation and Management Toolkit
(CEMT), was developed to address the gaps in the literature, and early
prototypes of this approach were evaluated via face validity trials using generic
case studies that surveyed expert respondents within the Australian Defence
enterprise. Promising results to these face validity trials paved the way for field
research and an implementation trial that applied the CEMT to the assessment
and evaluation of the cyberworthiness of a complex military capability within the
Royal Australian Navy (RAN). Stakeholders involved in the implementation trial
responded to surveys to gather data on the efficiency, effectiveness and user
satisfaction of our new approach as a tool for assessing the cyberworthiness of

a complex cyber-physical system.
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The results of the implementation trial generally supported the claim that the
CEMT was both an efficient and effective tool for assessing cyberworthiness, and
the overall user satisfaction of the tool was high — especially in comparison to
extant approaches. The results also identified that the CEMT facilitated informed

decision making with respect to cyber risk.

These results support our initial hypothesis that threat-informed, model-based
approaches can be used to systematically assess the cyberworthiness of
complex cyber-physical systems and present that assessment in a manner that
is intuitive and understandable to decision makers. The CEMT provides a strong
example of such an approach and further development of the tool could lead to
an operationalised capability for assessing the cyberworthiness of complex

cyber-physical systems.
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Chapter 1: Introduction Background

CHAPTER 1 INTRODUCTION

1.1 BACKGROUND

This research revolves around the emerging efforts to appropriately secure
cyber-physical systems - those systems that combine general-purpose
computing devices, physical processes and networked communications —
against modern cybersecurity threats. To understand the background to
cybersecurity in cyber-physical systems, we must first understand the history of
technology convergence that led to the proliferation of cyber-physical systems,
as well as an understanding of how cybersecurity threats and the associated

cybersecurity industry has evolved over the same period.
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1.1.1 Technology Convergence

Technology convergence refers to the coalescence of distinct technologies into
integrated systems that perform a holistic function. In the context of cyber-
physical systems, technology convergence is used to describe the ongoing
process of Information Technology (IT) systems merging with Operational
Technology (OT) to form a combination of embedded systems, physical
processes, computing devices and networked communications. To understand
this background for cyber-physical systems, we will briefly explore the history of

IT and OT systems.

The birth of modern Information Technology (IT) networks largely begins with the
development of packet switching technology and its first applications within
ARPANET in the late 1960s and early 1970s [1], which provided the foundation
for distributed wide-area networks. Around the same time, the invention of the
integrated electronic circuit facilitated the transition from mainframes to
minicomputers [2], which was shortly followed by the creation of the
microprocessor that drove the phenomenon of personal computing [3]. These
advances in computer hardware, and the exponential costs savings that they
brought with them, led to an explosion in the number of computing systems
around the world. In parallel, the first versions of the now ubiquitous Transmission
Control Protocol / Internet Protocol (TCP/IP) suite were being developed to
expand ARPANET, with the familiar version 4 of the protocol suite eventually

published in 1980 [4].
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These protocols supported the interconnection of the rapidly expanding number
of computers, giving birth to modern internetworking. Over time, we added the
world wide web, email, instant messaging, voice calls, video calls, online
shopping services and eventually social networking services, until this global
network of computing devices resembled the critical backbone of society that we
know as the Internet. The introduction of mobile data networks and the
advancement of battery technologies expanded wide-area networks to include
mobile computing devices, and the age of ubiquitous computing was upon us. In
modern society, IT systems are critical components of almost every facet of the
economy and have become deeply intertwined with our daily lives — constant
interconnectedness via IT systems is considered the norm, and ‘switching off’ is
seen as a temporary deviation from the default state of omnipresent

internetworking.

Operational Technology (OT) includes a broad range of embedded control
systems and devices that detect or change physical processes [5]. While
microprocessors drove the advancement of general-purpose computing in the
realm of Information Technology, the closely related microcontroller and the
specialised embedded systems built using those microcontrollers were the
fundamental component of early Operational Technology. As they became
cheaper, these embedded digital control systems replaced the analogue
mechanical systems that controlled early machinery and other automated
physical systems. These embedded digital control systems monitored a physical

process using sensors and controlled that process through actuators [6].
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Over time, these individual control systems that controlled individual physical
processes, were interconnected via communication networks using different
networking protocols to form what we would now consider an Operational

Technology (OT) network. Examples of modern OT systems include:

e Industrial Control Systems (ICS), including
o Supervisory Control and Data Acquisition (SCADA) systems
o Distributed Control Systems (DCS)
o Programmable Logic Controllers (PLCs)

e Building Automation Systems (BAS)

e Physical Access Control Systems (PACSs)

In a traditional OT system, the communication networks that interconnected
these components were not packet-switched networks, instead utilising
dedicated circuits or communication busses to achieve networked
communication. The OT systems themselves tend to be more specialised and
more proprietary than IT systems which tend to be more general-purpose and

built on open standards.

However, more recently there has been a continuing convergence between IT
and OT systems. Increasingly, the TCP/IP protocol suites that dominate
internetworking of IT systems has been leveraged for the networked
communications of OT systems and this has facilitated the progressive
integration of these OT networks with the wider Internet. Through the

convergence of IT and OT systems, the concept of a cyber-physical system was
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born — a system which incorporates general-purpose computing devices, physical
processes and networked communications. By merging these traditional
information technologies into traditional operational technology systems, the
cyber-physical system has been exposed to both significant new functionality and

significant new risks.

1.1.2 Cybersecurity Evolution

While IT and OT systems were themselves developing, so were the cybersecurity
threats against them, leading to an escalating battle between those trying to
attack the systems and those defending them. This battle was set against a

backdrop of the increasing interconnectivity discussed in the previous section.

The first significant milestone in the evolution of cybersecurity occurred in 1971
with the Creeper virus, which while harmless was able to replicate across
ARPANET, showcasing the vulnerability of early networked systems [7]. In the
1980s, cybersecurity threats began targeting personal computers and their
networks, with the Brain virus being a notable example from 1986. This virus
infected floppy disks and demonstrated that malware could spread through
physical media. The Morris worm, created in 1988 was one of the first worms
capable of spreading through vulnerabilities in the services that facilitate network
connections, and it ended up compromising an estimated 10% of the fledgling
Internet at the time [8]. Given this significant impact, the Morris worm illustrated
the potential consequences of cybersecurity threats and forced a greater

emphasis on the need for cybersecurity defences.
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The 2000s saw the proliferation of cybersecurity threats delivered via email
systems. The ILOVEYOU worm in 2000 spread by enticing recipients to open
malicious attachments disguised as love letters and the Mydoom worm in 2004
also leveraged malicious attachments to infect over 500,000 machines within a
week [9]. These viruses demonstrated that even when network services were
secured against attackers, those attackers could use social engineering to

undermine those defences.

In the early days of OT systems, they were generally isolated from the Internet
and, because of this, were considered immune to cyber threats. However, a
pivotal moment in OT cybersecurity occurred in 2010 with the deployment of
Stuxnet, a highly sophisticated worm that targeted Iran’s nuclear enrichment
facilities. Stuxnet highlighted that cyber threats could cause physical damage by
sabotaging industrial control systems, making the dawn of a new era in OT
cybersecurity. Stuxnet also leveraged a well-known vulnerability used by the
Conficker worm, which was identified and patched in 2008, confirming that these
OT systems were significantly behind IT systems from a cybersecurity maturity

perspective [10].

The late 2010s included a surge in ransomware attacks and nation-state cyber
operations. The WannaCry ransomware attack in 2017 affected hundreds of
thousands of systems globally, including critical infrastructure like hospitals [11].
In the same year, the NotPetya virus crippled shipping infrastructure and

paralysed several major organisations in one of the most devastating cyber
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attacks in history. The NotPetya virus relied on an exploit known as EternalBlue,
which was created by the US National Security Agency but leaked in a security
breach earlier in 2017 [12]. These attacks highlighted the increasing cyber risk to
critical infrastructure as the convergence of IT and OT systems lead to an

expanded attack surface against these once-isolated OT systems.

The current era of cybersecurity threats is marked by Advanced Persistent
Threats (APTs) and state-sponsored actors. The convergence of IT and OT
systems, and the subsequent emergence of cyber-physical systems, has blurred
the line between digital and physical security, requiring specialised cybersecurity
solutions that address both traditional and emergent risks. The ability to
adequately protect cyber-physical systems against cyber threats remains a

pressing concern as attackers continue to innovate.

1.1.3 A New Normal

In this threat environment, cybersecurity threats need to become a key
consideration of the design, deployment and operation of cyber-physical
systems. There is a clear need to ensure that cyber-physical systems are
resistant and resilient to these cybersecurity threats, and it is tempting to look
toward the well-established IT cybersecurity industry that has evolved alongside
this threat for solutions to this emerging challenge. However, the existence of
operational technologies within cyber-physical systems demands holistic security
approaches that do not just focus on the IT components embedded within the

cyber-physical system.
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It is not clear that the hard learnt lessons that cybersecurity practitioners have
gathered from decades securing IT systems will be transferable directly to cyber-
physical systems. Similarly, it is not clear that the equivalent security standards
that have been developed for industrial control systems and other operational
technologies [5] will satisfy the cybersecurity needs of cyber-physical systems
either. This is because in a cyber-physical system which converges both IT and
OT, a cyber risk within the IT components can cause a consequence within the

OT components and vice versa.

OT Systems IT Systems

Damage to Physical
Infrastructure

Damage to Digital
Infrastructure

Health & Safety Data Loss

Loss of Life

Privacy Concerns

Environmental Impact Financial Impact

Cyber-Physical
Systems

Figure 1-1: Consequences of OT versus IT cyber-attacks. Adapted from [10].
This difference in consequences between a compromised IT system vs a

compromised OT system is depicted in Figure 1-1. The primary difference is that
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the consequence of an IT system compromise is rarely a direct human safety
impact, whereas this direct impact on human safety is a common consequence

of an OT system failure or compromise.

As a result of this, safety analyses of cyber-physical systems, either through
workplace health and safety regulations or system safety standards, are looking
at cyber-attacks against the cyber-physical system as a cause to preventable
safety mishaps. This brings with it a demand for increased focus on availability
and integrity of the components in the cyber-physical system and higher levels of

engineering assurance behind any risk-based cybersecurity decisions.

Equally, the consequences of a compromised OT system are rarely
confidentiality impacts, while confidentiality loss is a key consequence in IT
system compromise. Thus, in a cyber-physical system we also need to ensure
that the OT components are not going to be the initial access point for an attack

against confidential data in the IT components.

It is only through a holistic cybersecurity approach, tracking the threat through
both the IT and OT components, that we can adequately appreciate, understand
and mitigate the cyber risk. Cyber-physical systems and demands for more
intelligent systems resulting in increasing interconnectivity are the new normal for
the design of converged IT/OT systems, and our cybersecurity analysis
techniques need to keep up. As our reliance on interconnected systems grows,

so too must our commitment to protecting them.
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1.2 MOTIVATION

The motivation behind this research activity comes from the perceived
insufficiency of contemporary approaches to provide adequate cyber assessment
of complex cyber-physical systems. With the rapid growth of an internet-
connected economy driving an understandable focus of the cybersecurity
industry on globally interconnected information and communications technology
(ICT) systems, the best-practice contemporary approaches have been developed
with this context in mind. However, not all critical systems that are the target of
malicious cyber-attacks fit this mould, particularly when we consider cyber-

physical systems.

1.2.1 Contemporary Approaches

The focus of this section will be on contemporary approaches mandated by
government regulation, as these regulations typically bind government agencies
and become pervasive within industry that deals with those government
departments. Coverage will be provided of both the Australian regulatory

framework and that of the United States of America.

The primary regulatory mechanism for the security of technology systems within
the Australian Government is the Protective Security Principles Framework
(PSPF) [13], which “prescribes what Australian Government entities must do to
protect their people, information and resources, both domestically and

internationally” [13]. Section 13 of the PSPF provides the requirements for
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security technology systems, both information technology and operational
technology, and requires that the controls within the Information Security Manual
(ISM) [14] are applied on a risk-based approach, with the risk level accepted by
the Chief Information Security Officer or equivalent accountable authority.
Section 14 of the PSPF also requires that agencies implement the Essential Eight

strategies to a minimum of Maturity Level Two [15].

The risk-based approach outlined in the ISM, as mandated in the PSPF, requires

the following six steps to be followed:

1. Define the system — to determine the business criticality of the system
based on the impact if the system were to be compromised.

2. Select controls — from the baseline controls provided in the ISM based on
the desired security objectives.

3. Implement controls — that were selected for the system and its operating
environment.

4. Assess controls — in the systems operating environment to determine if
they have been implemented correctly.

5. Authorise the system — based on the acceptance of security risks
associated with its operation.

6. Monitor the system — including the associated cyber threat, risks and

controls on an ongoing basis.

The ISM contains hundreds of specific security controls designed to mitigate

security threats within information technology systems and operational
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technology systems. Importantly, the ISM process is not a compliance-based
paradigm — there is no mandatory set of control which must be met. Rather, a
control baseline of relevant controls is identified based on the system criticality
and then assessed for implementation and effectiveness within the system.
Security controls that are not implemented effectively are analysed to determine
whether the ineffective implementation of the control increases the inherent cyber
risk of operating the system. The resultant residual risk is then presented to a

decision maker for acceptance — a hallmark of a risk-based paradigm.

The Essential Eight are the eight highest priority cyber mitigation strategies
developed by the Australian Signals Directorate (ASD), and “has been designed
to protect organisations’ internet-connected information technology networks”

[16]. These eight strategies are:

1. Patch Applications.

2. Patch Operating Systems.

3. Multi-Factor Authentication.

4. Restrict Administrative Privilege.
5. Application Control.

6. Restrict Microsoft Office Macros.
7. User Application Hardening.

8. Regular Backups.

The Essential Eight includes a maturity model, where each of the eight strategies

can be given a maturity rating between 0 and 3, where 0 aligns with a poor or
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non-existent implementation of the strategy and 3 aligns with a strong and
comprehensive implementation of the strategy. While the Essential Eight is
fundamentally a control baseline and could be implemented in either a
compliance-based or risk-based paradigm, the mandate in the PSPF to achieve
Maturity Level 2 means that, at least within the scope of Australian Government
entities, the Essential Eight is implemented in a compliance-based paradigm.
However, the PSPF itself does acknowledge that the Essential Eight may not be

applicable outside the scope of internet-connected IT networks:

“‘While the principles behind the Essential Eight may be applied to
enterprise mobility and operational technology networks, it was not
designed for such purposes and alternative mitigation strategies may be
more appropriate to defend against unique cyber threats to these

environments.” [13]

This indicates that while compliance with the Essential Eight is mandated, it is
understood that these controls won’t apply to every technology system. This
provides some leeway in the compliance-based paradigm that the mandate
introduces, allowing for common sense to be applied where that compliance-

based paradigm would lead to inefficient and ineffective cyber mitigation efforts.

Overall, this Australian Government regulatory approach to cybersecurity is
primarily a control-focused, risk-based approach, which relies on a centralised
set of cybersecurity controls derived from industry best-practice. Controls are

selected based on the criticality of the system being assessed and a residual risk
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is determined based on the level to which these controls are implemented. There
is no consistent or defined methodology for how this implementation state is
translated into a residual risk, and that is left up to individual assessment entities
to decide. Ultimately, this residual risk must be accepted by a sufficiently

accountable officer within the organisation operating the system.

The equivalent regulatory construct in the United States of America originates in
the Federal Information Security Modernization Act of 2014 (FISMA) [17], which
explicitly emphasises a risk-based paradigm to achieve cost-effective security.
FISMA requires US federal agencies and their contractors to provide information
security mechanisms commensurate with the risk and criticality of a given
technology system. US federal agencies use the Risk Management Framework
(RMF) [18] developed by the National Institute for Standards and Technology
(NIST) to demonstrate compliance with the risk-based cybersecurity mandate of

FISMA.

The NIST RMF provides a seven-step process for managing cybersecurity risks

within organisations and the systems they operate:

1. Prepare — essential activities to prepare the organisation to manage
security and privacy risks.

2. Categorise — categorise the system and information processed, stored and
transmitted based on an impact analysis.

3. Select — select the set of controls to protect the system based on risk

assessments.
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4. Implement — implement the controls and document how controls are
deployed.

5. Assess — assess to determine if controls are in place, operating as
intended, and producing the desired results.

6. Authorise — senior official makes a risk-based decision to authorise the
system to operate

7. Monitor — continuously monitor control implementation and risks to the

system.

The control baseline used in the RMF process is provided by NIST 800-53:
Security and Privacy Controls for Information Systems and Organizations [19],
which provides a catalogue of security controls to protect organisations and the

systems they operate.

The US process is very similar to the Australian process, which is unsurprising
because the risk management process used by the Australian ISM draws from
the US RMF [14]. That is to say that the two processes do not just appear similar,

but they were purposely designed to be similar.

The generalised approach of selecting a baseline of security controls from an
existing best-practice control set based on the criticality of the system being
designed, implementing those controls, independently auditing the effectiveness
of that implementation and then presenting a residual risk to an accountable
authority for acceptance is presented as the contemporary approach for the

purpose of describing the motivation for this research.
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1.2.2 Suitability

There are two primary issues with the contemporary approaches outlined in

Section 1.2.1 that could be improved upon:

1. Applicability to cyber-physical systems.

2. Suitability of the risk determination in cyber-physical systems.

The applicability of contemporary approaches to cyber-physical systems is
degraded by the specificity of the control set. One of the paradoxes of a
cybersecurity assessment on cyber-physical systems is that control
implementation is often required at a very detailed level, but risk needs to be
understood from a holistic, integrated perspective. If controls in a control-focused
approach are defined as being implemented by components of a particular
complexity — for example, by a computer operating system or by a single
hardware component — then they will be applied at that level during the

implementation phase and audited at that level during the assessment phase.

The typical answer to the need to achieve coverage over a complex system-of-
systems is that it is decomposed into smaller, more manageable systems, which
then each have the contemporary approaches applied to them on a system-by-
system basis. While this is often appropriate for the control implementation steps,
it is not possible to sufficiently determine the criticality of one of those systems in
isolation in the earlier steps of the contemporary approaches, nor is it possible to

sensibly assess the residual risk without considering the complex system-of-
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systems as an integrated whole. Threats and risks that impact the emergent
functionality produced by the integrated system-of-systems can be missed or

misunderstood in this system-by-system approach.

This leads into the second identified issue with the contemporary approaches,
which is that the specific methodology for determining risk levels is undefined in
policy and left up to the assessing organisations to define. This is not necessarily
a shortcoming of the contemporary approaches, because this flexibility allows for
a broader applicability of the overall policy approach, but it does raise concerns
around the suitability for cyber-physical systems. The prevailing methodology for
determining this risk in the contemporary approaches is to have cybersecurity
experts review the results of the assessment steps and use their expert intuition,
based upon a knowledge of the purpose of particularly controls and an
understanding of the cyber threat environment, to produce a likelihood,
consequence and a risk of operating the system being evaluated. This
consideration of the threat environment and threat sequence is usually implicit,

occurring within the mental models that drive the expert intuition.

There are many ways in which this intuition could be misguided, but even if the
intuition is accurate it is still unsuitable for cyber-physical systems because of the
lack of explainability, reviewability and resultant assurance in the risk assessment
and risk determination process. Expert intuition is difficult to explain to the non-
experts who are being asked to make risk acceptance decisions. When making

risk decisions that are based on this expert intuition, decision makers may not be
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able to understand or appreciate the risk analysis and assumptions that drive the
underlying expert intuition. Without the ability to critically review the analysis, it is

hard to demonstrate assurance in the results of the assessment.

One of the reasons why assurance in cyber-physical systems is so important is
because of the potential safety consequences if those systems were to be
compromised by a cyber-attack. We can look to how safety risk assessments are
conducted more generally to identify potential methods for achieving the requisite
level of assurance over cyber risk assessments for cyber-physical systems.
Worthiness regulations are one common approach for providing this assurance
around safety in the development of cyber-physical systems. Airworthiness
regulations and governance [20, 21] guide the development of aircraft, and this
has spawned adjacent regulatory fields of seaworthiness [22] and landworthiness

[23] being defined and enforced for their respective domains.

These worthiness systems rely on a rigorous analysis process that takes a
structured approach to the safety assessment of cyber-physical systems. The
rigour is expressed through explicit modelling of the causes and events preceding
a potential safety incident and clear traceability between those potential events
and the controls that are in place to mitigate the likelihood of those events
occurring. This provides an explainable analysis process that can be peer
reviewed by other experts and understood by decision makers. An equivalent
process that focused on rigorous modelling of cyber threats and traceability to

security controls may be able to achieve similar assurance outcomes.
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Placing as much importance on rigorous threat modelling as the contemporary
approaches place on identifying and assessing controls from their defined control
sets, would shift the assessment approach from a control-focused one to a threat-
focused one. A threat-focused approach where a control baseline is explicitly
derived from the threats to a system would not only help to provide the assurance
discussed above, but it would also help to address the suitability concerns for
cyber-physical systems. An explicit threat model would identify which controls
were relevant to the system threat environment and could provide coverage of

the emergent functionality of the complex system-of-systems.

1.2.3 Importance

The final component required to explain the motivation for this research activity
is an explanation of why it is important to address the concerns around the
suitability of contemporary approaches for cyber risk assessment when applied
to cyber-physical systems. Why does it matter if these contemporary approaches

are not suited to cyber-physical systems?

Firstly, cyber-physical systems have some ability to interact with the physical
world and, because of this, a loss of availability or integrity of the system can lead
to direct safety outcomes. We trust these systems to perform critical functions
within society, and as designers of those systems, we must earn that trust through
assurance mechanisms, much like trust in the safety of complex cyber-physical
systems was earned through airworthiness, seaworthiness and similar. We need

an equivalent cyberworthiness regime within the design of cyber-physical
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systems, ensuring that we can trust that the control systems and interlocks we

rely upon to keep us safe are not vulnerable to a cyber-attack.

Secondly, the domain of cybersecurity is inherently adversarial, and the threat
landscape is constantly changing and deliberately concealed. Even as
cybersecurity experts, we do not have perfect information or understanding of the
risks associated with operating a capability, and in that environment, it is critical
that risk assessments can be presented in a manner that captures that
uncertainty and highlights the level of confidence we have in each contributing

factor to the overall likelihood and consequence of a risk being realised.

Simultaneously, we need to acknowledge that in an adversarial environment,
even theoretically perfect security is irrelevant if it isn't timely or financially
feasible. Rapid assessments are sometimes just as crucial as comprehensive
assessments, but speed and accuracy are not always mutually exclusive. There
have been attempts to increase the reusability of cyber risk assessments to
concurrently increase both the speed and completeness of those assessments.
One clear example of this is the development of structured languages to capture
information developed through the contemporary control-focused approaches
such as the Open Security Controls Assessment Language (OSCAL) [24].
OSCAL allows control baselines, such as NIST 800-53 and the ISM discussed in
Section 1.2.1, to be expressed in a machine-readable format, and allows the
assessments against those control baselines to also be expressed in that

machine-readable format. Components and products that have been assessed
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in one system can have their relevant data imported into an assessment for a

second system that also includes that component or product.

This object-oriented approach to assessments in control-focused assessments
can lead to efficiency through automation and reduction of duplicate assessment
effort. We need to find a way to apply these same concepts to threat-focused
assessments, to facilitate efficient assessments by standing on the shoulders of
those who have already done similar work. One potential avenue for doing this is
with model-based approaches, which use structured language to describe
complex systems in a machine-readable format. These model-based approaches
have been found to provide increased rigour, increased traceability, increased
capacity for reuse, increased efficiency and improved transparency [25] when
applied to the design of complex systems. The application of these model-based
approaches provides a potential avenue for developing efficient and reusable

threat-focused cyber risk assessments.

We can also look towards reports from critical industry to understand the
importance of looking for improvements on the contemporary approaches to
cybersecurity risk assessment. An audit into the Australian Department of
Defence (AusDoD), which operates under the PSPF regulatory framework
outlined in Section 1.2.1, by the Australian National Audit Office (ANAQO) in 2024
found that less than 3% of systems within the department had been appropriately
assessed and authorised from a cybersecurity perspective, and that it was taking

an average of 285 days to complete each assessment [26]. While the purpose of
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this audit by the ANAO was not necessarily to identify novel solutions to the
identified issues, the audit does make it apparent that the contemporary

approaches are not meeting the needs of the AusDoD.

The United States Department of Navy (DON), which operates under the FISMA
regulatory framework outlined in Section 1.2.1, has also explicitly flagged a desire
to move beyond a focus on compliance with controls toward a threat-focused

approach that supports rapid, relevant assessments:

“The DON needs a new approach to cybersecurity that goes beyond
compliance because our over-reliance on compliance has resulted in
insecure systems, which jeopardize the missions these systems support.
Instead of a compliance mindset, the DON will shift to Cyber Ready, where
the right to operate is earned and managed every day. The DON will make
this transition by adhering to an operationally relevant, threat-informed
process that affordably reduces risk and produces capabilities that remain

secure after they have been delivered at speed.” [27]

Clearly, there is a need and a desire to improve upon contemporary cybersecurity
risk management approaches, particularly in the Defence sector. This
underscores the importance of investigating efficient, threat-focused approaches
and adds further weight to the overall motivation for pursuing research in this

area.
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1.3 DEFINITIONS

To derive a research goal from the motivation in Section 1.2, five key terms that

were casually introduced in the motivation require a more rigorous definition:

1. Cyber-Physical Systems;
2. Cyberworthiness;

3. Threat-Focused;

4. Model-Based; and

5. Informed Decision Making.

In the following section, each of these key terms are defined in the context of the

motivation, to better describe the central themes of a potential research goal.

1.3.1 Cyber-Physical Systems

Cyber-physical systems (CPS) are broadly defined by the American National

Institute of Standards and Technology (NIST) as below:

“Cyber-physical systems (CPS) are smart systems that include
engineered interacting networks of physical and computational

components.” [28]

This broad definition from NIST can be further contextualised by the identification
of some common features of CPS, specifically that they include physical
processes that can be digitised with sensors, the data from those sensors can be

processed and communicated to provide information related to the physical
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processes and that information can then be used as the basis for decisions that
can intervene in the physical processes to produce an effect [29]. While this
provides some additional context, this definition remains somewhat vague and

far-reaching as it appears to encompass any embedded control system.

Pathan adds that a CPS is “a kind of cyberspace based on several interconnected
physical devices, each of which is run by sophisticated embedded systems and
software,” [30] which suggests that an embedded system must reach a level of
sophistication and scale to be considered a CPS. However, the level of
interconnectedness between the individual subsystems within a system is also

an important discriminator in defining a CPS, as articulated by Nand:

“Cyber-Physical Systems (CPS) is the interconnection of the virtual or
cyber and the physical system. It is realized by combining three well-
known technologies namely ‘Embedded Systems’, ‘Sensors and
Actuators’ and ‘Network and Communication System’ ... In CPS the
physical process and information processing are so tightly connected that
it is hard to distinguish the individual contribution of each process from the

output.” [31]

Ultimately, a Cyber-Physical System is conceptualised as a system-of-
embedded-systems which are interconnected by and integrated with a modern
computer system that orchestrates the behaviour of the embedded systems. This
is a confluence of those traditionally separate systems thought of as Information

Technology (IT) and Operational Technology (OT).
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Of course, the reasoning and justification behind this classification of cyber-
physical systems as distinct from a traditional IT or OT systems is not just
because of the overlap between those two technologies. The context in which
CPS are used and operated within the real world present unique challenges that

demand specific focus, as explained in Rawat et al.:

One of the difficulties is that most of these systems are safety critical. The
failure of a cell phone may not be considered catastrophic, but the failure
of a car-braking system or a pacemaker can be a matter of life or death.
Another difficulty is that CPS are often very large. A single modern car
may have dozens of computers on it, running millions of lines of code. The
sheer size of such a piece of software makes it hard to understand,

maintain, and have confidence in. [32]

Within the context of this research, a cyber-physical system is a complex system
which blends IT and OT components in a symbiotic manner to produce an
emergent functionality that impacts the physical world. The cybersecurity
pedigree of cyber-physical systems is particularly important because of the
potential impact that a loss of availability or integrity of the cyber-physical system
could have on human life. The focus on cyber-physical systems within this
research reflects the intention of producing a robust assurance methodology that
provides sufficient rigour to underpin risk decisions that may foreseeably impact

human safety.
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1.3.2 Cyberworthiness

Cyberworthiness is a term that was first coined within the Australian Department
of Defence [33,34], and was created to evoke the existing worthiness concepts
traditionally associated with continued safety and functionality of a capability as

a layer of rigorous assurance within the cyber domain. It is defined as:

“The desired outcome of a range of policy and assurance activities that
allow the operation of Defence platforms, systems and networks in a
contested cyber environment. It is a pragmatic, outcome-focused
approach designed to ensure all Defence capabilities are fit-for-purpose

against cyber threats.” [35]

Cyberworthiness is used in the context of this research to describe the attribute
of a cyber-physical systems that is being assessed and evaluated. One measure
of success within the research is therefore the level of confidence with which the

cyberworthiness of a system can be determined.

Importantly, the definition of cyberworthiness included above also references the
policy and assurance activities that underpin the cyberworthiness attribute of a
cyber-physical system. This clearly articulates the importance of not just the end
state of the system, but also the level of assurance that is achieved due to the

rigorousness of the assessment process.

However, the second sentence of the definition also explicitly states that

cyberworthiness is both pragmatic and outcome-focused, which means that while
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the process is important, it cannot be paramount. The efficiency of the assurance

activities is also critical to achieving cyberworthiness of a cyber-physical system.

Ultimately, it is this balance between rigour and efficiency, between assurance
and pragmatism, that drives the use of cyberworthiness in a research goal. Any
assurance activity underpinning cyberworthiness must be simultaneously
rigorous and pragmatic — that is, rigorous enough to ensure cyber risk is
adequately understood, but pragmatic enough that it can be feasibly applied
within the real-world constraints imposed by the necessary allocation of finite

resources within an adversarial domain.

1.3.3 Threat-Focused

Typically, cybersecurity assessments have three fundamental factors, and it is
the interactions between these factors that are analysed and evaluated to
determine the overall cybersecurity risk to a given system. These three factors

are:

1. Vulnerability — a weakness within the system that can be exploited by a
threat to impact the functionality of the system;

2. Threat — a malicious event or action that exploits a vulnerability to impact
the functionality of the system; and

3. Control — a technical, procedural or administrative measure that is
implemented within the system to address one or more threats by

mitigating a vulnerability.
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The relationship between the system being assessed and these three

fundamental factors is shown in Figure 1-2.
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Figure 1-2: The fundamental factors of cybersecurity risk assessment
The likelihood of a cybersecurity risk is dependent on the probability that a Threat
can exploit a Vulnerability to impact the System given the Controls that are in
place. The consequence of that cybersecurity risk is dependent on the magnitude
of the impact on the system. Together, these likelihood and consequence ratings

are combined to determine the resultant cybersecurity risk.

A threat-focused assessment approach places primacy on the Threat factor.
Starting from the threat, the analysis identifies any vulnerabilities within the

system that could be exploited by those threats and a control baseline for the
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system is derived to mitigate relevant vulnerabilities and ultimately address the

threats that could exploit those vulnerabilities.

A control-focused assessment approach, however, places primacy on the Control
factor. Rather than deriving a set of controls from the threats to a system, an
existing control baseline is selected from industry best-practice and applied to a
system to mitigate potential vulnerabilities in the system. The selected control
baseline is typically determined by attributes of the system, such as the
sensitivity/criticality of the system, or the nature of the system, such as whether

it is an IT system, an OT system or cyber-physical system.

Both threat-focused and control-focused approaches can be used in either a
compliance-based paradigm, where the control baselines are mandated and
systems are judged on their level of compliance with the baseline, or in a risk-
based paradigm, where the likelihood and consequence of an undesirable

outcome is assessed, and systems are judged on the resultant residual risk.

Importantly, to generate the industry best-practice control baselines that the
control-focused assessment relies upon, a threat-focused assessment must first
be performed. From this perspective, the threat-focused assessment can be seen
as a more ‘first principles’ approach, while the control-focused assessment can
be seen as a less intensive approach that can leverage the expertise captured

within industry best-practice.
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Generally, this results in a control-focused assessment requiring less time
investment from resources with a lower level of cyber expertise. However,
control-focused assessments are premised on the assessment being performed
on a system that has a similar threat profile to the generic system used by industry
experts to derive the best-practice control baseline. When applied outside of that
context, controls may exist in that best-practice baseline that are not relevant to
the system being assessed, or the system may be subject to threats which were

not considered relevant by those industry experts, leading to missing controls.

Additionally, when used within a risk-based paradigm, the threat to a system is a
key component in determining the likelihood of a cybersecurity risk. Without the
threats being specifically enumerated and analysed in a control-focused
assessment, the assessor must make an implicit assessment based on expert
intuition to determine the risk of a control not being implemented. In a threat-
focused approach, each control is traceable to the threat which caused it to be
derived, simplifying the analysis of the impact of not implementing a relevant

control on the residual cybersecurity risk to the system.

Ultimately, within the context of this research, a threat-focused assessment
approach is one which places primacy on the cybersecurity threats to the system,
with the assessed vulnerabilities and implemented controls being derived from,

and traceable to, those threats.
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1.3.4 Model-Based

Model-based analysis techniques are a key focus of this research. This is
referring to the tools and techniques that are used within model-based
engineering (MBE) and model-based systems engineering (MBSE) more
specifically. These model-based approaches are usually defined in contrast to

the traditional document-based approaches used to describe a system design.

A document-based approach relies on primarily textual documentation to capture

design information, and is defined as:

An information system may be said to be a document-based system when
it is based primarily upon a store or collection of documents, rather than a

store or collection of structured data. [36]

While a model in the context of a model-based design approach is indeed a
collection of structured data, it is more than just a repository of that structured
data. A system model is a digital abstraction of a real or to-be-realised system
and is characterised by the ability to provide a consistent set of structured
information that can be queried by stakeholders to present different views of that

same consistent information [37].

Using that understanding of a system model, model-based engineering (MBE) is

defined as:
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Engineering practices in which models are the central and indispensable
artifacts throughout a product’s lifecycle encompassing concept,

development, deployment, operation, and maintenance. [38]

Model-based system engineering (MBSE) is a form of model-based engineering
that focuses on the process of systems engineering, and is defined by the

International Council of Systems Engineering (INCOSE) as:

the formalized application of modeling to support system requirements,
design, analysis, verification, and validation activities beginning in the
conceptual design phase and continuing throughout development and

later life cycle phases. [39]

To support model-based system engineering efforts, numerous tools and
techniques have been developed and refined by both academia and industry and
are available to systems engineers to create a system model. This has helped
systems engineering artefacts to transition away from documents towards

integrated digital models.

The contemporary approaches to cybersecurity assessment discussed in Section
1.2.1 are primarily document-based, with the results of the assessment captured
in spreadsheets and/or text-based documents. Thus, within the context of this
research, leveraging model-based analysis techniques means capturing the
threat-focused assessment described in Section 1.3.3 using a systems

engineering model. This transition of cybersecurity assessments from a
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document-based system to a model-based system would mimic the evolution of
engineering design from a document-based system to a model-based one, and
a research goal would therefore be an investigation of the effectiveness of that

potential transition.

1.3.5 Informed Decision-Making

Informed decision making is a key component of this research. In that context,
an informed decision is one where the decision maker understands the analysis
that has resulted in a recommendation to accept or reject a residual risk level and
can apply their own intuition and expertise to review that analysis and decide
independently whether to accept the residual risk. An example of an uninformed
decision making process would be where the cybersecurity analysis underpinning
a recommendation to accept or reject a residual risk was opaque or unintelligible
to the decision maker, forcing the decision maker to make a decision based on
how much they trust the people making the recommendations to accept or reject
a risk because they do not understand or cannot sensibly follow the thought

process that led to the recommendation.

To expand on this definition, a generic process for cybersecurity decision making
in a risk-based paradigm is shown in Figure 1-3. The process begins with a
design activity, performed by the system designer, that incorporates a level of
cybersecurity functionality (step 1). A security audit is then performed by
cybersecurity subject matter experts (step 2) where the system design is audited

against the selected control baseline. As articulated in Section 1.3.3, this control
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baseline could be derived from a threat model in a threat-focused approach, or

from an existing best-practice control baseline in a control-focused approach. The

results of this audit are then used to determine a residual risk (step 3), where the

likelihood and consequence of a cybersecurity attack are determined using the

results of a holistic security assessment.
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This risk assessment is then considered by the security governance functions to
make a risk decision (step 4), where the assessed risk is compared to an
organisational risk tolerance. If the risk is acceptable, the assessed system is
authorised for use. If the risk is rejected, additional mitigations must be
implemented with the system design, returning the process to step 1. Obviously,
in a realistic situation, the actual process is likely to be more iterative between
the first 3 steps, to mitigate against a costly rejection in step 4, but this generic

process is broadly indicative of a typical cybersecurity risk assessment process.

For the decision maker to make an informed decision, the reasoning and
judgement inherent in the security assessment phase (steps 1 and 2) needs to
be understandable to them. As these decision makers are rarely the same people
who are performing the assessment, and often do not have the same level of
technical cybersecurity expertise as those performing the analysis, the
assessment requires the following properties to ensure an informed decision can

be made:

1. Intuitive — the assessment must be documented in a manner that is
consumable by a non-cybersecurity expert;

2. Traceable — the different factors and variables within the assessment must
be explicitly linked to each other, to ensure the contribution of each factor
is apparent; and

3. Transparent — any factors, assumptions, judgments and input variables

must be clearly identified and justified.
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When these properties are adequately demonstrated, the decision maker can
understand the assessment and contribute their own expertise to the problem,
supplemented by the recommendations of the cybersecurity experts. When the
assessment is unintuitive, disparate and opaque, the decision maker is not given
the opportunity to understand the analysis and the reasoning underpinning the
expert recommendation. They must blindly accept or reject the risk relying
entirely on the recommendation of the assessor. This ability to understand the
assessment rather than simply accepting it is the defining factor for an informed

decision-making process within the context of the research goal.

Of course, one way to ensure this informed decision-making as defined above
would be to allow the cybersecurity experts that complete the assessment to
make the risk decision (step 4), as they are already fully informed about the
assessment. However, this would have the undesirable effect of removing any
independence between the security assessment and security governance
functions and would likely lead to the decision maker not being adequately
informed in terms of organisational understanding and risk tolerance. In practice,
organisations developing complex systems typically delegate the decision-
making function to a senior corporate officer. The Australian Protective Security
Policy Framework [13] provides a clear example of this, where this responsibility
for accepting cybersecurity risk within Australian Government departments is
given to the department Chief Information Security Officer (CISO). For these

reasons, this potential approach of giving the assessors the ability to make the
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risk decisions, to achieve informed decision-making, is considered out of scope

of a research goal.

1.4 RESEARCH GOAL

The definitions outlined in Section 1.3 provide the foundation for a formalised
research goal — that is, to investigate the perceived shortcomings of the
contemporary approaches to assessing the cybersecurity risk within complex
cyber-physical systems and, if required, develop a new approach to improve
efficacy of these cybersecurity risk assessments. The surface-level analysis
articulated in the motivation for the research does provide some additional
direction toward the possible alternatives for achieving this overall goal and can

be used to further narrow the explicit focus of the research.

Firstly, recent thinking from stakeholders in the cyber assessment of cyber-
physical systems postulate that threat-focused assessments might be able to
overcome the perceived shortcomings of contemporary control-focused
approaches. This allows for risk assessments that are contextualised within the
specific systems being assessed to ensure that any recommended security
mitigations are pragmatic and relevant. Plainly, in an adversarial domain where
resources are not infinite, the dogmatic application of ineffective security controls
or the over-application of effective security controls in just one area, can have a
negative impact on the holistic security posture of a complex system if other
critical threat vectors are left vulnerable because of an overinvestment in any

single potential vulnerability.
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Secondly, the surface-level analysis identified model-based approaches as a
potential solution for reusability of threat-based approaches. Modular reusability
could help improve the ongoing efficiency of risk assessments across a large
organisation, potentially allowing threat-based approaches to achieve similar
efficiencies to contemporary control-based approaches. The importance of timely
assessment was discussed, making the efficiency of the overall process and the
change management process a critical attribute of any risk assessment

methodology designed for the constantly evolving cybersecurity environment.

Thirdly, the motivation makes it clear that in an adversarial field without perfect
information there is an inevitable reliance on qualitative risk assessment and risk
acceptance. In these situations, the assurance provided by the methodology by
which the risk is determined can be equally important to the security controls that
are eventually implemented. We need rigorous methods that can provide
confidence that the risks have been adequately assessed, because by their very
definition the acceptance of a risk is acknowledging the possibility of failure and
thus the occurrence of an undesirable event cannot be used as a proxy for an
adequate assessment process. The earlier sections of this chapter identified that
the concepts of worthiness — airworthiness, seaworthiness etc. — that are
traditionally applied to materiel and personnel safety assessment could help to
demonstrate this assurance in the cyber domain through an equivalent

cyberworthiness analysis.
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Finally, informed decision-making with respect to cyber risk is another critical
component identified in the motivation for this research. Any risk assessment
process that requires a balancing of a technical cybersecurity risk against
organisational goals and financial realities is dependent on the decision maker
truly understanding the risk associated as well as the organisational direction. To
allow these decision makers to make informed decisions, a cybersecurity risk
assessment must be presented in a manner that can be understood by someone

who may not be a technical cybersecurity expert themselves.

The explicit goal of the research is therefore to investigate threat-focused
approaches that leverage model-based analysis techniques to assess the
cyberworthiness of cyber-physical systems, with a particular focus on the ability
of those approaches to facilitate informed decision-making with respect to

cybersecurity risk acceptance.

1.5 STRUCTURE

The remainder of this dissertation is structured into the following chapters:

e Chapter 2 - Literature Review: Explores the existing literature with
respect to the research goal, concluding in an identified gap within the
literature that will be addressed by the research captured in this
dissertation.

e Chapter 3 - Methodology: Outlines the focus of the research, along with

a set of formalised research questions and hypotheses. The research
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methods used to investigate those research questions will be described,
as well as an overview of the expected contribution toward filling the
identified literature gaps.

e Chapter 4 - CEMT Overview: Describes the Cyber Evaluation and
Management Toolkit (CEMT) which was developed to address the
research goal, and articulates the ways in which the toolkit can be applied
to a cybersecurity evaluation of a cyber-physical system.

e Chapter 5 - Face Validity Trials: Includes the results of the face validity
trials of the CEMT. This is an embedded chapter that has been published
in the MDPI Systems journal.

e Chapter 6 - Implementation Trials: Includes the results of the
implementation trials of the CEMT. This is an embedded chapter that has
been submitted for publication in the Computers and Security journal.

e Chapter 7 - Conclusion: Provides a conclusion to the dissertation by
discussing the significance of the research captured in the dissertation,
outlining how the work has addressed the identified research gap, and

describing limitations and avenues for further research in the future.
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CHAPTER 2 LITERATURE REVIEW

2.1 INTRODUCTION

To begin our journey toward the research goal described in Section 1.4, we first
must understand the current state of the literature to identify whether the literature
already fully addresses the motivation behind the research and, if not, whether
there are partial solutions that can be leveraged as part of our own contributions
back to the literature. This chapter summarises that exploration of the literature
and ultimately identifies the gap in the literature that this research project aims to

fill.
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The literature review focused on three primary concepts within the research goal,

namely:

1. Cyberworthiness
2. Threat-focused

3. Model-based

While Chapter 1 also highlighted the terms cyber-physical and informed decision-
making from the research goal, these two were not rigorously explored in isolation
through the literature review as these terms were primarily providing context for
the exploration of the other terms. Cyberworthiness, threat-focused and model-
based were all explored within the context of cyber-physical systems as the

scope and informed decision-making as the desired outcome.

Through the course of the literature review, the threat-focused term was further
subdivided into graph-based cyber risk assessments and mission-based cyber
risk assessments, as these were the terms predominately used in the academic
literature and professional practice, respectively. Consequently, this chapter will

explore relevant literature using the following structure:

e Cyberworthiness; to understand the existing literature with respect to
cyberworthiness and similar concepts such as cyber resilience and cyber

survivability.
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e Graph-based Cyber Risk Assessments — to articulate how graphical
approaches to threat modelling have been developed within academic
literature.

e Mission-based Cyber Risk Assessments — to describe how professional
practice has created threat-focused methods to extend contemporary
control-focused approaches.

e Model-based Cyber Risk Assessments — to explore the existing
approaches to apply model-based systems engineering techniques to
cyber risk assessment.

e Literature Gaps — to summarise the output of the literature review and
identify the gaps within the existing literature that this research project

aims to fill.

2.2 CYBERWORTHINESS

2.2.1 Background

Cyberworthiness first appeared in the literature when it was introduced by Trope
[40] where it was discussed in the context of warranties for software products,
provided by their developers, that would provide assurance that the software
would be resistant to security breaches. In this paper, Trope provided an analogy
to seaworthiness, invoking the assurance and surety that is provided to
passengers by the implied warranty of a determination that a vessel is seaworthy,
and arguing that cyberworthiness would provide similar assurance and surety

over software products in cyberspace.
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While the term did not gain traction in academic literature, it was resurrected over
10 years later when members of the Royal Australian Navy discussed the need
to consider cyberworthiness when claiming a naval capability is seaworthy [41].
A few years later it was discussed by van der Linden [42], once again in the
context of software warranties. Two months later the term cyberworthiness was
mentioned in a budget hearing within the Australian Senate [33], with senior
officers in the Australian Defence Force (ADF) identifying cyberworthiness as a
governance approach that was being taken by the ADF to provide assurance that
their systems could operate in a contested cyber environment. The follow-on
publications to this discussion in the Australian Senate is where we find the

cyberworthiness definition provided earlier in Section 1.3.2:

“The desired outcome of a range of policy and assurance activities that
allow the operation of Defence platforms, systems and networks in a
contested cyber environment. It is a pragmatic, outcome-focused
approach designed to ensure all Defence capabilities are fit-for-purpose

against cyber threats.” [35]

The literature does not contain much beyond this definition, with no published
discussion or proposal for how cyberworthiness could be achieved, let alone be
measured or evaluated. This, on its own, represents a significant gap in the
literature, but the literature review was expanded to cover two related areas to
identify whether the existing literature in these domains could be directly applied

to cyberworthiness.
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These two domains were:

e Seaworthiness

e Cyber Resilience

In the following sections, the literature within these domains will be discussed in

the context of cyberworthiness.

2.2.2 Seaworthiness

There is a significant body of knowledge, both legally and professionally, around
the worthiness concepts from which cyberworthiness was derived — particularly
seaworthiness. Interestingly, despite its common usage in the maritime domain
there is not a single accepted definition for what makes a vessel seaworthy [43],
but the most prevalent legal definitions stretching as far back as 1839 [44, 45, 46]
define it in terms of the outcome that a vessel is sufficiently fit to undertake a

voyage, rather than a set of requirements defining how that would be achieved.

These definitions in isolation are largely unsatisfying from the perspective of
trying to predict seaworthiness — or cyberworthiness — as a system designer, as
it can imply that a system is worthy until it fails at which point we can conclude
that it, by definition, likely never was. This does make it clear, however, that if
worthiness is defined by a future outcome, then a worthiness claim is both
predictive and uncertain, placing it squarely within the domain of predictive risk

assessment.
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Helpfully, the framework for assessing seaworthiness within the Australian
Defence Force is well established as the Defence Seaworthiness Regulatory
System Publication 100 [47]. This framework outlines a methodology for ensuring
that the system maximises its ability to perform its specified purpose while
minimising safety risk so far as is reasonably practicable (SFARP). Importantly,
the framework places a focus on how decisions are made, and describes four

key principles for how worthiness decisions should be made:

“The seaworthiness governance principles require that seaworthiness
decisions are made:

a. mindfully — decisions are more effective and less likely to have
unintended consequences when they are made with a thorough
understanding of the context, the required outcome, the options available,
and their implications now and in the future

b. collaboratively — obtaining input from all stakeholders and engaging in
joint problem-solving results in better decisions (bearing in mind that
collaboration does not necessarily require consensus)

c. accountably — decisions only become effective when people take
accountability for making them happen

d. transparently — decisions are more effective when everyone

understands what has been decided and why.” [47]

While this provides a set of strong foundational principles that could be applied

to cyberworthiness, this seaworthiness management framework also highlights
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an inherent link between seaworthiness and safety risk assessments. Given this
alignment between seaworthiness and system safety assessment, the literature
on the application of safety risk analysis techniques to cybersecurity assessment
was also reviewed as this may identify extant methods that could be used for

cyberworthiness assessments.

Suo et al [48] provides an example of a merging system safety analysis with
cybersecurity analysis, by treating cybersecurity threats as analogous to a safety
hazard. This focuses primarily on cybersecurity incidents as a cause to a safety
accident, a methodology mirrored in the work of Macher et al [49]. While this
approach does integrate the two domains nicely, it does not cover those
cybersecurity incidents that do not necessarily lead to a safety accident and
would need to be modified to address a loss of functionality due to a realised

cyber risk.

More recent efforts [50] have looked to directly apply safety analysis techniques
such as Fault Tree Analysis (FTA), Functional Hazard Analysis (FHA) and
System Theoretic Process Analysis (STPA) to the cyber domain. The use of a
modified version of STPA, referred to as STPA-Sec, was outlined by Friedberg
et al [51], though in an analysis of this technique Schmittner et al [52] highlighted
that an important difference between safety and security analysis is the intention

of a threat actor, and that this must be modelled.

This fundamental difference limits the direct applicability of system safety

analysis approaches to cyber risk assessments, but the techniques within those
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approaches do assist with providing assurance and could have similar outcomes
when adapted to cybersecurity. Graph-based analyses, such as bow-tie
diagrams, are examples of those techniques, and they have had some success
when adapted to the cyber domain as outlined in Couce-Vieira et al [53] and
Couretas [54], primarily because they have been found to provide an intuitive

summary of cybersecurity risk.

2.2.3 Cyber Resilience

As outlined earlier, because of the lack of literature related to the specific
cyberworthiness term, the literature review was broadened to include closely
related terms that are more popular within the literature, namely cyber resilience.
This term was considered similar because, like cyberworthiness, it has an explicit
focus on the ability of a system to remain functional when under persistent cyber-
attack. In doing so, cyber-resilience has a natural bias toward securing the
integrity and availability of a system rather than the confidentiality of data stored
on that system and has been linked to cyberworthiness within the literature [55,

56].

Cyber resilience as a domain is significantly more mature than cyberworthiness,
and there are several international standards and professional best-practices that
have been developed to guide the enhancement of cyber resilience [57]. These
standards and best practices include traditional cybersecurity standards such as
ISO 27001 [58] and NIST 800-53 [19], but also include best-practice guidance

more focused on cyber resilience, such as the NIST Cybersecurity Framework
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[59], NIST 800-160 Vol 1 — Engineering Trustworthy Secure Systems [60] and

NIST 800-160 Vol 2 — Developing Cyber-Resilient Systems [61].

The NIST Cybersecurity Framework (CSF) defines six key functions within its
core structure — Govern, Identify, Protect, Detect, Respond and Recover — and
these are used to organise cybersecurity outcomes at the highest level. NIST
800-160 Vol 1 provides a process for deriving security requirements in complex
systems by assessing the protection needs of the assets within a system and
emphasises the importance of the trustworthiness of the assessment and the
resultant assurance levels behind that assessment. NIST 800-160 Vol 2
complements the asset-focused methodologies in NIST 800-160 Vol 1 by
deriving a set of fourteen cyber resiliency techniques that can be implemented by

system designers to improve the cyber resiliency of assets and systems.

There are also methodologies proposed within the literature to evaluate the
cyber-resiliency of systems, and they generally fall into two broad categories. The
first category is principle-based evaluations, such as the Cyber Resilience Self-
Assessment Tool (CR-SAT) [62], which take a governance approach and
evaluate systems or organisations against a set of cyber resilience principles,
and the second category is dependency-based evaluations [63], where the
dependency relationships between assets or systems are modelled using

directed graphs to understand resilience through defence-in-depth.

The current state of the literature for the cyber resilience of cyber-physical

systems specifically was explored in a comprehensive and systematic literature
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review by Segovia-Ferreira et al [64], which concluded that there were three open

challenges within that literature:

1. System Modelling: the literature could be improved by methods for higher
fidelity attack models and the performance of systems against those
attacks

2. Metrics and Evaluation Methods: the current literature doesn’t deal with
the complexities of holistic interactions between systems and controls
when evaluating the overall resilience of a system-of-systems

3. Testing and Validation Environments: the validation of approaches within
the literature primarily use constrained testbeds and there is a lack of
scalability validation that validates the approaches when applied to

complex real-world systems

2.2.4 Review

The literature on cyberworthiness is largely immature and this creates a general
literature gap with respect to cyberworthiness, particularly around how one might
demonstrate or evaluate cyberworthiness. The literature in the related domains
of seaworthiness, system safety and cyber resilience do provide some promising
foundations for exploring cyber worthiness, particularly the seaworthiness
governance principles, the graph-based approached used in both system safety
and cyber resilience, and the best-practice cyber resilience principles defined
within the relevant NIST standards. However, the absence of an adversarial actor

in system safety approaches limits their direct applicability to cyberworthiness
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and gaps currently remain within the cyber resilience literature related to

evaluation, detailed modelling and large-scale validation.

Figure 2-1 outlines the relationship between seaworthiness, cyber resilience and
cyberworthiness, as well as the cyberworthiness principles derived from the
seaworthiness literature. These principles formed the target of subsequent
literature review efforts, looking through existing threat-focused cyber
assessment techniques to understand the extent to which they can address these

cyberworthiness principles.

Cyberworthiness

_ Cyber
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Figure 2-1: Cyberworthiness principles.
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2.3 GRAPH-BASED CYBER RISK ASSESSMENTS

2.3.1 Background

Graph-based Cyber Risk Assessments is the first type of threat-focused
assessment methodology explored through this literature review. Graph-based
techniques were identified during the literature review of both system safety and
cyber resilience as techniques that had been leveraged to complete analysis and
assessment in those domains. Graph-based techniques are also prevalent in
foundational threat modelling approaches used within professional cybersecurity
practice [65]. For these reasons, graph-based cyber risk assessments became a

key focus of this literature review.

Graph-based cybersecurity analysis is a research area that focuses on the
development of graphical models to analyse cybersecurity scenarios. According

to Kordy et al:

“the great advantage of graph-based approaches lies in combining user
friendly, intuitive, visual features with formal semantics and algorithms that

allow for qualitative and quantitative analysis.” [66]

The intuitive nature of these approaches shows promise for facilitating
collaboration with stakeholders who may not have a deep cybersecurity
background. Kordy et al [66] categorised graph-based security analyses into two
broad categories — statically modelled graphs and sequentially modelled graphs

— which can in turn each deal with either only attacks or both attack and defence.
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This literature review focuses in on two types of graph-based security analyses.
Firstly, attack trees, which are traditionally statically modelled graphs but have
been extended and reapplied as sequentially modelled graphs more recently, and

misuse case graphs, which are primarily sequentially modelled graphs.

2.3.2 Attack Trees

Attack trees, first outlined in Weiss [67] and popularised by Schneier [68], are the
basis for many of the statically modelled graphs used for cybersecurity analysis.
These graphs depict a hierarchical tree structure which describes the
combination of events that need to occur for a cybersecurity risk to be realised
and are broadly similar to the fault trees common to system safety analysis.
Attacks trees have been successfully incorporated into the likelihood calculations
of traditional risk assessment methodologies [69] to support graph-based cyber
risk assessments. Attack trees have also been extended to include the depiction

of defensive actions in Kordy et al [70] and termed attack-defence trees.

These attack trees traditionally fall into the category of statically modelled graphs
but have also been adapted and enhanced within more contemporary literature
to function like a sequentially modelled graph. The sequentially modelled graphs
outlined in the literature are comprised of a sequence of events that an attacker

must perform to compromise a target system.

The literature contains several variants of these sequential attack trees, from

serial attack trees [71] to attack graphs [72, 73, 74] and attack chain tree [75].
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More recently, the risk likelihood assessments that flow from sequential attack
trees have been estimated by converting the attack tree structure into a Bayesian
network to combine probabilities of the various nodes on the attack tree [76, 77].
This primary benefit of these sequentially modelled attack trees is that they
provide a focus on the intent of an attacker; one of the key attributes of a threat-

focused approach to cyber risk assessments.

2.3.3 Misuse Case Graphs

While attack trees began as statically modelled graphs and over time transitioned
toward sequentially modelled graphs, there have been other types of graph-
based cybersecurity analysis techniques that have always been sequentially
modelled. The concept of insecurity flow graphs was introduced by Moskowitz
and Kang [78], to model an end-to-end attack sequence, though this concept
attempted to reduce the graph into a mathematical model, losing some of the

intuitiveness benefits of a graph-based approach in the process.

The construction of misuse case graphs, also known as abuse case graphs, is
another approach in the literature that focuses on the actions of the attacker and
their interaction with the target system. Appearing in the literature at the turn of
the century in McDermott [79] and Sindre et al [80], misuse cases borrow from
the use case concept common in software development practices but focus on
how an adversary, rather than an authorised user or operator, interacts with a
system. More recent extensions to the misuse case concept include overlaying

the misuse cases with the system architecture [81] and developing misuse case
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coverage metrics as a proxy for security risk [82], but on their own misuse cases

require extensive textual encoding to adequately convey the full risk picture [83].

While misuse cases are often used to elicit security requirements [84], mirroring
the purpose of use cases in software development, Matuleviaius [85] has linked
misuse cases to the mal-activity graphs proposed by Sindre [86]. These mal-
activity graphs provide a sequential model of the activities taken by the attacker
— much like the insecurity flow graphs introduced by Moskowitz and Kang [78] —

and can be used to provide additional detail to support misuse case graphs.

2.3.4 Review

The literature for graph-based cyber risk assessments is relatively mature, with a
well-defined set of techniques that have been widely applied and investigated.
Within the context of the research goal, there are no gaps within graph-based
cyber risk assessments specifically that will be addressed by this research.
However, both attack trees and misuse case graphs have been identified as
existing techniques within the literature that could be utilised to help address the

research goal.

The literature does include comparison studies between the attack tree
methodologies and the misuse case methodologies. Both Opdahl et al [87] and
Karpati et al [88] found that while attack tree methodologies tended to identify
more threats, there were significant differences between the types of threats

found by each technique. This would suggest that a combined approach, such as
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that outlined by Tondel et al [89], which looks at both misuse cases and attack

trees might be the most effective approach.

Of course, the efficiency in risk assessment is also an important concern, and
while there has been some literature looking to increase the reusability of these
graph-based threat models [90] these techniques still require knowledgeable
experts to apply them to systems individually with limited reusability within or

across assessments.

Based on this literature review, the primary benefit expected from incorporating
these graph-based cyber risk assessment techniques into a threat-focused
approach to a cyberworthiness evaluation is the ability to perform detailed
adversary modelling in a manner that is both intuitive and understandable. As
depicted in Figure 2-2, this intuitiveness of graph-based techniques can address

the transparent and accountable cyberworthiness principles.
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Figure 2-2: Cyberworthiness principles addressed by graph-based cyber risk assessments.
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2.4 MISSION-BASED CYBER RISK ASSESSMENTS

2.41 Background

Mission-based Cyber Risk Assessments (MBCRA) were identified during the
literature review as a domain that warranted further investigation because
professional cybersecurity practitioners were using this technique to test and
evaluate cyber resilience and consequently, MBCRAs were uncovered during the
earlier exploration of the cyber resilience literature. MBCRAs are required by the
US Department of Defense (DoD) as part of its Cybersecurity Test and Evaluation
(T&E) procedures [91] and because of this MBCRAs have been widely adopted
by professional cybersecurity consultancies that work with the US DoD [92, 93,

94] and also by groups within the US DoD itself [95, 96].

Figure 2-3 depicts the critical elements in an MBCRA, starting from a set of input
artifacts and leading to a set of outputs that summarise the cybersecurity analysis
that was performed and provides appropriate recommendations. Importantly,
there is a strong threat-focus throughout the process, starting from initial threat
assessments and attack surface characterisations during the Input phase,
collaborative analysis of attack paths in a mission context during the Execution

phase and reporting on specific cyber-attack scenarios during the Output phase.

The explicit focus on collaboration and contextualisation to the purpose and
functionality of the system being evaluated also provide alignment with the

cyberworthiness principles derived in Section 2.2.4.
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Note: * Conducted as part of the systems engineering process, or in advance of the overall MBCRA effort

Figure 2-3: Critical MBCRA elements, reproduced from [97].
In terms of a formal definition of an MBCRA, according to the US DoD

Cybersecurity Test and Evaluation Guidebook:

“MBCRA is a process for identifying, estimating, assessing, and prioritizing
risks based on impacts to DoD operational missions resulting from cyber

effects on the system(s) employed.” [98]
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However, this is perhaps a vague definition of the MBCRA itself, as within the
context of the broader cybersecurity test and evaluation framework defined by
the US DoD, the MBCRA is essentially a threat-focused assessment that is
designed to complement the RMF, which is one of the contemporary control-

focused approaches discussed earlier in Section 1.2.1.

While there are many differing methodologies that can be used to meet the
requirement for an MBCRA [98], the most prevalent methods for doing this are a
Cyber Table Top (CTT) and the Mission-based Risk Assessment Process for
Cyber (MRAP-C) [99], and these two methods will be the focus of further

exploration of MBCRAs for this literature review.

2.4.2 Cyber Table Top (CTT)

The Cyber Table Top (CTT) methodology is comprehensively described in the
US DoD Cyber Table Top Guide [100], and this guide summarises the CTT in the

following way:

“The Cyber Table Top (CTT) is a focused, intellectually intensive exercise
that explores the effects of cyber offensive operations on the capability of
US systems to carry out their missions. It is a wargame-like exercise that
centers on two teams with opposing missions: the military forces charged
with executing an operational mission and the cyber mission forces

attempting to oppose those military forces.” [100]
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These two teams are referred to as the Operational team, representing the
system operators and defenders, and the Opposing Force (OPFOR) team,
representing the cyber force trying to compromise the system and its mission.
These teams are composed of stakeholders in the design and operation of the
system, including engineers, operators, designers, program personnel and
cybersecurity experts. Importantly, the process is non-adversarial, and the goal
of the process remains the characterisation of the system’s cybersecurity rather

than one team or the other ‘winning’ by overcoming the other team. [100]

Due to this non-adversarial approach, the Cyber Table Top is characterised as a
collaborative MCRA methodology [99]. The primary outputs generated by the
process are risk matrices that summarise the risks to the system, based on the
expected effect those risks have on the system’s ability to perform its mission,
and a set of recommended actions the could improve the system’s resilience to

cyber-attacks [100].

Analysis of practical applications of CTTs found that other outputs of the CTT
process were threat scenarios, which are defined as “specific threats or
conditions associated with the impact or consequence to the system in that
circumstance” [99], and a set of key interfaces that required further testing. The
threat scenarios were seen by practitioners as particularly important as a
communication tool to inform decision makers because they illustrated the results

of the analysis in an understandable manner [99].
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2.4.3 Mission-based Risk Assessment Process for Cyber (MRAP-C)

The Mission-based Risk Assessment Process for Cyber (MRAP-C) methodology
was developed by the US Air Force to provide a framework for an integrated and
iterative Mission-based Cyber Risk Assessment (MBCRA). It incorporates best
practices from the CTT methodology, and extends those processes to create an
approach that uses systematic risk analysis to characterise failure modes within

a system and identify potential cyber vulnerabilities [101].

The MRAP-C includes a detailed functional thread analysis to understand and
characterise the system’s attack surface which is then mapped to system
functions and potential cyber vulnerabilities. Risk ratings and priority levels are
assigned to those potential cyber vulnerabilities and vignettes describing attack
paths that could exploit those vulnerabilities in a manner that would have a

mission impact are generated [101].

Similar to the CTT, the MRAP-C is a collaborative MBCRA methodology [99], that
brings together an integrated team of designers, operators and cybersecurity
experts to explore and evaluate the cybersecurity risks associated with a system.
Ultimately, the goal of the MRAP-C is to find vulnerabilities that could cause a

mission failure due to a loss of system functionality [101].

Analysis of the practical applications of MRAP-C found that it included all the
outputs of the CTT but also added a prioritised list of mitigations that could be

applied to the system as well as a set of attack graphs or attack [99].
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2.4.4 Review

Mission-based Cyber Risk Assessments (MBCRA) provide examples from
professional cybersecurity practice of methodologies that use threat-focused
approaches to complement the contemporary control-focused methodologies to
address cyber resilience concerns. These assessment methodologies provided
a specific focus on the mission-critical functions performed by the system,
ensuring that the outcome of the analysis was relevant to the holistic context of

the system.

The MBCRA methodologies documented the assessments using threat
scenarios and vignettes to explain the risk to decision makers, and the MRAP-C
process also incorporated attack graphs and attack trees to provide further detail
behind these vignettes. These output formats were found to be useful tools to
communicate risk information to stakeholder who may not be experts in

cybersecurity.

The MBCRA literature showed that there are existing approaches within
professional cybersecurity practice that take a threat-focused approach to cyber
resilience assessment. In terms of addressing the cyberworthiness principles, it
is expected that MBCRAs would be able to address the collaboration and
mindfulness principles but would likely need extension or modification to address

the transparency and accountability principles.
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The attack graphs and vignettes used by the MBCRA methodologies provide a
good summary of the attack paths, but a more detailed assessment that
leverages other graph-based techniques would be able to provide additional
detail that would support decision maker accountability. Additionally, the
qualitative risk analysis used within MBCRAs may not be able to provide the
necessary transparency in how those qualitative decisions are made to meet the
intent of the related cyberworthiness principle. Generally, it is not clear what level
of assurance is demonstrated through the MBCRA processes as it relies on the
participants collaborating effectively and consistency across different activities

must be achieved manually.

As displayed in Figure 2-4, the mission-focus and explicit collaboration within
MBCRA processes can address the two cyberworthiness principles that were not
addressed by graph-based cyber risk assessment techniques — mindful and

collaborative.
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Figure 2-4: Cyberworthiness principles addressed by mission-based cyber risk assessments.
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Overall, the professional literature around MBCRAs is quite mature, even if the
academic literature is not as developed. However, many of the tools that support
MBCRAs are not openly available outside of the US military, and this limits their
ability to be leveraged within academic literature. Nonetheless, it is apparent from
the literature review that the approaches that are taken within MBCRAs, if
enhanced with additional graph-based techniques, would provide a strong

foundation for addressing the derived cyberworthiness principles.

2.5 MODEL-BASED CYBER RISK ASSESSMENTS

2.5.1 Background

While the earlier sections of this literature review showed that graph-based cyber
risk assessment techniques and mission-based cyber risk assessment processes
could be combined to address the derived cyberworthiness principles, an overall
methodological approach is required to unify those assessments in an effective
and efficient manner. As briefly explored in Section 1.3.4, model-based
approaches present a promising potential solution for capturing a threat-focused
cyber risk assessment in a way that supports traceability, reusability and

consistency.

Model-based Cyber Risk Assessments is the term given to processes that
leverage existing model-based systems engineering tools and techniques to
create cybersecurity risk assessments. The literature includes model-based

approaches to cybersecurity assessment which involve the development of a
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meta-model or consistent language to aid in the scalability and reusability of
threat modelling activities. Generally, the application of security analyses,
including graph-based security analyses, can be time consuming and “model-
based security assessment methods can potentially be used to streamline this
process” [102]. Additionally, these model-driven approaches often include the
capability of being incorporated into a system-level computational simulation,
which can support both quantitative and qualitative methods, allow for reusability
as the threat profile changes over time and can offset the reliance on subjective
expert opinion for assessing risk [54]. Model-based approaches to system design
and development have also been shown to increase transparency through
explicit traceability between decisions and the data justifying those decisions [25],
and this is likely to carry across to cyber risk assessments performed using

model-based tools.

To assess the applicability of existing model-based cyber risk assessment
approaches within the literature, a set of expected attributes that would contribute
to an effective model-based cyber risk assessment was defined. From these
potential benefits of model-based cyber risk assessments, the following attributes

were derived:

e Extended model-based taxonomy — Inheritance of existing model-based
functionality through extension of model-based systems engineering

languages to support the reusability and maintainability of threat models

DCybSec Stuart Fowler Page 65



Chapter 2: Literature Review Model-based Cyber Risk Assessments

e Visualisation & simulation of threats — threat modelling is expressed using
intuitive visualisations and risks can be assessed through computational
simulations

e Explicit traceability to threats — derived security mitigations are traceable
to adversary actions to facilitate review of the importance of those

mitigations

In addition to these three attributes that were derived from the potential benefits
of using model-based techniques themselves, two more attributes were defined
to further incorporate the graph-based and mission-based cyber risk assessment

techniques discussed earlier in this literature review:

e Threat focused — to incorporate the benefits of mission-based cyber risk
assessments, the threats to the system are used as the focal point of the
assessment

e Detailed adversary modelling — to incorporate the benefits of graph-based
cyber risk assessments, the actions of the adversary are modelling in
detail, facilitating a precise discussion and review of the resulting threat

analysis

These five attributes will be used to determine the suitability of existing model-
based cyber risk assessment methodologies to address the defined research
goal. In the following sections, the extant methodologies for model-based cyber
risk assessments will be discussed, followed by an analysis of the suitability of

these methods against the five defined attributes.
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2.5.2 Existing Methodologies

In 2015, Nguyen et al. [103] provided a comprehensive review of the literature
associated with using model-based techniques for the security assessment of
cyber-physical systems. This state of research was revisited by Geissman and
Bodden [104] in 2020. They found several approaches and methodologies in the
literature that leveraged model-based techniques, including SysML-based
approaches, to address the security assessment of complex cyber-physical

systems.

Many of these existing approaches, such as the Cyber Security Requirements
Methodology (CSRM) [105] and Larsen et al. [106], are focused on the definition
of security requirements and provide a methodology for managing the
implementation of those security requirements through the systems design
lifecycle. These approaches are not explicitly threat focused and are primarily
concerned with the management of existing cybersecurity requirements
throughout the design and production of a system, rather than deriving those

requirements from a threat model.

Several other methodologies, including SAVE [107], Surreal [108], Navas et al.
[109] and Geissman et al. [110], are also threat focused and utilise graph-based
threat modelling techniques such as misuse case graphs. However, these
approaches provide only a high-level threat model that interacts with a detailed
white-box model of the system. Without extending those misuse case graphs into

more detailed graphs and models of adversary behaviour against the system,
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these approaches are limited in their ability to facilitate precise discussions of

threat activities when reviewing the threat analysis.

Some emerging methodologies, such as MBSESec [111], also provide more
detailed modelling of adversary behaviour in the form of activity diagrams.
However, these approaches do not include explicit control traceability to the
detailed threat model and the use of specific SysML profiles that support the rapid
creation of summary visualisations such as attack trees. While this traceability
and visualisation may not necessarily produce a better or more accurate threat
model, it would enhance the ability of non-specialists to interact with and critically

review the threat model to make more informed risk decisions.

UAF [112], UMLSec [113] and SysML-Sec [114] all provide taxonomies and
extension profiles that focus on the allocation of security requirements and the
linkages of assets, vulnerabilities and mitigations. These approaches are not
explicitly threat focused and instead focus on the allocation of existing security
controls and requirements to assets within a system, rather than deriving those
requirements from the threats to the system. Without those threats being a focus
of these approaches, they are limited in their ability to demonstrate traceability to

threats or simulation of those threats.

2.5.3 Review

Table 2-1 provides a comparison of the published model-based cyber risk

assessment methodologies against the five key attributes described in Section
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2.5.1. While all the methodologies addressed the first attribute by providing an
extended taxonomy, no methodology addressed all five attributes. None of the
reviewed methodologies adequately incorporated computational simulations into
their threat assessment methodologies, nor did they provide explicit traceability

between detailed threat models and a resultant set of mitigations.

Table 2-1: Comparison of Model-based Cyber Risk Assessment methodologies

Model-based Security Extended Threat Detailed Vist.lalisation Explic.it.
Assessment Approach Model-based Focused Advers.ary & Simulation Traceability
Taxonomy Modelling  of Threats to Threats

1 CSRM [105] Y N N N N

2 Larsen et al. [106] Y N N N N

3 SAVE[107] Y Y N N N

4 Surreal [108] Y Y N N N

5 Navas et al. [109] Y Y N N N

6 Geissman et al. [110] Y Y N N N

7 MBSESec [111] Y Y Y N N

s UAF[112] Y N N N N

9 UMLSec [113] Y N N N N

10 SysML-Sec [114] Y N N N N

Overall, the maturity of the literature with respect to model-based cyber risk
assessments is mixed. There are several existing methodologies that use model-
based techniques to assess the cybersecurity risk of cyber-physical systems, but
they do not reach the full potential of model-based approaches to cybersecurity
analysis. Figure 2-5 provides a visual depiction of the level to which the five key
attributes identified in this literature review are served by existing model-based
cyber risk assessment methodologies, with green representing those attributes
that are well served by existing techniques, yellow indicating attributes that are
served by some of the existing techniques, and red indicating those attributes

that are not currently found in existing techniques.
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Figure 2-5: Summarised maturity of the Model-based Cyber Risk Assessment literature

This represents a significant gap in the literature for model-based approaches to

threat-focused cyberworthiness assessments of cyber-physical systems. To

address this gap, a model-based cyber risk assessment methodology would need

to be developed that builds upon the existing state-of-the-art by incorporating

explicit traceability between detailed threat models and derived security

mitigations and provide visualisation and simulation of threats.

2.6 LITERATURE GAPS

This literature review investigated four domains to explore the ability of the

existing literature to satisfy the motivation and research goals articulated in

Chapter 1. These four areas were:

1. Cyberworthiness

2. Graph-based Cyber Risk Assessments
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3. Mission-based Cyber Risk Assessments

4. Model-based Cyber Risk Assessments

The literature associated with cyberworthiness was found to be rather immature,
with little specific investigation into the concept of cyberworthiness or how it might
be achieved. Related work in the fields of seaworthiness and cyber resilience
identified four foundational principles that could underpin a cyberworthiness

claim, on which decisions are made:

e Mindfully
e Collaboratively
e Accountably

e Transparently

The literature on graph-based cyber risk assessments was relatively mature, with
several techniques that could be used to provide intuitive and understandable
cyber risk assessments. These graph-based techniques could also help to
provide detailed threat modelling to support the documentation of adversary
actions against a system. However, these graph-based techniques on their own
are insufficient for assessing the cyberworthiness of cyber-physical systems

without a holistic methodology encapsulating them.

The literature related to mission-based cyber risk assessments was also quite
mature, especially in professional cybersecurity practice, but the key limitation of

this literature is that implementations of these methodologies are not openly
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available, because they are either proprietary or are otherwise controlled in their
distribution. The information that is available of the overall mission-based cyber
risk assessment approaches do provide a robust framework for ensuring a threat
focused assessment that is mindful of the system context and the operational

context of the system.

The literature around model-based cyber risk assessments was in a developing
state, with several existing methods that used model-based approaches to
assess the cybersecurity of a system. However, none of these existing methods
adequately address the five attributes of a model-based cyber risk assessment
process that would be required to adequately evaluate the cyberworthiness of

cyber-physical systems, namely:

e Extended model-based taxonomy

e Threat focused

e Detailed adversary modelling

e Visualisation and simulation of threats

e Explicit traceability to threat

Figure 2-6 summarises the maturity of the literature associated with these four
domains, with red indicating a low maturity, orange indicating a moderate maturity
and green indicating a high maturity. The literature review has identified that each
of these four domains can contribute to the evaluation of cyberworthiness in

cyber-physical systems, but the none of them can achieve this on their own.
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Figure 2-6: Literature Gap
Consequently, the literature gap that has been identified is the intersection of
these four areas — using mature mission-based and graph-based techniques in a
model-based approach to meet the five desired attributes of a model-based
assessment and the four foundational principles of cyberworthiness. This
provides a focus for the research project and a basis for the significance of the

work that has been undertaken.
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CHAPTER3 METHODOLOGY

3.1 RESEARCH FOCUS

The focus of the research captured in this dissertation is to build an understanding
of threat-focused approaches to address the literature gaps identified in Chapter
2. The key themes resolve around the ability to understand the cyber risk of
cyber-physical systems through rigorous engineering methods and effectively

communicating that risk to decision makers.

Given the pedigree of cyberworthiness within the Australian Defence Force

(ADF), the focus of the initial trials will be on systems operating within the
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regulatory paradigm of the ADF. This focus is both important and topical, as
Defence forces around the world operate not only in an adversarial cyber domain
but also an adversarial functional domain, where adversaries can move along the
spectrum from cooperation to competition to conflict and back again over time. In
this environment the ability to make rapid, informed risk decisions backed by
rigorous assurance is critical, because the real consequences to national security
and human safety of not deploying a critical military capability need to be weighed
against the equally real consequences to national security and human safety of
operating a critical military capability that is not cyberworthy. This environment
where the stakes are so high, but there is no safe side upon which to err, is largely

unique to the Defence environment.

Simultaneously, the research must not become over-optimised for the ADF
context, and must be generalisable to suit other similar domains, such as
commercial cyber-physical systems or critical infrastructure. However, by
focusing on the Defence context, the expectation is that if the framework is shown
to be feasible within that more rigorous environment it could then be adapted into
other similar domains that need to conduct cyber risk assessments of cyber-

physical systems.

There will also be a strong focus on practical applications that move beyond
theoretical frameworks and implementations on idealised systems, towards trials
and investigations that are performed on critical cyber-physical systems under

real-world conditions. This is primarily because in highly regulated environments,
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it is often difficult to translate a theory into a practical and feasible implementation.
Completing that part of the work during this research will provide a greater
professional contribution than only developing a framework. These practical
applications will also help to demonstrate the relative efficiency of any framework
under real-world conditions, which is equally critical to the accuracy and
effectiveness of the framework, especially in the adversarial environments

discussed earlier.

In the following sections, the specific research gaps will be identified, along with
an articulated aim for the overall research effort and a hypothesis for a potential

methodology to address that aim.

3.1.1 Research Gaps

In Chapter 2, a literature gap was identified at the confluence of four areas within

the existing literature:

e Cyberworthiness
e Graph-based Cyber Risk Assessments
e Mission-based Cyber Risk Assessments

e Model-based Cyber Risk Assessments

The overlap between these areas is a domain where the threat-focus and
operational lens of the mission-based assessments are defined using the
structured languages and numerical simulation capabilities of model-based

assessments to achieve the engineering rigour demanded by cyberworthiness
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and is expressed with the intuitiveness and explainability of graph-based
assessments. As shown in Figure 3-1, this confluence is termed Threat-based

Cybersecurity Engineering.

Threat-based
Cybersecurittf
Enginearing

Mission-based Graph-based
Cyber Risk ) Cyber Risk

Assessments Assessments
Cyberworthiness

Figure 3-1: Filling the Literature Gap - Threat-based Cybersecurity Engineering
However, as discussed earlier, the focus of this research was on applied research
outcomes, and so the research gap we were trying to address was not
necessarily the lack of a rigorous definition and theoretical framework for Threat-
based Cybersecurity Engineering. The research gap we were trying to address
was the lack of a practical implementation, backed by applied research that
evaluates that implementation against extant contemporary approaches, of a

process for undertaking Threat-based Cybersecurity Engineering.
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3.1.2 Aim

The explicit aim of this applied research was to identify a set of guiding principles
for Threat-based Cybersecurity Engineering and to use those principles to
develop an implementable toolkit that can be used by system designers and
cyber experts to conduct cyberworthiness evaluations of cyber-physical systems.
The ability to implement this toolkit in a real-world system was investigated to
assess the practical effectiveness and efficiency of this toolkit at evaluating
cyberworthiness to determine whether the toolkit could be implemented in

practice.

3.1.3 Hypothesis

The hypothesis was that Threat-based Cybersecurity Engineering would be an
effective and efficient approach to the assessment of cyberworthiness in cyber-
physical systems. As outlined in Section 3.1.1, Threat-based Cyber Security
Engineering exists at the intersection of cyberworthiness, mission-based cyber
risk assessments, graph-based cyber risk assessments and model-based cyber
risk assessments. To facilitate the development of a toolkit to implement this
hypothesis, we derived some cornerstone principles to guide the toolkit

development.

The starting point from these principles was cyberworthiness, as demonstrating
cyberworthiness was the goal of any implementation, and the other three

components simply provided established techniques to contribute to that
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demonstration of cyberworthiness. The natural next step was to leverage the

principles for the governance of seaworthiness discussed in Section 2.2:

1. Mindful — the operating context of the system is thoroughly understood
during the assessment process

2. Collaborative — all relevant stakeholders engage in joint problem solving
during the assessment process

3. Transparent — everyone involved in the assessment process understands
what was decided and why

4. Accountable — decision makers are sufficiently informed for them to be

accountable for the decisions they make in the assessment process

The first principle of mindfulness was incorporated into Threat-based
Cybersecurity Engineering by requiring the explicit modelling of adversary
behaviour in the context of the systems operation as the foundation of the
approach. This draws on the literature on Mission-based Cyber Risk
Assessments, which includes several techniques for incorporating red teams,
adversary emulation specialists and other methods for understand system threats

into the assessment of the system for a specific mission or set of missions.

The second principle of collaboration was considered, and it was concluded that
collaboration in the context of Threat-based Cyber Risk Assessment is about
more than simply asking stakeholders for a peer review or involving them in
workshops. Collaboration is not possible without an ability to effectively

communicate the detail of the assessment amongst the stakeholders, and to do
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this the assessment must be documented intuitively, to reduce the barrier of entry
for those trying to understand and participate in the assessment. Achieving this
within Threat-based Cybersecurity Engineering leverages the literature on
Graph-based Cyber Risk Assessments, which provides numerous options for
presenting detailed cyber analysis using explainable graphs that can be

interpreted intuitively.

The third principle of transparency in the assessment requires that the critical
factors of the assessment — threats, assets, controls, risks and decisions — are
explicitly traceable to each other and to the assumptions and input variables that
drive the analysis of those factors. The detail behind those assumptions and input
variables must also be openly documented and made available for critical
scrutiny by stakeholders — there must be no opaqueness as to what is driving the
results of the assessment. To achieve this transparency, the Model-based Cyber
Risk Assessment literature was relied upon, as the model-based approaches
provide a structured language built on objects and relationships that natively
handles this traceability. They also provide the ability to create a hierarchical
assessment, where very specific detail can be defined and simulated to highlight

the assumptions and judgements that drive the overall results.

The final principle of accountability is interpreted as informed decision-making,
as defined in Section 1.3.5. This principle, in the context of a Threat-based
Cybersecurity Engineering approach, is served by the combination of the three

other principles. When assessments are conducted in a way that is mindful of the
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operating context and an understanding of the threat environment, are detailed
with sufficient transparency and specificity to allow stakeholders to understand
how the assessment results were determined and are presented in a way that is
intuitive and understandable to those without deep cybersecurity expertise,
decision makers are provided with the necessary inputs to facilitate informed

decision-making.

In addition to these seaworthiness principles, there is also a need for the
assessment to stay relevant throughout a system’s lifecycle and for effort
invested into one assessment to be reused on future assessments to achieve the
necessary efficiency to support uptake in professional settings. There are
certainly advantages in this respect if the assessment approach is aligned with
the contemporary approaches for designing systems, as changes in the design
over time can trigger a change to the cyber risk assessment if they are co-located
in the same toolset. For this reason, the use of the SysML language from the
model-based system engineering discipline was chosen as a cornerstone

principle of Threat-based Cybersecurity Engineering.

Ultimately, the following cornerstone principles for Threat-based Cyber

Engineering were derived as part of hypothesis development:

e Explicitly model adversary behaviour as a foundation
o Utilise graph-based methods for performing the threat analysis
e Transparently highlight the factors that drive assessment results

e Leverage existing functionality of SysML
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Figure 3-2: Threat-based Cybersecurity Engineering — Inputs and Outputs
Now that the guiding principles for the development of a Threat-based
Cybersecurity Engineering implementation are understood, we require an
enumeration of the inputs and outputs to define the process boundaries to clearly
scope the activities that will be performed. The guiding principles provide the
‘how’ we do Threat-based Cybersecurity Engineering, but now we must discuss

‘what’ we do as part of Threat-based Cybersecurity Engineering.

Figure 3-2 shows the inputs and outputs to Threat-based Cybersecurity
Engineering, allowing us to define the boundaries around the process in terms of
the interfaces between other cybersecurity-related functions with an organisation.

The blue boxes are those functions that provide inputs to the process, while the
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green boxes are those functions that receive outputs from the process. The high-
level responsibility in the Threat-based Cybersecurity Engineering function is to
provide coordination between those interfacing functions and transform the inputs

into the outputs.

The primary inputs to Threat-based Cybersecurity Engineering are:

e Threat Context — taken from the system design

e Threat Identification — leveraging the Cyber Threat Intelligence team

e Threat Insight — utilising Cyber Threat Emulation experts

e Best Practice Controls — derived from the various Cybersecurity

Frameworks that are available

The primary outputs from Threat-based Cybersecurity Engineering are:

Preventative Controls — a baseline of preventative cybersecurity controls

for inclusion in the cyber design of a system

e Detecting Controls — a baseline of detection and response controls for
implementation by the Cyber Operations team

e Recovery Controls — a baseline of recovery and resilience controls for
implementation by the System Operations team

e Residual Risk — the overall risk presented by the threats to the capability

given the mitigation mechanisms that are in place

Critically, these inputs and outputs define the scope of Threat-based

Cybersecurity Engineering by outlining what it does not do. It does not document
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or produce any of the inputs, as it expects those things to have been generated
externally, and it does not implement or treat any of the outputs, as it expects

those things to be handled externally.

Comparing this Threat-based Cybersecurity Engineering scope to the processes
for the contemporary approaches outlined in Section 1.2.1, the scope aligns with
Step 2 to Step 5 of the RMF, and Step 1 to Step 4 of the ISM risk framework.
However, a governance decision to take a continual approach that applies
Threat-based Cybersecurity Engineering throughout the sustainment phases of
system lifecycle would address the ongoing monitoring obligations of Step 7 in

the RMF and Step 6 in the ISM.

3.2 RESEARCH QUESTIONS

Research questions provide a structure to guide the formal investigation into the
research focus outlined in Section 3.1. Research questions have been developed

to specify what will be investigated and how success will be measured.

The primary research question for this investigation is:

Are integrated threat models, developed using Model-based Systems
Engineering tools, an effective and efficient basis for the assessment and

evaluation of cyberworthiness in cyber-physical systems?

This question provides a direct evaluation of the hypothesis outlined in Section

3.1.3. The primary outcome of the investigation is to understand whether the
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hypothesis that a threat-focused assessment methodology that leverages model-
based system engineering tools demonstrate cyberworthiness, is valid. The
research question explicitly identifies the measures with which the assessment

process will be judged — namely the efficiency and effectiveness of the process.

There are three secondary research sub-questions beneath the primary research
question that provide more specific areas for investigation. These sub-questions
primarily enumerate the ways in which the effectiveness and efficiency mentioned
in the primary research question will be determined. The first research sub-

question is:

Do the developed threat models provide decision makers with the

necessary understanding to make informed security risk decisions?

This question highlights that the critical component of effectiveness in the
cyberworthiness paradigm is the level of understanding that decision makers
have in the assessment, and how that contributes to an informed decision-making
process. This reflects the understanding that in a domain that is adversarial,
where the likelihoods and input variables can be both unknown and unknowable,
the absolute accuracy of the assessment may not be the best measure of
effectiveness. Rather, when decision makers are asked to balance a residual
risk of a cyber threat determined by a cybersecurity subject matter expert against
their understanding of the operational and organisational needs to operate the

system being evaluated, the most effective cyber assessment will be the one
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where the residual risk is articulated to the decision maker in a way they can

understand and appreciate the risks involved.

The result of an effective cyberworthiness risk assessment is an informed
decision-making process. Accordingly, this research question is investigating

whether the hypothesised solution can meaningfully inform decision makers.

The second research sub-question is:

Does the process provide sufficient reusability and maintainability that the
methodology is more efficient than prevailing control-focused

approaches?

This question focuses on the efficiency of the hypothesised solution and provides
further detail of how the efficiency is perceived and how an acceptable level of
efficiency is achieved. The question clarifies that the efficiency of the
hypothesised approach should be determined via comparison to the
contemporary control-focused approaches outlined in Section 1.2.1. Additionally,
the references to reusability and maintainability indicate that the timeframe for
this efficiency determination should be more holistic than a single assessment
activity. Efficiency of the overall lifecycle of the assessment process is important,
including the maintenance and sustainment of a single assessment over time,

and the level of reuse between current assessments and future assessments.

The final research sub-question is:
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Do cyber security risk practitioners prefer the integrated threat model
approach to traditional security risk assessment processes for assessing

cyberworthiness?

This question focuses on a user satisfaction component to reinforce the findings
of the specific sub-questions focused on effectiveness and efficiency. This
question refocuses the primary research question towards practical and
actionable outcomes with a specific acknowledgement that the preferences of
practitioners, with their built-in biases, are actually an important factor in
determining whether a new approach will be implementable in practice. Once
again, the user satisfaction of the hypothesised approach will be determined via
comparison to the contemporary control-focused approaches outlined in Section

1.21.

These research questions provide the guiding principles for the research
investigation. The confidence with which the research questions can be

answered following the investigation are included in Chapter 7.

3.3 APPROACH

Given the research gaps identified in Section 3.1.1, and the desire to ground the
research in practical applications, there was a need for a significant prototype
development activity during the early phases of the research program. The
decision was also taken to use qualitative research methods, specifically survey

questionnaires provided to trial participants, to gather the necessary data to
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answer the research questions. This was because the research questions were
seeking comparative conclusions, as terms like efficient, effective and informed
must be contextualised within current experiences of equivalent cyber security
risk assessment methodologies used in practice. While a comparative trial
between a contemporary approach and our proposed approach could produce
relevant data, it would require additional trials, and it would be difficult to control
independent variables between the trials. Accordingly, research methods that
surveyed industry experts to extract their qualitative responses to specific
questions about the trial they participated in were determined to be the most

appropriate approach.

Consequently, the research approach consistent of four phases:

1. Develop a toolkit and implementation methodology that fulfills the
hypothesis outlined in Section 3.1.3.

2. Create a survey questionnaire to gather data to help answer the research
questions articulated in Section 3.2.

3. Present the toolkit and the theory behind it to industry experts and seek
their initial feedback using the survey questionnaire.

4. Apply the toolkit to a real-world system-of-systems in an implementation
trial and seek feedback from trial participants using the same survey

questionnaire.

In the following sections, each of these four steps will be described in detail.
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3.3.1 Prototyping and Development

The first step involved the prototyping and development of a model-based
approach to cyberworthiness assessments. The result of this effort was the Cyber
Evaluation and Management Toolkit (CEMT), which is a plugin to the
commercially available model-based systems engineering software called CATIA
Magic [115] that builds upon the diagrams and metamodel provided in the Object

Management Group’s (OMG) SysML specification [116].

The CEMT was iteratively developed, and early versions were presented at
academic conferences [117] and industry working groups to solicit feedback and
suggestions from knowledgeable practitioners, from both Australia and
internationally, on how to improve the toolkit. Early prototype implementations of
the toolkit on small scale industry projects helped to refine the usability of the tool

and guide ongoing feature enhancements.

The CEMT development was guided by seven key principles:

1. Threat-focused and threat-first — The CEMT models the behaviour of the
adversary as they try to attack the system, rather than describing the
system being evaluated, and everything else is derived from that
adversary model

2. Reusable — Modelling activities should not be repeated unnecessarily;
create the data once and use object referencing and inheritance to reuse

as required
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3. Intuitive — Relevant assessment information should be presented
graphically in simple flow charts that do not require an understanding of
SysML to interpret

4. Transparent — Assessment must be documented and easily reviewable,
with all assumptions and input variables clearly identified and justified

5. Simulation — Risk assessments should be quantified, with uncertainty, to
support detailed simulation and calculation of risk probabilities.

6. Automation — Repetitive and intensive tasks, including both creation and
review tasks, should be automated wherever possible to streamline the
modelling process

7. Maintainable — Models produced by the CEMT should not be a burden to
maintain throughout the system lifecycle and the CEMT process must

support the ongoing sustainment of the produced models

This prototyping and development phase ran from 2019 to 2022. The developed
CEMT is open-source and freely available online [118]. Further detail of the

CEMT is included in Chapter 4.

3.3.2 Survey Questionnaire

The survey questionnaire was developed to gather data from trial participants to
help answer the research questions. The questions in the survey can be

categorised into six themes:
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. Demographics — to determine respondent’s experience and relationship to

the assessment process

. Participation Validation — to ensure the respondents understood the

assessment process they were being asked to rate
Efficiency — to identify whether the assessment process was considered

efficient by respondents

. Effectiveness — to identify whether the assessment process was

considered effective by respondents

Decision Making — to identify whether respondents thought the decisions
made as part of the assessment process were well-informed

General Opinions — to gather general feedback on the assessment

process

The demographic themed questions from the survey questionnaire are listed in

Table

about

3-1. These questions are intended to capture background information

the respondent to help categorise the dataset based on the role and

experience level of the respondents.

Table 3-1: Demographic questions in the survey questionnaire

Demographics

Question Response Format

Which option best describes your organisation? Enumeration’

What

best describes your relationship with the Enumeration?

development of cyber/physical system(s)?

' Enumeration Options — Industry | Government | Defence
2 Enumeration Options — Technical Specialist | Management | Governance
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Demographics

Question Response Format
What is your main area of expertise? Enumeration?®
Do you have a background as a cybersecurity subject Yes / No
matter expert?
How many years of experience do you have as a Integer

cybersecurity subject matter expert?

Do you have experience working with cybersecurity risk
assessments, either as a subject matter expert, reviewer Yes / No
or stakeholder?

How many years of experience do you have working with

o Integer
cybersecurity risk assessments? 9

What option best describes the role you performed in the

. Enumeration*
cyberworthiness assessment process?

Have you participated in a cyberworthiness assessment

process previously? Yes / No

The questions designed to validate the respondent’s participation in the
assessment process are shown in Table 3-2. These questions were included to
confirm whether the respondents understood the assessment process, their role
in that assessment process and the Cyber Evaluation and Management Toolkit
(CEMT) used to conduct the assessment. The 5-point Likert scale used in this
series of questions was Strongly Agree, Agree, Neutral, Disagree and Strongly

Disagree.

3 Enumeration Options — IT/Computing | Engineering | Management | Operations | Maintenance
4 Enumeration Options — Assessor/Modeller | Peer Reviewer (Cyber Expertise) | Peer Reviewer
(Non-Cyber Expertise) | Decision Maker | System Designer/Technical Lead | End User
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Table 3-2: Participation validation questions in the survey questionnaire

Participation Validation
Question Response Format
Sufficient explanation of the CEMT was provided 5-point Likert

The role | had in the cyberworthiness assessment

process using the CEMT was clearly understood 5-point Likert

The questions related to the effectiveness of the assessment process are listed
in Table 3-3. These questions cover the accuracy of the assessment, the
transparency of the assessment and the ability of the assessment process to
provide critical insights in the cyberworthiness of the system. The intent of these
questions is to gather data from the respondents that can be analysed to identify
the comparative effectiveness of the assessment process against contemporary
approaches. The 5-point Likert scale used in this series of questions was

Strongly Agree, Agree, Neutral, Disagree and Strongly Disagree.

Table 3-3: Effectiveness-related questions in the survey questionnaire

Effectiveness
Question Response Format

The cyberworthiness assessments produced by the

CEMT are sufficiently detailed S-point Likert

The CEMT clearly identifies the factors which contribute

to the cyberworthiness of a system S-point Likert

The CEMT clearly identifies which security controls are

important to the system 5-point Likert

The CEMT clearly identifies why particular security

controls are important 5-point Likert

The CEMT provides a complete and comprehensive

approach to determining cyberworthiness o-point Likert
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Effectiveness
Question Response Format

The CEMT produces accurate assessments of a

system's cyberworthiness 5-point Likert

The CEMT identifies additional security controls which
are likely to provide the biggest improvement to the 5-point Likert
cyberworthiness of a system

The CEMT identifies the relative impact of security
controls with respect to the cyberworthiness of the 5-point Likert
system

The CEMT produces transparent cyberworthiness

assessments 5-point Likert

The CEMT produces risk assessments that are tailored

to the context in which the system operates S-point Likert

The CEMT produces cyberworthiness assessments that

have ongoing value through the future phases of the 5-point Likert
capability life cycle

The CEMT clearly highlights the areas of greatest cyber

risk to the system 5-point Likert

The questions related to the efficiency of the assessment process are listed in
Table 3-4. These questions cover the time taken to complete the assessment
process, the complexity of the assessment process and friction around
stakeholder engagement and peer review. The intent of these questions was to
gather data from the respondents that can be analysed to identify the
comparative efficiency of the assessment process against contemporary
approaches. The 5-point Likert scale used in this series of questions was

Strongly Agree, Agree, Neutral, Disagree and Strongly Disagree.
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Table 3-4: Efficiency-related questions in the survey questionnaire

Efficiency
Question

The CEMT clearly scopes the context in which risk
assessments are made.

Cyberworthiness assessments are simple to produce
using the CEMT

The CEMT provides a good balance between the quality
of the cyberworthiness assessment and the time to
produce that assessment

The CEMT is an effective use of time
The CEMT process is intuitive

The CEMT is not overly dependent on the subjective
opinion of subject matter experts

The CEMT allows subject matter experts to justify their
cyberworthiness recommendations

The CEMT facilitates the engagement of stakeholders
and the provision of meaningful input from those
stakeholders into a cyberworthiness assessment

The CEMT encourages stakeholders to work
collaboratively to determine the residual risk level

The CEMT presents cyberworthiness assessments in a
way that promotes collaboration

The CEMT assessments are easily adaptable to
changes in the system design

The CEMT assessments can be easily modified to
capture additional threat vectors identified during review
workshops

The CEMT assessments can be easily kept up to date
as the system design matures throughout the system
lifecycle

The CEMT assessments are agile and responsive to
changes

A CEMT-based approach to cyberworthiness evaluations
supports evergreen development of complex systems

Response Format

5-point Likert

5-point Likert

5-point Likert

5-point Likert
5-point Likert

5-point Likert

5-point Likert

5-point Likert

5-point Likert

5-point Likert

5-point Likert

5-point Likert

5-point Likert

5-point Likert

5-point Likert
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The questions related to the ability of the assessment process to support
informed decision-making are listed in Table 3-5. These questions cover the
assessment process’s ability to convey the risk to a decision maker in a way they
can understand, its ability to provide insight into the cyberworthiness of the
system and the sufficiency of the information provided to the decision maker. The
intent of these questions was to gather data from the respondents that can be
analysed to identify whether the assessment process supports informed decision-
making. The 5-point Likert scale used in this series of questions was Strongly

Agree, Agree, Neutral, Disagree and Strongly Disagree.

Table 3-5: Decision-related questions in the survey questionnaire

Decision Making

Question Response Format
The CEMT makes it clear why risk decisions were made 5-point Likert
The CEMT makes it clear how risk decisions were made 5-point Likert

The CEMT facilitates informed decision making with

respect to the identified cybersecurity risks S-point Likert

Cyberworthiness assessments produced with the CEMT

are easy to understand S-point Likert

The CEMT presents cyberworthiness risk to the system

in an understandable manner 5-point Likert

The CEMT provides new insights in the cyberworthiness

of a system 5-point Likert

The CEMT facilitates effective decisions and/or
recommendations regarding the cyberworthiness of the 5-point Likert
system

The CEMT provides sufficient information to allow

decision makers to be accountable for their decisions 5-point Likert

The CEMT presents information to decision makers in a

manner that allows them to make the right decision S-point Likert
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In addition to the specific questions about the effectiveness and efficiency of the

assessment process, the survey question also included general questions that

allowed the respondents to convey their general feelings about the assessment

process. These questions are documented in Table 3-6. The intent of these

questions was to gather data from the respondents about their subjective

impression of the overall assessment process. The 5-point Likert scale used in

this series of questions was Strongly Agree, Agree, Neutral, Disagree and

Strongly Disagree; except for the notated question, which used a different scale.

Table 3-6: General questions in the survey questionnaire

General Opinions
Question

Overall, what rating would you give the CEMT as a
cyberworthiness assessment methodology?

The CEMT adds value to a system and/or project

The CEMT is an improvement over existing
cyberworthiness assessment processes

A comprehensive cyberworthiness assessment is a
critical component of the system capability lifecycle

The CEMT improves my understanding of the
cyberworthiness of a system

The CEMT is an appropriate technique for assessing
cyberworthiness on systems you work with

How likely are you to recommend the application of
CEMT in one of your future projects/systems

5 Likert Scale — Poor | Fair | Good | Very Good | Excellent
8 Enumeration Options — Any Integer between 0 and 10

Response Format
5-point Likert®
5-point Likert

5-point Likert
5-point Likert
5-point Likert
5-point Likert

Enumeration®

DCybSec Stuart Fowler

Page 97



Chapter 3: Methodology Approach

The questions in the survey questionnaire were reviewed by the Defence People
Research — Low Risk Ethics Panel (DPR-LREP) and ethics approval was
provided to conduct the research using these questions via online survey or focus
group panels. This approval was provided under protocol 067-21:
Cyberworthiness of Cyber-Physical Systems, which was subsequently ratified by
the Human Research and Ethics Committee (HREC) at the University of New

South Wales.

3.3.3 Face Validity Trial

Face validity trials were conducted on the CEMT to obtain confidence that
implementation trials of the toolkit would be able to sufficiently answer the
research questions. Face validity is used in this context to mean a hypothesised
validity based on the intuition of a group of domain experts. Face validity has
been used in psychological research dating back to 1947 [119], but it should be

noted that its use is also considered controversial [120].

This controversy surrounding the legitimacy of face validity measures will not be
explored in further detail, because the face validity trials in this methodology are
not being used to judge the overall validity of the hypothesis, but rather is used
to gain confidence that the prototyping and development phase has produced a
process that is sufficiently mature to proceed to implementation trials in order to
formally determine validity. Implementation trials on complex cyber-physical

systems can be costly, both in terms of time and money. A face validity trial simply
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allowed us to complete an independent, surface-level evaluation of the maturity

of the toolkit prior to committing to a full implementation trial.

The face validity trial was conducted between 2022 and 2023 and consisted of
the researchers presenting the CEMT and associated processes at academic
conferences, tutorials and industry working groups within Australia and
internationally. Attendees at these presentations were invited to anonymously
complete the survey questionnaire described in Section 3.3.2, with the intent to
understand whether those attendees hypothesised that the CEMT would be able

to address the themes covered by the survey questionnaire.

The face validity trial gave us confidence to proceed to implementation trials and
helped to convince system owners to allow us to apply the CEMT to their complex
cyber-physical systems. The results of the face validity trial are discussed in detail

in Chapter 5.

3.3.4 Implementation Trial

Implementation trials using the CEMT were undertaken by applying the
assessment process to a complex cyber-physical system to gather data to
address the research questions and validate the hypothesis. The implementation
trial of the CEMT was conducted on a complex Australian naval capability [26]
between March 2024 and November 2024. This trial covered the entire naval

capability, which included IT, OT and integrated cyber-physical systems.
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The implementation trial involved an application of the CEMT by a collaborative
group of cybersecurity experts, system experts and researchers to conduct a
comprehensive assessment of the naval capability. Following the completion of
the assessment, the modellers, reviewers, designers and decision makers were
all invited to anonymously complete the survey questionnaire described in

Section 3.3.2.

The implementation trial helped to validate the hypothesis and answer the
research questions. The results of the implementation trial are discussed in detail

in Chapter 6.

3.4 HYPTHESISED CONTRIBUTION

Completing this research is expected to contribute the following knowledge to the

literature:

1. A novel methodology for completing threat-focused cyber risk
assessments of cyber-physical systems that leverages model-based
systems engineering techniques will be designed and created

2. An open-source, freely available implementation of the methodology will
be developed and published

3. Insight, based on practical trials, into how well this threat-focused
methodology can evaluate the cyberworthiness of cyber-physical systems

in terms of both effectiveness and efficiency
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4. Practitioner-derived learnings about the ability for these types of
assessments to lead to more informed cyber risk decision making in real-
world situations

5. An understanding, based on practical trials, of the strengths and
weaknesses of threat-focused cyber risk assessments in comparison to
control-focused cyber risk assessments on complex cyber-physical

systems

These contributions would make meaningful progress towards closing the

literature gaps identified in Chapter 2.

Beyond that, this research is also expected to make a significant contribution to
the professional domain of cybersecurity engineering, as a demonstrated
practical application against a large, complex system can provide the confidence
and justification for the uptake of the same or similar threat-focused
methodologies that leverage model-based systems engineering techniques
across the industry. As identified in Section 1.2.3 there is a strong need for more
efficient and effective methodologies for the assessment of cybersecurity risk with
complex technology systems, particularly within the Defence industry. A practical
and pragmatic approach that has been demonstrated as feasible within this
industry has the potential to become a new normal within that industry, which
could lead to significant cost savings to taxpayers through improved efficiency

and concrete national security benefits through improved effectiveness.
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CHAPTER4 CEMT OVERVIEW

41 BACKGROUND

This chapter provides a detailed explanation of the Cyber Evaluation and
Management Toolkit (CEMT) which was created during the Prototyping and
Development phase of the research methodology outlined in Chapter 3 to
address the literature gaps articulated in Chapter 2. The CEMT is a plugin to the
commercially available model-based system engineering tool called CATIA
Magic Cyber Systems Engineer. The CEMT plugin consists of a profile that
extends the SysML stereotypes that are included in the CATIA Magic Cyber

Systems Engineer software package. This chapter details the taxonomy of the
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CEMT and provides examples of the how they are used to develop, analyse and
assess the cyber threats to a cyber-physical system or capability. The examples
within this chapter model simple threats to help explain the overall process of
producing a model. Additional examples of attacks against cyber-physical

systems can be found in the provided sample model [118].

4.1.1 CEMT Process

The CEMT process can be broken down into three cardinal phases, the Threat
Modelling phase, the Threat Allocation phase and the Risk Assessment phase.
These phases, shown in Figure 4-1, will be used as the structure of this chapter

to categorise and explain the taxonomy of the CEMT.

Threat Threat Risk
Modelling = | Allocation > | Assessment

Figure 4-1: The three cardinal phases of the CEMT process

The three cardinal phases consist of the following activities:

1. Threat Modelling — A detailed model of potential adversary actions is
developed along with potential mitigations against those actions.

2. Threat Allocation — The security-relevant assets within the system are
identified and a threat-relevant control baseline is derived from the threat

model.
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3. Risk Assessment — Critical threat vectors from the threat model are
quantitatively simulated to calculate the likelihood of the risk associated
with that threat vector, which is combined with the consequence of the

attack to determine a risk rating.

While the phasing shown in Figure 4-1 provides a high-level overview of the
phases of the CEMT process, a detailed application of the CEMT on a real-world
system will be significantly more iterative than a three-step sequential process.
In Section 4.5, a more comprehensive CEMT process flow will be outlined that
takes these three cardinal phases and incorporates them into a more holistic,
iterative and implementable process for the application of the CEMT on complex

cyber-physical systems.

4.1.2 Purpose and Focus

The CEMT is primarily focused on providing assurance of the likelihood of a given
threat or risk and articulating that in a manner that can be consistently applied by
security assessors, meaningfully reviewed by subject matter experts and clearly
understood by decision makers. The CEMT does not aid in the initial identification
of risks or threats to a cyber-physical system, and it does not assist in determining

the consequence of that risk or threat being realised.

The top-level threats to the system need to be determined and captured in the
model, but the CEMT does not include or provide any tools, techniques or

guidance to assist in the identification of these threats. Existing threat
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identification methods must be used to generate a list of top-level threats to the
system that is being evaluated with the CEMT. Similarly, the consequence of a
particular risk or threat is captured in the tool, but the focus of the CEMT is in
determining the likelihood of a risk, not the consequence. An external criticality
assessment should be conducted on each asset to inform the consequence of a
risk or threat to that asset in the context of the broader functional or organisational

capability.

This focus on providing assurance of the likelihood value is a deliberate choice.
Discussions regarding criticality and consequence of cybersecurity risks are
typically less opaque and less subjective, while top-level threats to most systems
are typically well documented in best-practice literature and therefore reasonably
well understood. Traditionally, it is the likelihood determination where there is
most subjectivity and opaque reasoning, and hence this determination is the

primary focus of the CEMT.

4.2 THREAT MODELLING

The Threat Modelling phase requires the development of a detailed model of
potential malicious behaviour against the system being evaluated. These
behaviours are categorised into Misuse Cases and described using nested Mal-
Activities that provide a flow chart of adversary actions against the system and

the ability of the system to detect those actions.
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4.2.1 Misuse Cases

Misuse Cases are analogous to the system’s functional use cases, which
describe the functions of a system and the actors that participate in delivering
those functions. Misuse cases, however, represent the high-level attacks being
performed by an adversary against a system to deliver the adversary’s desired
outcomes — which are typically to compromise the system’s confidentiality,

integrity or availability to produce a tactical or strategic effect.

Exclusion ‘Scopes MisuseCase O| pgrforms | CyberActor
(MUB) —> (MU1) &—— (MU2)
[Comment] ‘ [UseCase] ‘ [Actor]
|
Assumption NonMaliciousActor % MaliciousActor %
(MU5) (MU4) (MU3)
[Comment] [Actor] [Actor]

Figure 4-2: CEMT Misuse Case Taxonomy
Figure 4-2 depicts the taxonomy of stereotypes that the CEMT includes for the

development of Misuse Cases:

MU1. MisuseCase — This stereotype inherits from the built-in UseCase
metaclass and is used to represent the misuse cases defined by the
modeller.

MU2. CyberActor — This stereotype inherits from the built-in Actor
metaclass and is a generic stereotype used to group the various actors
that participate in the defined misuse cases. Objects stereotyped by

CyberActor can perform a MisuseCase.
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MU3. MaliciousActor — This stereotype inherits from the CyberActor
stereotype and represents any malicious actor that the modeller defines
as performing a MisuseCase, such as an external adversary or malicious
insider.

MU4. NonMaliciousActor - This stereotype inherits from the
CyberActor stereotype and represents any non-malicious actor that the
modeller defines as performing a MisuseCase, such as a system operator
or maintainer.

MUS. Assumption — This stereotype inherits from the built-in Comment
metaclass and is used by the modeller to articulate any assumptions made
during the CEMT assessment. It is primarily used in the Threat Modelling
phase but can be used on any CEMT diagram.

MUG. Exclusion — This stereotype inherits from the built-in Comment
metaclass and is used by the modeller to scope a MisuseCase, such as
clarifying whether a military overrun would be considered a Physical

Incursion.

These stereotypes are used by the modeller to produce CEMT Misuse Case
Diagrams, which are custom diagrams within the CEMT that are based on built-
in SysML Use Case Diagrams. An example of a CEMT Misuse Case Diagram is

shown in Figure 4-3.

The CEMT Misuse Case Diagram is centred around the MisuseCase obijects,

which represent the high-level threats to the system being evaluated. In Figure
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4-3, External Network Penetration, Insider Threat and Physical Incursion are all
examples of MisuseCase objects. The CEMT Misuse Case Diagram also
includes MaliciousActor objects (External Adversary and Malicious Insider)
and NonMaliciousActor objects (Operator and Maintainer) that are linked to

the misuse cases they participate in via a built-in Association relationship.
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muc [ % Threat Model ])

Unauthorised Modification is a deliberate, but non-malicious
modification. Does not include accidental misconfiguration.

External Network

Penetration T~
rh
Physical Incursion
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Operator

Social Engineering %
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Exte rnaI Adve rsary Maintainer

i Supply Chain Malicious Insider

Unauthorised
Modification

Insider Threat

Mis-Use Case
[] Mis-Use Case
% Malicious Actor
% Non-Malicious Actor

Figure 4-3: Sample CEMT Misuse Case Diagram

DCybSec Stuart Fowler

Page 109



Chapter 4: CEMT Overview Threat Modelling

4.2.2 Mal-Activities

While the misuse cases described in Section 4.2.1 perform a scoping exercise
for the development of the threat model by enumerating the breadth of potential
adversarial cyber-attacks, the mal-activities covered in this section provide the

specific detailed behaviour that underlies each misuse case.

Mal-activities are analogous to system functional behaviour models, which use
activity diagrams to produce a nested flow chart of how actions performed by
different components within a system-of-systems can combine to produce
emergent functional behaviour by the overall capability. Mal-activities, however,
describe the behaviour of malicious actors using a series of nested flow charts,
to enumerate the various ways in which that malicious actor can compromise the

confidentiality, integrity or availability of the system or capability being evaluated.

Mal-activities are subordinate to the misuse cases that they describe, and they
contain actions which describe the individual steps that detail the behaviour
represented by the mal-activity. The actions are connected by flows which define
the sequence and order by which the actions must be performed by the adversary

to complete the behaviour of the mal-activity.

The mal-activities in the CEMT also describe the actions that a system and its
operators can take to detect the malicious actor as they perform their attack. This
allows security mitigations that focus on detecting attackers to be explicitly

modelled as part of the Threat Modelling phase.
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Figure 4-4: CEMT Mal-Activity Node Taxonomy
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Figure 4-4 shows the taxonomy of stereotypes that the CEMT includes for

defining the nodes within Mal-Activities:

MN1. MalActivity - This stereotype inherits from the built-in
Activity metaclass, either classifies a MisuseCase (when this is a top-
level mal-activity) or defines the behaviour of an AggregatedAction
(when this is a nested mal-activity) and owns the actions that describe
make up the threat model.

MN2. AggregatedAction — This stereotype inherits from the built-in
CallBehaviorAction metaclass and is used to create the intermediate
actions that facilitate nested mal-activity diagrams. They are owned by the
higher level MalActivity and have their behaviour defined by a second
lower level MalActivity.

MN3. ThreatModelAction - This stereotype inherits from the
CallBehaviourAction metaclass and is used as a parent stereotype
for all actions that describe the lowest level of the threat model. This
stereotype can be linked to an AssetGroup via the AffectsGroup
dependency and can be linked from a SecurityControl via the
Mitigates dependency.

MN4. ThreatAction - This stereotype inherits from the
ThreatModelAction stereotype and is used to represent the lowest

level of adversary action in the threat model.
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MNS5. DetectionAction - This stereotype inherits from the
ThreatModelAction stereotype and is used to represent the lowest
level of detection action in the threat model.

MNG. SecurityControl — This stereotype inherits from the SysML
Requirement stereotype and is used to represent any preventative or
detecting control within the threat model. This stereotype can be linked to
a ThreatModelAction via the Mitigates dependency.

MN?7. SecurityProperty — This stereotype inherits from the built-in
Property metaclass and is an instantiation of a SecurityControl. A
SecurityProperty carries an implementation state and is specific to
one component within the system.

MNS. NoneControl - This stereotype inherits from the
SecurityControl stereotype and is used to create a special
SecurityControl that represents the lack of any potential security
controls. This NoneControl is linked to any ThreatModelAction that
cannot be mitigated by any controls to differentiate an action that has been
assessed as having no feasible controls from one which has not yet been
assessed.

MNSO. SecurityConstraint - This stereotype inherits from the
SecurityControl stereotype and is used to represent security controls
which are mandated for assessment via regulation or requirement. A
SecurityConstraint can be linked directly to an AssetGroup via the

AppliesGroup dependency, which allows a SecurityConstraint to
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be allocated directly to an AssetGroup, rather than it being indirectly
related via a ThreatModelAction like a standard SecurityControl.

MN10. E8Strategy - This stereotype inherits from the
SecurityConstraint stereotype and is used to represent the eight
strategies from the Essential Eight Maturity Model [15].

MN11. E8Control - This stereotype inherits from the
SecurityConstraint stereotype and is used to represent the various
mitigations that determine the maturity levels of the eight strategies from
the Essential Eight Maturity Model [15].

MN12. ISMControl - This stereotype inherits from the
SecurityConstraint stereotype and is used to represent the controls
within the Australian Government Information Security Manual [14].

MN13. AssetGroup — This stereotype inherits from the built-in Package
metaclass and is used to represent a specific set of attributes of a given
component or Asset that would determine whether a
ThreatModelAction would affect that component or Asset.

MN14. Mitigates - This stereotype inherits from the built-in
Dependency metaclass and is used as a relation between a
SecurityControl and a ThreatModelAction to show that the
SecurityControl is relevant to the ThreatModelAction because it
could potentially mitigate that step in the threat model if it were to be

implemented.
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MN15. AffectsGroup - This stereotype inherits from the built-in
Dependency metaclass and is used as a relation between a
ThreatModelAction and an AssetGroup to show that the
ThreatModelAction is relevant to the AssetGroup because this step
in the threat model would be performed against an Asset or component
which has the attributes or properties described by the AssetGroup.

MN16. AppliesGroup — This stereotype inherits from the built-in
Dependency metaclass and is used as a relation between a
SecurityConstraint and an AssetGroup to show that the
SecurityConstraint is relevant to the AssetGroup because this
mandatory mitigation would be applied to an Asset or component which

has the attributes or properties described by the AssetGroup.

These nodes are used to build the CEMT Mal-Activity Diagrams that describe the
behaviour of malicious adversaries, identify the security mitigations that are
relevant to each step in the attack path and the attributes of an asset of
component that would cause them to be the target of each step in the attack path.
However, the mal-activity nodes are only half of the equation when it comes to
building the CEMT Mal-Activity Diagrams, as the nodes need to be connected to
show the sequence in which the various nodes need to be performed for an

overall risk to be realised and to identify the impact of that risk being realised.
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Figure 4-5: CEMT Mal-Activity Flow and Signal Taxonomy
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Figure 4-5 shows the taxonomy of stereotypes that the CEMT includes for

defining the flows and signals between nodes within Mal-Activities:

MF1. ThreatModelFlow — This stereotype inherits from the built-in
ControlFlow metaclass and is used as a parent stereotype for all flows
between nodes in the mal-activity.

MF2. ThreatFlow — This stereotype inherits from the
ThreatModelFlow stereotype and represents the path taken by the
malicious adversary as they perform their attack. A ThreatFlow can flow
to and from the different nodes in a CEMT Mal-Activity Diagram, as shown
in Figure 4-5.

MF3. ThreatStart - This stereotype inherits from the built-in
InitialNode metaclass and represents the starting point of an attack by
the malicious adversary. There is typically only one ThreatStart per
MisuseCase, which exists in the top-level mal-activity for that
MisuseCase.

MF4. ThreatEnd - This stereotype inherits from the built-in
FlowFinalNode metaclass and represents the end of a flow where an
adversary has either been prevented from progressing with their attack, or
where a detection has been unsuccessful.

MF5. ThreatJoin — This stereotype inherits from the built-in JoinNode
metaclass and is used when two ThreatFlows need to be joined together
to show that both paths must be activated for the threat to progress along

the ThreatFlow leaving the JoinNode.
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MF6. ThreatInput - This stereotype inherits from the built-in
InputPin metaclass and is used as the input pin for an
AggregatedAction, allowing a ThreatFlow to enter the MalActivity
that defines the AggregatedAction. A ThreatInput is fundamental to
producing a nested set of mal-activities.

MF?7. ThreatOutput - This stereotype inherits from the built-in
OutputPin metaclass and is used as the output pin for an
AggregatedAction, allowing a ThreatFlow to leave the
AggregatedAction and return to the parent MalActivity. A
ThreatOutput is fundamental to producing a nested set of mal-activities.

MF8. ThreatImpact — This stereotype inherits from the built-in
SendSignalAction metaclass and is used to represent the end of a
ThreatFlow where the overall attack path terminates because the
attacker has achieved a reduction in the security posture of the system or
successfully completed an attack.

MF9. ThreatImpactSignal — This stereotype inherits from the built-in
Signal metaclass and defines signals that represent a risk being realised
at the end of an attack. These are attached as the signal of a
ThreatImpact.

MF10. PostureImpactSignal — This stereotype inherits from the built-
in Signal metaclass and defines signals that represent a reduction of
security posture at the end of an attack. These are attached as the signal

of a ThreatImpact and are typically used to show the end of one attack
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path that requires two or more parallel attacks to be completed
simultaneously for the risk to actually be realised — for example, the
compromise of a component that has a functional backup in place.

MF11. CyclicThreatSignal — This stereotype inherits from the built-in
Signal metaclass and defines signals that indicate an intermediate signal
in threat model that would cause an infinitely cyclic loop if it was not
terminated with a CyclicThreatSignal. For example, a network
penetration attack would usually include the ability to pivot between
different devices on the network, at which point the attacker repeats their
attack on the next network device, and the CyclicThreatSignal allows
us to manually terminate and restart the attack path to force the attack tree
created by the threat model to be acyclic to avoid infinite loops.

MF12.  CyclicAcceptEvent — This stereotype inherits from the built-in
AcceptEventAction metaclass and represents the continuation point
for a flow that has reached a CyclicThreatSignal. A
CyclicAcceptEvent is triggered by a CyclicThreatSignal.

MF13. ThreatSendSignal — This stereotype inherits from the built-in
Signal metaclass and is used to represent an intermediate node where
the overall attack path reaches a point where the flow needs to leave the
current CEMT Mal-Activity Diagram and continue on another diagram.

MF14. ThreatSignal — This stereotype inherits from the built-in Signal
metaclass and defines signals that indicate an intermediate signal in threat

model. These are attached as the signal of a ThreatSendSignal.
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MF15. ThreatAcceptEvent — This stereotype inherits from the built-in
AcceptEventAction metaclass and represents the continuation point
for a flow that has reached a ThreatSignal. A ThreatAcceptEvent is
triggered by a ThreatSignal.

MF16. ThreatGuard - This stereotype inherits from the built-in
ElementValue stereotype and is placed as a guard on a ThreatFlow to
show that the ThreatGuardSignal that is the element of the
ThreatGuard needs to have been triggered for the attack to progress
down that flow. This can be used to describe the need for pre-requisites —
for example, that the attacker has access to login credentials — to progress
down a particular ThreatFlow.

MF17. ThreatGuardSignal — This stereotype inherits from the built-in
Signal metaclass and defines pre-requisites or co-requisites that are
attached as the element of ThreatGuard for use in guard conditions
throughout the threat model.

MF18. DetectionFlow - This stereotype inherits from the
ThreatModelFlow stereotype and represents the path that depicts how
a system might detect the actions of the malicious adversary. A
DetectionFlow can flow to and from the different nodes in a CEMT Mal-
Activity Diagram, as shown in Figure 4-5..

MF19. ThreatDetection — This stereotype inherits from the built-in

SendSignalAction metaclass and is used to represent the end of a
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DetectionFlow where the adversary attack has been successfully
detected.

MF20. ThreatDetectionSignal — This stereotype inherits from the
built-in Signal metaclass and defines signals that represent an attack
being successfully detected. These are attached as the signal of a

ThreatDetection.

These stereotypes are used by the modeller to produce CEMT Mal-Activity
Diagrams, which are custom diagrams within the CEMT that are based on built-
in SysML Activity Diagrams. These CEMT Mal-Activity Diagrams are created in
a nested hierarchy, from the top-level where each misuse case is described to

the bottom-level where the individual steps taken by an attacker are depicted.

Examples of top-level CEMT Mal-Activity Diagrams are shown in Figure 4-6 and
Figure 4-7. Figure 4-6 describes the Insider Threat misuse case and shows a
ThreatStart for an insider threat connected to a series of
AggregatedActions which lead to separate ThreatImpacts for an Integrity
Loss, Availability Loss and Confidentiality Loss. These nodes are linked via
ThreatFlows to describe the steps a malicious insider would take to
compromise the system. Also modelled are the ThreatAcceptEvent nodes
named System Access and Room Access, which can be triggered by a
ThreatSendSignal with a matching signal. Figure 4-7 is the equivalent mal-
activity drawing for the Physical Incursion misuse case, which includes a

ThreatSendSignal with a matching Room Access and System Access signal.
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Figure 4-7: Sample CEMT Mal-Activity Diagram — Physical Incursion
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Figure 4-7 also provides an example of a ThreatGuard called Building Open
Day. This shows that if the pre-requisite condition of the facility having a public
open day, where unauthorised personnel are given access to the building, then
the Access Building action can be skipped. This allows for the cyber risk during
those specific situations to be assessed and analysed alongside the baseline

security posture.

Figure 4-8 displays a CEMT Mal-Activity Diagram for the Exploit System Access
MalActivity, which describes the detail below the Exploit System Access
AggregatedAction from Figure 4-6. The in and out ports on the border of
Figure 4-8 are associated with the ThreatInput and ThreatOutput pins
shown on the Exploit System Access AggregatedAction in the higher level

mal-activity diagram (Figure 4-6).

The intermediate level mal-activity diagram contains an additional layer of detail
by enumerating the various ways in which system access could be exploited.
These intermediate layers can be repeated to create a deeper hierarchy if it is
warranted by the complexity of the misuse case that is being modelled. The intent
of this breakdown is to provide a logical and convenient way to segment the threat
model into manageable chunks that can then be combined back together into a

holistic threat model.

The Device Extracted ThreatSendSignal from Figure 4-8 will trigger the
associated ThreatAcceptEvent from Figure 4-7, showing that a signal can

pass between any level of the mal-activity hierarchy.
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Figure 4-9: Sample CEMT Mal-Activity Diagram — Copy Sensitive Data
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As the nested hierarchy of mal-activity is built out by the modeller, the bottom
level of the hierarchy will eventually be reached and there will no longer be
AggregatedActions on the CEMT Mal-Activity Diagram. Instead,
ThreatActions and DetectionActions will be used to articulate the
elemental steps of the threat model, as shown in Figure 4-9 which provides the
detail below the Copy Sensitive Data to Removable Media AggregatedAction
from Figure 4-8. As before, the in and out ports on the border of this lower level
align with the ThreatInput and ThreatOutput pins from the higher level
drawing. Figure 4-9 also provides an example of a ThreatEnd and a

ThreatDetection being used as termination points for the relevant flows

The lowest level of CEMT Mal-Activity Diagrams allows the modeller to start
enriching the threat model with additional data for user within the later phases of
the CEMT process. Firstly, each ThreatAction has a Difficulty attribute
assigned, which identifies how difficult a particular adversary action is to complete
without considering any mitigating security controls. As an example, the Insert
Removable Media action in Figure 4-9 is marked as Trivial because that action
does not require any special expertise on behalf of the threat actor, however, an
action that represented a complex Electronic-Warfare-enabled cyber attack
would require a higher level of adversary expertise to complete even if there were
no mitigating controls in place. This Difficulty attribute contributes to the likelihood
that threat actors of different skill levels will perform the attack in the Risk

Assessment phase.
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Secondly, AssetGroups are created and linked into the ThreatActions and
DetectionActions via the AffectsGroup relationship. An AssetGroup is an
attribute of a hypothetical set of components or assets within a system, and the
modeller will link those attributes to an action in the threat model when
components with the attribute described by the AssetGroup would be affected
by that action in the threat model. When multiple AssetGroups are linked to a
single action, a component would need to be a part of all of the linked
AssetGroups to be considered affected by the action. For example, the Insert

Removable Media action in Figure 4-9 has two AssetGroups linked:

e Has USB Ports

e (Contains Sensitive Data

This combination means that any hypothetical component that had USB ports
and contained sensitive data would be affected by this action. Any hypothetical
component that did not have both attributes would not be affected by this action
because the adversary would not be able to insert a removable media device and

copy sensitive data from the component.

Finally, the modeller creates SecurityControls and links them to the
ThreatActions and DetectionActions via the Mitigates relationship.
These security controls are typically drawn from best-practice control sets, such
as the Essential Eight Maturity Model [15], the Australian Government
Information Security Manual [14] and the MITRE ATT&CK Framework [121] to

name a few. These security controls are not intended to be a list of mandatory
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controls, or controls that we know are or will be implemented, but rather a list of
all feasible controls that could potentially be implemented to mitigate the action
to which they are linked. Again, using the Insert Removable Media action from

Figure 4-9 as an example, there are four linked SecurityControls:

e USB Ports — Device Whitelisting
e USB Ports — Software Lockout
e USB Ports — Physical Lockout

e Procedure — Restrict Removable Media

These linked SecurityControls suggest that one way to mitigate the
possibility of an adversary inserting a removable media device (and presumably
mounting it in the operating system) would be to have a whitelist of USB devices
that would be mounted by the operating system, another way would be to lockout
the USB ports in software (such as in the BIOS), another way would be to
physically lockout the USB ports with a locking device or glue and another way
would be to have a policy that restricts removable media devices. Each of these
may have different levels of effectiveness, or may be easier or harder to
implement, but that is not important at this phase of the threat model
development. The intent here is to simply enumerate all of the controls within the
world of feasibility that could sensibly lower the probability that an attacker would
be able to perform that action to which they are linked. Essentially, the modeller
is distilling the existing knowledge from best-practice control sets and explicitly

tracing them to the steps and attacker would take within the threat model.
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4.2.3 Attack Trees

Mal-Activities provide a convenient method for building out the threat model, but
the nested hierarchy of interconnected flow charts is not a particularly user
friendly way for reviewing and understanding the holistic threat model. To
address this, the CEMT includes a custom diagram called the CEMT Attack Tree
— Forward which crawls the ThreatFlows in the mal-activity diagrams to identify
the various attack paths through the system and presents the attack surface in
the form of attack trees. These attack trees are acyclic graphs where each node
in the tree represent a node from the mal-activities and each branch of the tree

represents a single adversary attack, start to finish.

In any reasonably complex threat model, these attack trees can become
unwieldy, with hundreds of thousands of unique branches. To manage this
complexity, the default view in the CEMT collapses these trees at the
ThreatSignals and generates a new tree starting at each ThreatSignal.
This allows unique segments of the overall attack tree to be presented and
reviewed, and the overall path can be traced through via hyperlinks between the

different views.

Figure 4-10 shows the forward attack tree starting from the Physical Incursion
ThreatStart. This broadly aligns with the mal-activity diagram shown in Figure
4-7, though the attack tree will show the lowest level of detail available in the
model, rather than the intermediate AggregatedActions in Figure 4-7. The

attack tree shows that there are two paths from a physical attack which both lead
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to Building Access. Firstly, the attacker might be able to gain access to the
building by completing a ThreatAction, as shown in the top branch, or they
could wait until there is a public open day, at which point the condition described
by the ThreatGuard on the bottom branch would be satisfied, and the attacker
would get direct access to the building. Once they have Building Access, the top
branch shows that the attacker could perform a ThreatAction to gain access
to the room. Similarly, Figure 4-11 shows the attack tree starting from the Insider
Threat ThreatStart, which shows that a malicious insider would begin with

Room Access by virtue of their status as an insider.

Figure 4-12 displays the attack tree starting from Room Access, which shows
how an attack would progress from that point and articulates the different options
the attacker would have to continue compromising the system once they
achieved access to the room. These options include the ability to brute force the
login credentials to component in the room, which would provide them System
Access. Alternatively, they could follow the top branch and remove components
from their location in the room, achieving an Availability Loss impact, but also
reaching the Device Extracted signal if they want to continue with an attack to

exfiltrate that item from the room.

Figure 4-13 and Figure 4-14 provide examples of an attack tree for the System
Access and Device Extracted signals, respectively, which articulate the various
steps a malicious adversary could take from each of those points to continue their

attack through to completion.
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~ (%) Building Open Day & = (O Building Access

Figure 4-10: Sample CEMT Forward Attack Tree — Physical Incursion

vO Room Access

® |nsider Threat &
~ O Log into Component &3 >O System Access

Figure 4-11: Sample CEMT Forward Attack Tree — Insider Threat
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Figure 4-12: Sample CEMT Forward Attack Tree — Room Access
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Figure 4-13: Sample CEMT Forward Attack Tree — System Access
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Figure 4-14: Sample CEMT Forward Attack Tree — Device Extracted
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While the examples provided show the CEMT Attack Tree — Forward diagrams,
which display all paths leading from a starting point, the CEMT also includes
CEMT Attack Tree — Reverse diagrams, which display the same relationships but
in the opposite direction. This allows a user to select a ThreatImpactSignal,
such as Availability Loss from Figure 4-13, or a ThreatSignal, such as Room
Access from Figure 4-12, and the CEMT would display all of the different attack
paths that could lead to that outcome. This allows a user to see the different

methods by which an attacker might attempt to achieve an undesired outcome.

These attack trees, by themselves, can start providing insights into the security
of a system being evaluated. Nodes that are common across multiple branches
of the attack tree are likely to more efficient targets for implementing security
mitigations than nodes that only appear on a handful of paths. Additionally, when
the number of nodes in branch on the attack tree is particularly low, this can
indicate a short attack path that requires attention as there is a lack of natural

defence-in-depth.

While this sort of assessment can be performed manually, the CEMT also
includes automated assessments to identify short branches, and nodes that exist
on multiple branches. The CEMT can prioritise SecurityControls based on
how much that control participates in the overall threat model — that is, it counts
how many branches of the attack tree each SecurityControl is mitigating and
then normalises that number against the SecurityControl with the highest

participation count to produce a relative importance for each SecurityControl.
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4.2.4 Threat Sets

The Threat Modelling phase finishes once the attack trees have been developed,
and it is important to recognise that the components in the system have not been
required to complete this phase of the CEMT process. The threat model at this
stage is largely agnostic to the components within the system and does not rely
on any implementation level details being understood for the system. While there
are some specific constraints implied by the sequence of events articulated in the
model, the attack trees are still relatively generic. This generalisation leads to two

desirable properties of the threat model.

Firstly, the threat model could be completed during an early conceptual design
phase, where the functions of a system may be understood, but the detailed
design has not yet been completed. This allows the security evaluation to begin
early in the development lifecycle, where the cost to implement changes to

address any security concerns is lower than later stages of the lifecycle.

Secondly, a generic model can be readily reused across similar system in the
future. The fact that the output of the Threat Modelling phase is agnostic to the
specific components in the system means that reusable threat sets can be
generated and centrally managed within an organisation so that they can be
rapidly reapplied on similar systems in the future. These generic threat sets can
be distributed as shared libraries within the model-based systems engineering
tool, ensuring consistency across systems and facilitating centralised updates to

those models over time that are automatically flowed out to each system that
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utilises those centralised libraries. Where specific threats exist in a particular
system being assessed, these can be added alongside the generic threat set
library to ensure that each system under evaluation receives a contextualised
threat model without requiring models to reinvent the wheel during every

evaluation.

SecurityConstraints can also be incorporated into these centralised threat
sets. As described on page 113, a SecurityConstraint is a special type of
SecurityControl which can be linked directly to an AssetGroup via the
AppliesGroup relationship in additon to the normal Ilink to a
ThreatModelAction via the Mitigates relationship. This allows for
mandatory security compliance requirements to be incorporated into a CEMT
assessment even if they do not directly address a threat articulated in the threat
model. While this isn’t described here in detail, because ideally only mitigations
that are directly related to a threat would be part of a security risk assessment,
the SecurityConstraint stereotype is included in the CEMT to address the

reality that compliance requirements are usually unavoidable in many industries.

The CEMT does help with reusability and efficiency of SecurityConstraint
based assessments, as they can be linked to AssetGroups as part of a sharable
threat set, which can help save time by streamlining the allocation of these
compliance requirements to relevant components during the Threat Allocation

phase.
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4.3 THREAT ALLOCATION

The Threat Allocation phase involves taking the threat sets developed in the
Threat Modelling phase and allocating those threat sets to the components within
the system being evaluated. This requires the creation of an asset hierarchy for
the system, assigning those assets into the AssetGroups defined in the threat
sets, generating a threat-informed control baseline for each asset and then

assessing a control implementation state for each control on each asset.

4.3.1 Asset Definition

The first step in the Threat Allocation phase is the definition of the asset hierarchy.
An asset is defined as any component within the system breakdown structure
that is security relevant —that is, if it could be the target of any part of an adversary
attack or could implement security mitigations against those attacks. By this
definition, an asset doesn’t have to be part of the system but could be an external
component that is relevant to the security of the system itself, such as the physical
building in which the system is located or an external system that is interfaced

into the system being evaluated.

Like most component definition problems within systems engineering, the answer
to how detailed the asset hierarchy should be is going to be different for each
assessment. This will usually be based on what level of the breakdown you are
able to influence with your design as there will be little value in trying to further

decompose a component that is already considered a ‘black-box’ in your design.

DCybSec Stuart Fowler Page 137



Chapter 4: CEMT Overview Threat Allocation

AssetGroup
(MN13)
[Package] Block Q
/\ [Class]
Belongs SecurityProperty (5
(A5) lr Owns (MN7)
[Dependency] R Asset m / [Property]
(A1)
Affects | ... > [Class] fom Applies
(A6) (A7)
[Dependency] [Dependency]
A | | A
ThreatModelAction NoneAsset © System ﬁ' SecurityConstraint @
(MN3) (A2) (A3) (MNO)
[CallBehaviorAction] [Class] [Class] [Class]
\]/ Defines
Platform
(A4)

[Class]

Figure 4-15: CEMT Asset Taxonomy
Figure 4-15 shows the taxonomy of stereotypes that the CEMT includes for

defining the assets and their relationships to other CEMT objects:

A1l. Asset — This stereotype inherits from the SysML Block stereotype
and is used to represent any component that could be the target of any
part of an adversary attack or could implement security mitigations against
those attacks. This stereotype can be linked to an AssetGroup via the
Belongs dependency, can be linked from a ThreatModelAction via the
Affects dependency and can be linked from a SecurityConstraint
via the Applies dependency.

A2. NoneAsset — This stereotype inherits from the Asset stereotype
and is used to create a special Asset that represents the lack of any
relevant Assets. This NoneAsset is linked to any

SecurityConstraints that are not applicable to any Assets in the
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system to differentiate a control that has been assessed as having no
applicable assets from one which has not yet been assessed.

A3. System — This stereotype inherits from the Asset stereotype and
is used to identify the system under evaluation. Typically, there is only one
System in each CEMT model.

A4. Platform — This stereotype inherits from the Asset stereotype
and is used to enumerate the different instances of the system under
evaluation. This allows for multiple platforms to be assessed, with their
own risk assessments, using the common threat model and asset
hierarchy.

AS. Belongs — This stereotype inherits from the built-in Dependency
metaclass and is used as a relation between an Asset and an
AssetGroup to show that the Asset has the attributes described by the
AssetGroup.

AG. Affects — This stereotype inherits from the built-in Dependency
metaclass and is used as a relation between an Asset and an
ThreatModelAction to show that the Asset is affected by the
ThreatModelAction.

A7. Applies — This stereotype inherits from the built-in Dependency
metaclass and is used as a relation between an Asset and an
SecurityConstraint to show that the SecurityConstraint applies

to the AssetGroup.
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These stereotypes are used by the modeller to produce CEMT Asset Definition
Diagrams, which are custom diagrams within the CEMT that are based on built-
in SysML Block Definition Diagrams. An example of a CEMT Asset Definition

Diagram is shown in Figure 4-16.

add Assets J
[ ! System of
Systems
3 \
External i .
System System Building m
! !
Component1 [a Component2 @ Component3 m Room m

Figure 4-16: Sample CEMT Asset Definition Diagram
The CEMT Asset Definition Diagram is centred around the Asset and System
objects. In Figure 4-3, System is an example of a System object, while all of the
other objects are Asset objects. As shown, Assets can include both
components within the system, as well as components outside of the system.
These objects are all linked together with the built-in Directed Association

dependency to build a hierarchy that reflects the system breakdown structure.

The second step in the Threat Allocation phase requires the modeller to allocate
all of the Assets in the asset hierarchy to AssetGroups from the threat sets
developed during the earlier phases. This allocation is based on the properties of
the asset and the attributes described by asset group. As an example, consider

two assets:
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o Asset-1 — A workstation PC that processes and stores an organisation’s
sensitive data and has two UBS ports

o Asset-2 — A standalone personal laptop that does not store or process an
organisation’s sensitive data, has one USB port and is used for personal

internet browsing during lunch breaks

Our threat set contains three asset groups:

e Has USB Ports — which covers all devices with USB ports

e Contains Sensitive Data — which covers all devices that store and/or
process sensitive data

e Portable Device — which covers all devices that do not have a consistent

physical location when operating

In this example, Asset-1 would be linked to Has USB Ports and Contains
Sensitive Data while Asset-2 would be linked to Has USB Ports and Portable

Device.

As the AssetGroups are linked to the ThreatModelActions by the
AffectsGroup relationship in the threat set, this allocation of Assets to
AssetGroups creates an indirect relationship between Assets in the asset
hierarchy and ThreatModelActions in the threat set. Based on this indirect
relationship, the CEMT will create a direct Affects relationship between each

Asset and the related ThreatModelActions from the threat set.
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Furthermore, because the ThreatModelActions are |linked to
SecurityControls by the Mitigates relationship, there is an indirect
relationship between each Asset and the SecurityControls that the threat
model has assessed as relevant to that asset. Based on this relationship, the
CEMT will create a SecurityProperty, owned by the Asset and typed by the
SecurityControl, which represents an instantiation of each relevant control

onto each asset.

Ultimately, this generates a set of security mitigations for each asset that is
derived from the threat model. This is the threat-informed security control
baseline for the system under evaluation, which is a key output of the Threat

Allocation phase.

4.3.2 Control Implementation

Once a threat-informed control baseline has been derived, the implementation
state of those controls must be determined and entered into the threat model.
While an exhaustive audit of all controls would be desirable, on large systems
with a lot of assets, it may be acceptable to prioritise which controls are audited
based on the relative priority that the CEMT can -calculate for each
SecurityProperty based on the importance of the SecurityControl and
the criticality of the Asset. Ultimately, the exhaustiveness of the audit will be
determined on a system-by-system basis. The minimum requirement of the
CEMT is that all security controls which are referenced in the following Risk

Assessment phase must have an implementation state set.
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Each SecurityProperty contains three different implementation states that

can exist side-by-side in the threat model:

e Designed — which represents the implementation state in the current
design baseline

e Verified — which represents an implementation state which has been
confirmed via audit, inspection or test

e Proposed — which represents an implementation state of an alternate

design baseline, such as an intended change to the system

These three implementation states are used to produce different risk
assessments during the subsequent phases of the CEMT process. A risk
assessment based on the Verified implementation state of controls provides an
assessment with greater assurance over the actual implementation baseline. A
risk assessment based on the Designed implementation state of controls
provides a less assured, but often more current risk assessment. A risk
assessment based on the Proposed implementation state projects an expected
residual risk if additional controls beyond the current baseline were to be
implemented, supporting cost-benefit analyses for those additional control. Risk
assessments for each of these implementation states can be stored within the

threat model simultaneously.
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4.4 RISK ASSESSMENT

The Risk Assessment phase involves the identification of critical branches of the
attack tree for quantitative analysis, using numerical simulation to complete a risk
assessment of the key cyber risks within the system under evaluation. These
risks are categorised according to the adversary’s mission and are described
using parametric diagrams that incorporate threat actor capability, threat actor

intent and control effectiveness.

Within the CEMT, a security risk represents a single attack from inception through
to an impact on the system’s confidentiality, integrity or availability being realised.
Each full branch of the attack tree, from the initial starting point of a misuse case
through to an impact signal, is a potential security risk that can be analysed during

the Risk Assessment phase.

4.4.1 Risk Modules

Risk modules are critical building blocks for performing risk assessments using
the CEMT and represent a string of sequential threat nodes that form a subset of
a branch of the attack tree. These risk modules are used to calculate the
likelihood that an attacker will progress through the sequence of threat nodes
represented by the risk module. Multiple risk modules can be chained together
into different combinations, provided the overall combination is a valid branch of
the attack tree. The combination of risk modules can be used to calculate the

likelihood that an attacker would be able to perform the complete attack.
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Figure 4-17: CEMT Security Risk Module Taxonomy
Figure 4-17 shows the taxonomy of stereotypes that the CEMT includes for

defining the security risk modules:

RM1. SecurityRiskModule - This stereotype inherits from the SysML
Block stereotype and is used to contain the properties and constraints
that calculate the likelihood a threat actor will be able to perform each node
in the attack tree.

RM2. ThreatConstraint — This stereotype inherits from the SysML
ConstraintProperty stereotype, represents a threat node in the attack
tree and converts input values into a likelihood that the attacker will reach
a particular point in the attack tree.

RM3. MitigationControlEffectiveness — This stereotype inherits
from the built-in Triangular stereotype and provides a three-point

estimate for the effectiveness of the controls linked to a particular threat
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node, which is defined as the percentage of attempted attacks that
reached this point that would be prevented by those controls.

RM4. DetectConstraint — This stereotype inherits from the SysML
ConstraintProperty stereotype, represents a detection node
connected to a threat node in the attack tree and converts input values
into a likelihood that the attacker will be detected by the time they reach a
particular point in the attack tree.

RM5. DetectionControlEffectiveness — This stereotype inherits
from the built-in Triangular stereotype and provides a three-point
estimate for the effectiveness of the controls linked to a particular detection
node, which is defined as the percentage of attempted attacks that reach

this point that would be detected by those controls.

These stereotypes are used by the modeller to produce a CEMT Parametric Risk
Diagram, which is a custom diagram within the CEMT that is based on the built-
in SysML Parametric Diagram, that defines the internal structure of a
SecurityRiskModule. An example of a CEMT Parametric Risk Diagram is split
over two figures to aid readability, with the top half of the diagram shown in Figure

4-18 and the bottom half of the diagram shown in Figure 4-19.

The modeller creates a risk module by selecting nodes from the attack tree, along
with a set of assets that they want to include in the risk module, and then the
CEMT will create the SecurityRiskModule and build a CEMT Parametric Risk

Diagram centred on those selected objects.
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Figure 4-19: Sample CEMT Parametric Risk Diagram — Risk Module — Detection Actions
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In the case of the sample diagram in Figure 4-18 and Figure 4-19, the modeller

would have selected the Component1 asset and the following ThreatActions:

e Access Sensitive Data
e Insert Removable Media

e Transfer Sensitive Data to Removable Media

The CEMT then created a ThreatConstraint for each of those
ThreatActions with an associated MitigationControlEffectiveness
and linked the SecurityProperties owned by the Component1 asset that are
related to the ThreatAction to create the diagram in Figure 4-18. Each of the
ThreatConstraints are also connected to a parameter on the border of the

diagram based on the Difficulty of the ThreatAction is represents.

DetectConstraints for the DetectionActions associated with the selected
ThreatActions are then created by the CEMT, Ilinked to a
DetectionControlEffectiveness which is then linked to the relevant
SecurityProperties associated with the DetectionAction to create the
diagram in Figure 4-19. SecurityProperties in the CEMT Parametric Risk
Diagrams are colour-coded based on the implementation status determined

during the Threat Allocation phase.

For each node in the diagram, the modeller needs to determine how effective the
implemented controls are at each preventing the adversary from progressing with

the attack, and how effective the implemented controls are at detecting the
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adversary as they perform the attack. This effectiveness is expressed as the

percentage of attempts that would be either stopped or detected by the controls,

and the modeller determines a threat-point estimate with min, max and peak

values to create a triangular distribution to incorporate any uncertainty in the

effectiveness determination.

The Insert Removable Media node in Figure 4-18 has been modified to display

the input and output parameters of the ThreatConstraint:

Riskinput — input parameter for the probability that the adversary has
reached this node, expressed as a number between 0 and 100.

Control — input parameter for the effectiveness of controls linked to this
node, representing the percentage of attacks that would be prevented by
the implemented controls, expressed as a number between 0 and 100.
Difficulty — input parameter for the probability that an adversary would be
able to complete a node with the difficulty of the current node, which is
dependent on the capability of the threat actor and is expressed as number
between 0 and 100.

Effectiveness — output parameter that combines Control and Difficulty to
calculate the percentage of attempts at this node that would be
successfully completed, expressed as a number between 0 and 100. This
output feeds into the Probinput parameter of the DetectConstraint
associated with the next ThreatConstraint in the path. Equation (1)

shows how Effectiveness is calculated.

DCybSec Stuart Fowler Page 150



Chapter 4: CEMT Overview Risk Assessment

e RiskOutput — output parameter that combines Effectiveness and RiskInput
to calculate the probability that the adversary has passed this node,
expressed as a number between 0 and 100. This output feeds into the
Riskinput parameter of the next ThreatConstraint in the path. Equation

(2) shows how RiskOutput is calculated.

The equations that calculate the outputs of the ThreatConstraint are shown

below:

(1)

Effectiveness ( Control) « Difficulty
100 B 100 100

RiskOutput  Effectiveness _ RiskInput

- x (2)
100 100 100

The Detect Insertion of Removable Media node in Figure 4-19 has been modified

to display the input and output parameters of the DetectConstraint:

e Probinput - input parameter for the probability that the attacker would not
be able to progress past the previous node in the attack path, expressed
as a number between 0 and 100.

e Detectinput — input parameter for the probability that the attack has been
detected at any point before this node, expressed as a number between 0
and 100.

e NoDetectinput — input parameter for the probability that the attacker

reached the previous detection node without being detected at any stage
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in the path to that point and was not detected by the previous detection
node, expressed as a number between 0 and 100.

e Control — input parameter for the effectiveness of controls linked to this
node, representing the percentage of attacks that would be detected by
the implemented controls, expressed as a number between 0 and 100.

e Evasion - input parameter for the probability that an adversary would be
able to evade detection at the current node, which is dependent on the
capability of the threat actor and is expressed as number between 0 and
100.

e DetectProb — output parameter that combines all input parameters to
calculate the probability that the attack has been detected at any point in
the path up to and including this node, expressed as a number between 0
and 100. This output feeds into the Detectinput parameter of the next
DetectConstraint in the path. Equation (4) shows how DetectProb is
calculated.

e NoDetect — output parameter that combines Problnput, Detectinput,
NoDetectinput, Control and Evasion to calculate the probability that the
adversary reached this node without being previously detected and wasn't
detected by this node, expressed as a number between 0 and 100. This
output feeds into the NoDetectinput parameter of the next
DetectConstraint in the path. Equation (5) shows how NoDetect is

calculated.
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The equations that calculate the outputs of the DetectConstraint are shown

below:

3)

_ Control ( E vasion)
b= 100 100

(4)

DetectProb (NoDetectInput ProbInput p ) N Detectinput
= X X _—
100 100 100 b 100

NoDetectProb NoDetectinput  Problnput
= X

100 100 100 (1= Pp) ®)

Ultimately, these constraints keep a running total of the probability that an
attacker has reached a certain point in the attack tree, as well as the probability

that the attacker has been detected while performing those actions.

It is important to understand that the calculation treats each node as an
independent event, but there are many occasions where these events might not
be truly independent. As an example, if an attacker was not stopped by a set of
controls earlier in an attack path, those same controls are unlikely to stop the

same attacker if they were mitigating another node later in the same attack path.

This dependence needs to be handled by the modeller with the control
effectiveness values — if the same control appears twice in the same risk module,
the control effectiveness should be lower for the second instance to account for

the fact that the controls are not effective if they can be bypassed by the attacker.
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4.4.2 Security Risks

Security risks are a combination of risk modules which together represent a full

branch of the attack tree, from the initial node of the misuse case through to the

undesirable impact being realised. The security risk also includes several input

variables that drive the chain of risk modules, and output variables that track the

overall likelihood that the risk will be realised and the likelihood that an attack

would be detected.
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Figure 4-20: CEMT Security Risk Taxonomy
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Figure 4-20 shows the taxonomy of stereotypes that the CEMT includes for

defining the security risks:

SR1. SecurityRisk — This stereotype inherits from the SysML Block
stereotype and is used to contain the properties and constraints that
calculate the likelihood a threat actor will be able to perform an entire
branch of the attack tree.

SR2. InitialProbability - The stereotype inherits from the built-in
Triangular stereotype and provides a three-point estimate for the
probability that the security risk will be attempted by an adversary. This
stereotype is an input to the first moduleProperty and the
AttackerSuccessProbability in the security risk.

SR3. difficultyProbability - This stereotype inherits from the
built-in Triangular stereotype and provides a three-point estimate that
quantifies qualitative likelihood bands that describe how likely a threat
actor is to perform a threat action.

SRA4. DifficultyConstraint - This stereotype inherits from the
SysML ConstraintProperty stereotype and uses a lookup table to that
sets the difficultyProperty for each difficulty level based on the
qualitative likelihood bands taken from the difficultyProbability
inputs and the current ThreatLevel.

SR5. ThreatLevel - This stereotype inherits from the SysML
ValueProperty stereotype and represents the capability level of the threat

actor performing the attack described by the security risk. The
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ThreatLevel can be set to either Nation State, Professional,
Intermediate or Novice.

SR6. difficultyProperty - This stereotype inherits from the SysML
ValueProperty stereotype, represents each of the possible difficulty
levels for the nodes of the attack path and is set to the probability that
current threat actor will be able complete ThreatActions that are set to
the same difficulty as the difficultyProperty.

SR7. moduleProperty - This stereotype inherits from the SysML
PartProperty stereotype and is defined by a SecurityRiskModule.
These properties are chained together to describe a complete branch of
the attack tree and are then connected to the relevant input and output
variables in the security risk.

SR8. AttackerSuccessProbability — This stereotype inherits from
the SysML ValueProperty stereotype, is one of the three primary
outputs of the security risk and contains the likelihood that an attack will
be successful if it is attempted by the attacker.

SRO9. AttackerSuccessAppetite — This stereotype inherits from the
SysML ValueProperty stereotype and provides a threshold value for
what level of attacker success rate is acceptable to decision makers.

SR10. ResidualProbability - This stereotype inherits from the
SysML ValueProperty stereotype, is one of the three primary outputs
of the security risk and contains the likelihood that an attack will be

attempted and completed by the attacker.
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SR11. ResidualAppetite - This stereotype inherits from the SysML
ValueProperty stereotype and provides a threshold value for what
level of risk likelihood is acceptable to decision makers.

SR12. DetectionProbability - This stereotype inherits from the
SysML ValueProperty stereotype, is one of the three primary outputs
of the security risk and contains the likelihood that an attack will be
detected if it is attempted by the attacker.

SR13. DetectionAppetite - This stereotype inherits from the SysML
ValueProperty stereotype and provides a threshold value for what

level of detection likelihood is acceptable to decision makers.

These stereotypes are used by the modeller to produce a CEMT Parametric Risk
Diagram, which is a custom diagram within the CEMT that is based on the built-
in SysML Parametric Diagram, that defines the internal structure of a
SecurityRisk. An example of a CEMT Parametric Risk Diagram that defines

the security risk is shown in Figure 4-21.

The modeller creates a security risk by selecting multiple risk modules that form
a full branch of the attack tree when connected end-to-end, and then the CEMT
will create the SecurityRisk and build a CEMT Parametric Risk Diagram

centred on those selected risk modules.
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In the case of the sample diagram in Figure 4-21, the modeller would have

selected the following SecurityRiskModules:

e Insider Threat — Log Into Component1 — System Access
e System Access — Copy Sensitive Data from Component1 — Device Extracted

e Device Extracted — Exfiltrate Removable Media — Confidentiality Loss

The CEMT then created a moduleProperty for each of those
SecurityRiskModules and joined their inputs and outputs together to form a
chain of risk modules. The System Access — Copy Sensitive Data from
Component1 — Device Extracted module in Figure 4-21 has been modified to
display the input and output ports of the SecurityRiskModule, which align with
the ports on the external border of the internal diagram of the module shown in

Figure 4-18 and Figure 4-19.

The difficulty ports (Trivial, Low, Medium, High, Extreme and Evasion) of each
risk module are connected to a corresponding difficultyProperty. A
DifficultyConstraint (Difficulty in Figure 4-21) is created, along with the
ThreatLevel and the difficultyProbabilities that are the inputs to that

constraint.

The CEMT creates an InitialProbability and the Initial Detection and Initial
Not Detection values and connects them to the input ports of the first risk module

as shown in Figure 4-21. The output values for residual probability, detection
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probability and attacker success rate are also created and linked to the output

ports of the final risk module.

Once the diagram has been created, the modeller needs to select a threat level
that they would like to assess and set a three-point estimate for the initial
probability that reflects their assessment of the likelihood that the attack
described by the security risk will be performed by an adversary. These values
are primarily derived from threat intelligence sources, with the threat level
reflecting the threat capability and the initial probability reflecting threat intent.
With these values determined and in place, the security risk is ready to be

numerically simulated within the CEMT.

4.4.3 Simulation
Following the creation of the security risk, the next step in the Risk Assessment
phase is to leverage Monte Carlo simulations to perform a quantitative risk

assessment of the security risks.

The CEMT simulates the security risk by first randomly selecting an input value
from within the triangular probability distributions that the modeller defined for

all input variables:

e Initial Probability
o Difficulty Probabilities

e Control Effectiveness (for the risk modules referenced by the risk)
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The CEMT then uses those selected values as inputs to the various constraint

properties which eventually produces the output values for the risk:

e Residual Probability
e Detection Probability

e Attacker Success Probability

To account for the uncertainty of the input values, the CEMT completes the Monte
Carlo simulation by repeating this process and tracking the results to produce a
probability distribution for the output values. The resultant distribution of the

output values is displayed on a histogram, as shown in Figure 4-22.
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Figure 4-22: CEMT Simulation Histogram

For each of the output values, the histogram includes the following data:

e N —The number of runs in the Monte Carlo simulation

e Mean — The average value of the output variable across the runs
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e SD - The standard deviation of the output variable across the runs
e OutOfSpec — The percentage of runs where the output value was beyond
the threshold value specified in the associated appetite property,

expressed as a number between 0 and 1

For the sample simulation shown in Figure 4-22, there were 500 runs simulated
for this risk. The residual probability average was 0.1772, which means the
probability of the attack being attempted and succeeding was 0.1772%. The
residual probability OutOfSpec was 0.0480, which means that on 4.8% of the 500
runs the residual probability exceeded the residual probability appetite. The
detection probability average was 61.3458, which means the probability of the
attack being detected if it was attempted was 61.3458%. The detection probability
OutOfSpec was 0.1900, which means that on 19% of the 500 runs the detection
probability was lower than the detection probability appetite. The attacker
success probability average was 3.3568, which means the probability of the
attack being detected if it was attempted was 3.3568%. The attacker success
probability OutOfSpec was 0.2080, which means that on 20.8% of the 500 runs
the attacker success probability exceeded the attacker success probability

appetite.

Ultimately, the CEMT simulation provides a quantitative assessment of the
likelihood of the security risk, based on an initial likelihood of the attack being
attempted, the capability of the threat actor and the effectiveness of controls

within the system being evaluated. The distribution on the produced histogram
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provides insight into the uncertain around those quantitative values, as well as
the probability that the assessed risk is beyond the defined risk appetite

thresholds.

4.4.4 Risk Categorisation and Analysis

Once the security risks have been created and assessed, those risks are
categorised to assist with contextualising the risks for decision makers. This
categorisation is performed across two metrics. Firstly, the risks are categorised
into groupings based on the type of attack being performed by the adversary and

secondly, the risks are categorised into qualitative risk ratings.

Additionally, there are methods that a modeller can use to streamline the
simulation process by using aggregated objects that perform multiple simulations
in parallel. This allows the modeller to perform the quantitative analysis of the
system more rapidly to get better coverage across different threat actors and
different threat environments in which the system under evaluation might be

operated.

This section outlines how the CEMT categorises risks according to qualitative risk
ratings and type of attack being performed. This section also provides a summary
of the different ways to batch the simulation of security risks to generate a more

comprehensive set of data on which to based security risk decisions.
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Figure 4-23: CEMT Security Risk Grouping Taxonomy
Figure 4-23 shows the taxonomy of stereotypes that the CEMT includes for

defining the security risk categories:

SR1. AdversaryGrouping - This stereotype inherits from the SysML
Package metaclass and is a generic stereotype used as a parent for the
various objects that categorise the security risks.

SR2. AdversaryMission — This stereotype inherits from the
AdversaryGrouping stereotype and is used as the top-level grouping
for security risks. Adversary mission categories are based on the function
of the system that the attacker is trying to compromise.

SR3. AdversaryAttack — This stereotype inherits from the
AdversaryGrouping stereotype and is used as the mid-level grouping

for security risks. Adversary attacks are subordinate to adversary
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missions and are categorised based on the asset that is being
compromised by the adversary to deny the function described by the
parent mission.

SRA4. AttackVariant - This stereotype inherits from the
AdversaryGrouping stereotype and is used as the lowest-level
grouping for security risks. Attack variants are subordinate to adversary
attacks and represent the different ways that attacker would be able to
compromise the asset described in the parent attack.

SR5. Operation — The stereotype inherits from the SysML Block
stereotype and is used to do operation-specific risk simulations. An
operation simulates multiple security risks simultaneously, but overrides
the InitialProbability value within each security risk, so that the
modeller can assess the risk in a different threat environment, such as
when the system under evaluation is being used for a specific operation
or mission.

SRe. RiskInstance — The stereotype inherits from the SysML
PartProperty stereotype and represents an instance of a security risk
within an Operation.

SR7. SecurityAnalysis — The stereotype inherits from the SysML
Block stereotype and is used to do parallel risk simulations for each
possible threat level. A security analysis simulates a single security risk

multiple times but overrides the ThreatLevel value within each
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simulation of the security risk, so that the modeller can assess the risk

against all threat actors at the same time.

The adversary missions, adversary attacks and attack variants are used to create
a categorisation hierarchy based on the type of attack the adversary is
attempting. The missions are the first tier of the hierarchy and represent the goal
of the attacker in terms of the system function or capability they are trying to
degrade. The attacks are the second tier beneath the missions, and they usually
align with a threat against a component or asset within the system that performs
a critical part of the function being targeted by the adversary mission. The variants
are the bottom tier of the hierarchy, and they represent the different ways in which
the attack can be realised. There is a one-to-one relationship between variants

and security risks.

This categorisation provides a mission-focused lens through which to view the
security risks in the system. This ensures that the information is presented to
decision makers in a way that is contextualised to the mission that the system is
expected to perform and the ways in which an attack can prevent the system from

completing that mission.

Qualitative mappings for likelihood, consequence and resultant risk are also used
to categorise risks within the CEMT. Based on the results of the simulation, a
security risk is mapped into one of six qualitative likelihood bands — Negligible,
Very Low, Low, Medium, High and Extreme. The way in which the quantitative

simulation results are mapped into the qualitative likelihood bands is not enforced
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by the CEMT and should be based on the organisation’s risk governance

processes.

The modeller then assigns a qualitative consequence band to the security risk,
based on the impact of the risk being realised. These qualitative consequence
bands are Minimal, Minor, Moderate, Major, Severe and Catastrophic. Like the
likelihood bands, the justification behind allocating these consequence bands is
not enforced by the CEMT and is left up to the modeller and their organisation’s
risk processes. Based on the assigned qualitative likelihood and consequence
bands, the CEMT will automatically assign an overall risk rating for the security
risk in accordance with Table 4-1, providing a categorisation of all security risks

according to which overall risk band they belong.

Table 4-1: Mapping of Likelihood and Consequence to Risk Rating

Consequence
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High Low Significant High High Extreme Extreme
§ Moderate Low Moderate | Significant | Significant High Extreme
=
©
E Low Low Low Moderate | Moderate | Significant High
Very Low Low Low Low Moderate | Moderate | Significant
Negligible Low Low Low Low Low Moderate
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To streamline the simulation process, the SecurityAnalysis object facilitates
the automated analysis of a security risk at all four ThreatLevels. The CEMT
will automatically create a security analysis for each security risk that is assessed
by the tool, and this becomes the primary mechanism by which baseline
simulation results are captured within the model. When simulated, the security
analysis will run four parallel Monte Carlo analyses on the associated security
risk, with the threat level of each parallel simulation forced to be a different threat
level. The quantitative results for all four simulations will then be saved onto the
security risk object, facilitating the efficient quantitative simulation of the security

risks within the model.

Finally, the Operation object can be used to re-simulate the security risks for
different threat environments. An operation is analogous to a mission or
deployment of the system under evaluation and allows a modeller to reassess
the risk posed to the system if it is deployed to a location with a higher inherent
risk level. The CEMT achieves this by allowing the Operation object to
instantiate all of the relevant security risks as RiskInstance objects and then
override the InitialProbability of those simulations. This allows the
modeller to increase or decrease the likelihood of attacks being attempted
between the baseline threat environment used in the standard security analysis

and the new threat environment represented by the operation.

This flexibility in running the simulations allows the CEMT risk assessment to

have greater relevance through the life of the system, as changes to the design
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baseline, threat environment and threat capabilities can quickly be incorporated

and re-simulated.

4.5 PROCESS OVERVIEW

The overview of the CEMT provided in this chapter can give the impression that
the CEMT process is largely sequential, starting at Threat Modelling then moving
to Threat Allocation and finishing with Risk Assessment. However, that sequential
structure of those three cardinal phases is primarily used for articulating the

mechanics of building the threat model.

In a real-world application of the CEMT, the process will be much more iterative
and cyclical. This is because the process is meant to support continuous
assessment and assurance of a sustained capability system that is actively
maintained throughout the system lifecycle. The following section of the chapter
describes a generic process flow for the CEMT which provides insight into the

intended implementation of the CEMT within an organisation.

Figure 4-24 depicts a generic process flow for the CEMT. Blue boxes indicate
input data, red boxes represent steps the modeller completes within the CEMT
process, orange boxes are used to show external libraries, green boxes indicate
third party review steps and purple boxes highlight changes within the system

being evaluated or its operating context.
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Figure 4-24: Generic CEMT Process Flow
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The process starts on the left-hand side of the diagram with the three blue boxes

which represent the input data to the CEMT process:

e Concept of Operations — This is a data set which describes the way in
which the system is intended to operate and the critical functions required
to perform its mission.

e System Design — This is a data set that outlines the design of the system
being evaluated. The minimum level of detail required is a context diagram
which shows the external interfaces of the system and the ways it interacts
with external systems.

e Cybersecurity Best-Practice — This is a data set that captures
cybersecurity best-practices from reputable sources. This would include
cybersecurity control sets such as the Essential Eight [15], ISM 14] and
MITRE ATT&CK [121] which can be used to generate the data in the threat

model.

These items feed into the development of Misuses and Mal-Activities, which
broadly aligns with the Threat Modelling phase discussed in Section 4.2.
Importantly, this step interacts with a Threat Set Library, which is a repository of
previous threat sets developed within an organisation. The Misuses and Mal-
Activities step imports existing threat sets from the library and updates the library
with any new threat sets that are generated, creating the loop labelled Reuse

which highlights the reusability which is a key part of the CEMT process.

DCybSec Stuart Fowler Page 171



Chapter 4: CEMT Overview Process Overview

The Misuses and Mal-Activities step produces attack trees which are sent for
external review in the Modelling Scope Endorsed step. This step focuses on
ensuring the scope of the assessment, as defined by the attack surface
articulated in the attack trees, is sufficient and appropriate. If it is found to be
insufficient, the flow returns via the Reject loop for rework. A Maintain loop also
flows from the Modelling Scope Endorsed step, as following this step architectural
and threat environment changes must be monitored and any that would impact
the endorsement of the attack trees would require a re-assessment of the scope

of the CEMT activities.

The Modelling Scope Endorsed step provides the endorsed threat set to the
Asset Definition step, where the asset hierarchy is developed. This asset
hierarchy is then linked into the threat model during the Asset Allocation step,
which generates a threat-informed control baseline. These steps broadly align
with the Threat Allocation phase discussed in Section 4.3. Maintain loop also
loops back into the Asset Definition step, as any changes in the system
breakdown structure need to be monitored and assessed to determine whether

the asset hierarchy needs to be updated over time.

Once the threat-informed control baseline has been derived, the controls within
that baseline are audited to determine an implementation state within the system
under evaluation in the Control Audits step. These implementation states, along

with the critical attack paths identified from the attack trees, feed into the Risk
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Assessment step, which develops and simulates the security risk modules,

security risks and security analyses as described in Section 4.4.

The Risk Assessment step has its own Maintain loop, where changes to the
implementation state of controls, due to events like obsolescence replacements,
control effectiveness changes and configuration drift, must be monitored and
incorporated where appropriate. Additionally, assessments produced in the Risk
Assessment step flow to the Peer Review step, where the detailed assessments
are critically reviewed to ensure accuracy and consistency. The feedback loop

developed through this peer review process is labelled as Assure in Figure 4-24.

Another important step that flows out of the Risk Assessment step is the Assess
Proposed Improvements step, where the modeller uses the Proposed
implementation state on the controls to recommend additional controls that could
reduce the residual risk in the system. These get simulated in parallel to the
baseline assessment to produce a proposed/residual risk that can be compared
to the inherent/current risk that is determined in the baseline assessment. The
Assess Proposed Improvements step produces a set of proposed additional

controls, and this completes the Improve loop shown in Figure 4-24.

Ultimately, the results of the Risk Assessment step are passed to the Risk
Appetite step, where the resultant risks are compared against the approved
appetite thresholds defined within the model. Where those appetites have already
been approved and the assessed risk is within that appetite, the flow loops back

to the Risk Assessment step, representing continuous assurance within
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acceptable limits. This is labelled as the Ongoing Authorisation loop. When the
assessed risk exceeds those appetite thresholds, or when those appetite
thresholds have not been approved because it is the first time this system has

been assessed, the flow progresses to the Risk Acceptance step.

The Risk Acceptance step involves a presentation of the risk results to
organisational decision makers who either accept the residual risk and set risk
appetite thresholds for each risk, following the Authorise loop, or they reject the
risk and require additional mitigations to be implemented, following the Reject

loop.

The result of this generic CEMT process flow is a sustainable and maintainable
threat model that produces assured risk assessments the minimise bureaucratic
overhead while ensuring that risks are accepted by the appropriate authority,
when required. While the specific CEMT process flow within an organisation is
likely to look different to that shown in Figure 4-24, because most organisations
have slightly different risk governance approaches, the intent of this generic flow
is to show that a proper implementation of the CEMT should be iterative and

cyclical.
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1. Introduction
1.1. Background

Making informed and accurate decisions on the acceptability of cybersecurity risk
to complicated engineered systems is a challenging problem. There is an understandable
urge to try and simplify the problem to a purely technical challenge by mandating a set
of technical-, procedural-, and personnel-focused security controls and auditing the com-
pliance to that baseline set of security controls. However, this reductionist approach often
neglects the complexity of the system’s operating context, mission, and safety criticality,
especially where organisational boundaries separate aspects like estate infrastructure from
ICT infrastructure and user platforms (i.e., ships, aircraft, vehicles, etc.). Not all controls
are relevant to all systems, and not all systems require the same level of assurance when it
comes to mitigating cyber threats. Contemporary security assessment methodologies [1,2]
have introduced risk-based decision-making processes to allow compliance frameworks
to be applied. The specific steps vary between the various methodologies, but the generic
approach is that the results of a compliance audit and control effectiveness determination
are used as an input to a qualitative risk decision made by an appropriately authorised
decision maker.

Figure 1 depicts a generic process for how these risk-based decisions are made. At
step 1 in the top right corner, a system is designed with security being one of the quality
factors driving that design. A security assessment is then made, typically by auditing a set
of best practice mitigation controls (step Z) such as the ISM [3], NIST 800-53 [4], or similar,
and assessing the residual risk based on the level of compliance found during that audit
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(step 3). This residual risk determination includes an implicit and qualitative analysis by
the security assessor of the effectiveness of any compliant controls and the importance of
any non-compliant controls. The residual risk is then provided to a decision maker, who
holds a level of authority within the organisation that allows them to accept the risk, and
they compare this against the organisation’s risk tolerance. Based on this comparison, they
either accept the risk, authorising the system for operation, or reject the risk, requiring
further mitigation of the residual risk by the design team before the system can be accepted
into operation (step 4).

Security Assessment System Design

~
VR T iniit
ku
Risk Organisational
Rejected| Y& i

' ™

: , Organisational

Residual Risk Bisk Taleranin

Authorise
System
Operation

Risk '/'

Accepted H}

Risk
Decision

Figure 1. Generic process for making cybersecurity risk decisions under a compliance-driven risk
assessment paradigm.

One of the challenges introduced by this approach is that it is reliant on the control
baselines used for the audit being directly relevant to the system being audited. The
security assessment usually includes a step to exclude controls that are not applicable, but
any non-compliances against applicable controls are often difficult to assess objectively
because the control baselines are often not prioritised within the context of the system being
assessed, The individual security assessor then needs to implicitly assess the importance of
a particular control non-compliance and incorporate that into the residual risk. This process
is often subjective and opaque, which can make it difficult to explain and justify to other
participants in the risk assessment that do not have cyber expertise. Consequently, the
decision maker usually either needs greater cyber expertise to understand the assessment,
or they need to blindly trust the assessor.

Compliance-driven approaches can leave decisions makers in a position where it is
difficult to understand the level of risk being accepted, and consequently hamper effective
risk decisions. The need for a better way to describe and assess risk has been identified in
contemporary military doctrine, as evidenced by the following statements from the U.S.
Department of Navy (DON):

“The DON needs a new approach to cybersecurity that goes beyond compliance because
our over-reliance on compliance has resulted in insecure systems, which jeopardise the
missions these systems supporl, Instead of a compliance mindset, the DON will shift to
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Cyber Ready, where the right to operate is earned and managed every day. The DON will
make this lransition by adhering to an operationally relevant, threal-informed process
that affordably reduces risk and produces capabilities that remain secure after they have
been delivered at speed”. [5] (p. 7)

The reliance on the opaque expert judgement of the assessor is exacerbated because
these assessments are typically documented in spreadsheets [6,7] and databases [8], which
do not effectively describe the system’s security risk to a layman. Moreover, such spread-
sheets can be difficult to maintain and update as new threats emerge throughout the capa-
bility sustainment life cycle, as the underlying control baseline is updated over time and as
the capability design evolves through development and in-service. Emerging techniques [8]
use ‘compliance-as-code” techniques to improve reusability and to reduce the difficulties
of amalgamating assessments at a system-of-systems level. However, these techniques
primarily address the amalgamation of a compliance level, rather than the amalgamation
of residual risk levels, meaning that the challenges of opaque expert judgement remain.

A “best-practice control” set is more easily achieved in a predominantly information
communications technology (ICT) system, as there is a uniformity in ICT architectures
compared to cyber-physical systems, or what ICT professionals commonly refer to as the
‘edge’. However, the ‘edge’ forms an integral part of the cyber-attack surface and the
kill-chain effects of complex engineered systems, which means that the direct application
of the best-practice control sets derived from that comparatively uniform ICT environment
can lead to a focus on the wrong type of controls. Additionally, the expert judgement
of importance and priority performed by assessors can be influenced by an implicit bias
towards those uniform ICT architectures. The best-practice control sets help immensely
in terms of assessment efficiency within that uniform environment; however, the cyber-
physical environment often requires a return to first-principles security and engineering to
obtain an accurate cybersecurity assessment. First-principle cybersecurity assessments of
engineered systems are especially useful in developing risk mitigations to recommend.

1.2, Literature Review

The existing alternatives in the literature to this compliance-driven risk assessment
are threat-based risk assessments. Threat-based risk assessment methods provide better
flexibility in terms of applying the process to different system contexts at the expense of
requiring a higher level of expertise and understanding from the assessors.

The widely known ‘MITRE ATT&CK" framework [9] facilitates threat-based assess-
ment, but it is more of a taxonomy and repository of known behaviours to understand
threats and attack patterns, rather than an evaluation and assessment methodology. While
the framework derives mitigations and detections for implementation in systems, a direct
application of these would essentially be another compliance-driven assessment, which
can suffer from the same challenges introduced earlier.

Similarly, Mission-based Cyber Risk Assessments (MBCRA) such as Cyber Table
Top [10] and Mission-based Risk Assessment Process for Cyber (MRAP-C) [11], required
under the U.5. Department of Defence acquisition processes, provide an example of threat-
based approaches to deliver risk assessments. However, an analysis of the MBCRA imple-
mentations concluded in 2022 that the explainability of the product of the MBCRA can still
be limited due to the data output format [12]. The MBCRA process is inherently collabora-
tive, which improves the situation in terms of opaque expert judgement, whereby decision
makers can rely on the tempering and recording effects of group consensus. However, the
limited explainability still constrains the goal of truly informed cyber risk decision making,

The literature also outlines approaches that may help with the explainability of cy-
bersecurity assessments. According to Kordy et al. [13], “the greal advantage of graph-hased
approaches lies in combining user friendly, intuitive, visual features with formal semantics and
algorithms that allow for qualitative and quantitative analysis”. The intuitive nature of these
approaches shows promise for facilitating collaboration with stakeholders who may not
have a deep cybersecurity background. Kordy et al. [13] categorised graph-based security
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analyses into two broad categories: statically modelled graphs and sequentially modelled
graphs. Both categories can deal with either just attacks or both attack and defence.

Attack trees, first outlined in 1999 by Weiss [14] and popularised by Schneier [15], are
the basis for many of the statically modelled graphs used for cybersecurity analysis. These
graphs depict a hierarchical tree structure to describe the combination of events that need
to occur for a cybersecurity risk to be realised and are broadly similar to the fault trees
common to system safety analysis. Attacks trees have been successfully incorporated into
the likelihood calculations of traditional risk assessment methodologies from 2014 [16], and
have been extended from 2016 to include the depiction of defensive actions [17] and termed
attack-defence trees. In 2015, the risk likelihood assessments that flowed from attack trees
were estimated by converting the attack tree structure into a Bayesian network in order to
combine probabilities of the various nodes on the attack tree [18,19].

The sequentially modelled graphs outlined in the literature are comprised of a se-
quence of events that an attacker must perform in order to compromise a target system.
This approach provides a focus on the intent of an attacker; one of the attributes missing in
the standard systems security approaches and a fundamental advantage when the threat is
evolving quicker than the system. Inherently, such approaches can focus the assessment on
innovative mitigations to limit the likelihood of successtul attack. The concept of insecu-
rity flow graphs was introduced early by Moskowitz and Kang [20] to model this attack
sequence, though this concept attempted to reduce the graph into a mathematical model,
losing some of the intuitiveness benefits of a graph-based approach.

The construction of misuse case graphs, also known as abuse case graphs, is another
approach in the literature that focuses on the actions of the attacker and their interaction
with the target system. Appearing in the literature at the turn of the century in McDer-
mott [21] and Sindre et al. |22], misuse cases borrow from the use case concept common in
software development and systems engineering practices but focus on how an adversary,
rather than an authorised user or operator, might interact with a system. More recent
extensions to the misuse case concept include overlaying the misuse cases with the system
architecture [23] and developing misuse case coverage metrics as a proxy for security
risk [24]. On their own, misuse cases require extensive textual encoding to adequately
convey the full risk picture [25].

While misuse cases are often used to elicit security requirements [26], mirroring the
purpose of use cases in software development, Matuleviaius [27], in 2017, linked misuse
cases to the mal-activity graphs proposed by Sindre [28]. These mal-activity graphs provide
a sequential model of the activities taken by the attacker—much like the insecurity flow
graphs introduced by Moskowitz and Kang |20}—and can be used to provide additional
detail to support misuse case graphs.

The literature does include some comparison studies between the attack tree method-
ologies and the misuse case methodologies. Both Opdahl et al. [29] and Karpati et al. [30]
found that while attack tree methodologies tended to identify more threats, there were
significant differences between the types of threats found by each technique. This would
suggest that a combined approach such as that outlined by Tondel et al. [31], which looks
at both misuse cases and attack trees, might be the most effective approach.

Efficiency in risk assessment is also an important concern, particularly for organisa-
tions with many legacy cyber-physical systems to assess that have only recently exploited
ICT networking (aka Internet of Things (IoT})). While there has been some literature looking
to increase the reusability of these graph-based threat models [32] these techniques still
require knowledgeable experts to apply them to systems individually. However, in the
development of bespoke, complex cyber-physical systems, the technical knowledge of
those involved with the assessment is not necessarily the key limitation of a successful risk
assessment—the ability to explain that technical risk assessment to a decision maker who
understands that the broader operational and strategic context can be the issue.
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1.3. Cyberworthiness

‘Cyberworthiness” is a term that was created recently within the Australian Depart-
ment of Defence and invokes existing worthiness concepts under which Defence is re-
sponsible for internally regulating the safe use of their systems. The existing worthiness
systems began in the 1990s with airworthiness regulations and governance [33,34], which
led to seaworthiness [35] and landworthiness [36] being defined and enforced. “Worthiness'
requires a level of regulation and monitored assurance over design, deployment, and
sustainment. As ‘worthiness’ is often synonymous with continued safety and functionality,
these regulations are applied more rigorously based on safety criticality.

Cybersecurity has challenged Australian Defence, as it has the US. Defence, though
Australia is arguably lagging in this realm [37—40]. As cybersecurity threats became more
prevalent and necessary across more safety-critical systems that do not fit into the traditional
definition of an ICT system, it became necessary to apply broader and more enforceable
assurances than those applied to generic ICT systems. Consequently, cyber-worthiness was
first termed [41,42] and is defined as:

“The desired outcome of a range of policy and assurance activities that alloww the operation
of Defence platforms, systems and networks in a contested cyber enviromment. 1t is
a pragmatic, outcome-focused approach designed to ensure all Defence capabilities are
[fil-for-purpose agains! cyber threats™, [43]

The inclusion of the worthiness construct is a deliberate reference to the established
technical assurance frameworks that underpin concepts such as airworthiness and seawor-
thiness. This requires a level of rigour in the engineering analysis that provides confidence
and assurance that the claim of worthiness is accurate, complete, and supported by evidence.
However, a worthiness claim must also be understandable by those making decisions about
the operation of a system, as outlined by the Principles for Governance of Seaworthiness
from the Defence Seaworthiness Management System Manual [44]:

“2.10 The seaworthiness governance principles require that seaworthiness decisions are made:

a. mindfully—decisions are more effective and less likely to have unintended consequences
when they are made with a thorough understanding of the context, the required oulcome,
the aptions available, and their implicalions now and in the fulure

b. collaboratively—obtaining input from all stakeholders and engaging in joint problem-
solving resulls in betler decisions (bearing in mind that collaboration does nol necessarily
TeqUIre CONsensis)

¢. accounlably—decisions only become effective when people lake accountability for
making them happen

d. transparently—lecisions are more effective when everyone understands what has been
decided and why™. [44] (p.33)

Cyberworthiness then requires not only the rigorous application of cybersecurity
analysis, but also demands the explicit inclusion of a broad range of stakeholders and
a focus on genuinely informed decision makers to ensure that they can reasonably take
accountability for the decisions they are asked to make.

1.4. Addressing the Problem

The solution to the identified challenges is not as simple as just implementing academic
approaches. These approaches are not new, with some almost 25 years old, but they do not
have the industry traction in engineered systems development. The primary concerns that
limit the direct application of these techniques to complicated cyber-physical systems with
evolving complex threats are:

e Usability—there is limited ability to easily create and review these graph-based threat
assessments, especially in large, complex systems;
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»  [Efficiency—reusability of these assessments is limited in comparison to compliance-
based approaches that re-apply a common control set;

* Maintainability—it is difficult to update complex graph-based assessments without
specialised toolsets as the system or threat environment evolves.

In particular, sequential graph methods can be difficult to understand at a macro
level, while static graph methods can be unwieldy and difficult to maintain as the system
changes. However, structured languages such as those in model-based systems engineering
(MBSE) may be able to be used to unify sequential and static graph methods so that the
security designers and evaluators can produce one set of graphs and automatically generate
views of other graphs based on the relationships defined in the modelling process. The
inherent strengths of model-based approaches can also help maintainability through the
object-oriented nature of the dataset, allowing for rapid update and consistency checks of
complex views.

It is our thesis that a rigorous and streamlined threat-based approach to security
analysis that describes threat vectors and risks using graphs and leverages model-based
systems engineering techniques to support maintainability can deliver a methodology that
overcomes many of the cybersecurity assessment challenges. Our thesis can be evaluated
by delivering such a methodology to project teams who face these challenges when using
the traditional compliance-based risk assessments currently implemented in government
and industry. This threat-based approach would align with the overall concept of a mission-
based cyber risk assessment but drive the implementation of that concept towards one
that delivers an intuitive and maintainable output of threat graphs for through-life cyber
resilience. Such an approach likely helps cybersecurity assessors by leveraging the systems
and safety engineering culture and competencies in government and industry.

This threat-based approach would also address the decision-making principles un-
derpinning cyber-worthiness. The approach must be mindful of the context in which the
system is operating, be intuitive enough to facilitate collaboration between all stakeholders,
be understandable by key decisions makers so that they can reasonably take accountability
for their decisions and be transparent in terms of how the conclusions trace to the analysis.

Owr research aimed to determine whether this more extensive threat-based methodol-
ogy and associated toolset would help improve cybersecurity risk assessments across more
diverse systems, especially cyber-physical systems at the “edge’, in comparison to tradi-
tional compliance-driven approaches. Such improvements would be categorised across
dimensions of effectiveness, efficiency, and usability to understand both the benefits and
costs associated with an alternative approach. Seeking feedback on the methodology and
associated toolkit through industry workshops is key to ensuring that practitioners can
provide a preliminary vetting of any proposals before allocating resources to costly imple-
mentation trials. Structured workshops with representative domain experts to examine the
early and likely validity of the method can be referred to as ‘face validity” and has been
debated academically by Allen et al. [45].

Cur primary research question asked:

# Are integrated threat models, developed using model-based systems engineering
(MBSE) techniques, an effective and efficient basis for the assessment and evaluation
of cyberworthiness?

To help answer this primary question, we derived the following three sub-questions
that characterised effective cyberworthiness based on how informed the decision makers
were, efficiency in terms of the reusability of the assessment effort, and maintainability
of the assessment through-life as well as a qualitative question seeking preference data
from practitioners:

» Do the developed threat models provide decision makers with the necessary under-
standing to make informed security risk decisions?

*  Does the process provide sufficient reusability and maintainability that the methodol-
ogy is more efficient than prevailing compliance-based approaches?
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» Do cybersecurity risk practitioners prefer the integrated threat model approach to
traditional security risk assessment processes?

2. Materials and Methods

Our methodology for investigating this problem set requires a level of development
of a proposed security assessment approach that brings together threat-based analysis,
graph-based presentation techniques, and model-based implementations.

This methodology began by determining what we needed our threat-based analysis
to take as inputs and produce as outputs, which we defined as threat-based cybersecurity
engineering, We then began prototyping implementations of this approach using model-
based systems engineering techniques to iteratively identify the features that worked and
any challenges that needed to be overcome [46]. We refined this prototype to develop a
candidate toolset for implementation and evaluation [47]. This resulted in the creation of
the Cyber Evaluation and Management Toolkit (CEMT), which included a generic example
implementation of a common threat to complex systems [48]. This example implementation
was then presented at conference tutorials and industry briefings with feedback from par-
ticipants received via survey [49]. This provided a result set that described the face validity
of the approach, outlining preliminary impressions from industry and academic experts as
to the feasibility and expected benefits of a wider implementation of the approach.

This section provides a summary of the work carried out to define the threat-based
cybersecurity engineering concept and develop the Cyber Evaluation and Management
Toolkit (CEMT) alongside a high-level summary of the generic example implementation
used for the face validity surveys. The results of these face validity surveys are then
presented in the results section of this paper, with a discussion of the results at the end of this
paper, which will also outline future work to conduct implementation trials on complicated
engineered systems in the real world to finalise the evaluation of the developed approach.

2.1, Threat-Based Cybersecurily Engineering

In order to guide the development of the CEMT, it was necessary to first articulate
an evaluation framework in which the toolkit would be operated. For this reason, our
threat-based cybersecurity engineering concept was created, and the associated inputs and
outputs were articulated.

Threat-based cybersecurity engineering is defined as the process by which a system’s
capability is continuously assessed to ensure that relevant cybersecurity mechanisms are
incorporated into the capability design and the resultant residual cybersecurity risks are
accurately determined and explained. This definition was developed within the context of
cyberworthiness and the need for an approach to cyber evaluation that provides rigorous
assurance to underpin and justify any cybersecurity recommendations.

Threat-based cybersecurity engineering is primarily aimed at securing complicated
cyber-physical systems that require a first-principles approach to identifying how to ap-
propriately secure a system from complex threats. It is threat-based and context-focused
and derives a set of relevant security controls that should be incorporated within a system.
It builds on the systems security engineering processes defined in [50] and incorporates
the framing and categorisation of the NIST Cybersecurity Framework [51]. Itis a collab-
orative process that brings together experts from different parts of an organisation and
facilitates meaningful discussion through intuitive analysis and quantitative reasoning,.
The cybersecurity engineering process is one of facilitation, which seeks to incorporate
the expertise of various stakeholders and present assessments in a transparent, traceable,
and explainable manner, rather than being reliant on cybersecurity polymaths to conduct
opaque and ultimately subjective assessments.

The generalised inputs and outputs to and from threat-based cybersecurity engineering
are depicted in Figure 2.
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Figure 2. Threat-based cybersecurity engineering context.

The primary inputs to threat-based cybersecurity engineering are:

»  Threat Context, derived from the system or capability design/architecture;

#  Threat Identification, provided by the Cyber Threat Intelligence function within
an organisation;

*  Threat Insight, contributed by the Cyber Threat Emulation function within an organi-
sation;

#  Best Practice Controls, distilled from the various cybersecurity frameworks available
within the cybersecurity body of knowledge.

The Threat Context input represents the functions, interfaces, and components within
the system or capability that is being evaluated. This defines the threat surface for the
cyber evaluation and informs both the scope and structure of the threat model. The design
of the system and the missions which the system performs are the primary source of the
threat context.

The Threat Identification input is the attack surface of the system, essentially the set of
attack vectors and the threat actors that perform them, which are relevant to the system
being evaluated. This is typically contributed by the Cyber Threat Intelligence function,
which monitors and identifies potential threat actors, and can consist of both generic threat
sels that cover common threats to information systems such as network penetration threals
and supply chain attacks, and more specific advanced threat sets such as electronic attack
or signal processing exploitation.

The Threat Insight input describes the tactics, techniques, and procedures that would
be used by the identified threat actors to achieve their malicious intent. This encompasses
the threat vectors by which the system might be attacked and articulates the steps that must
be taken by a threat actor in order to compromise the system being evaluated. The Cyber
Threat Emulation function, which maintains a detailed understanding of the methods used
by threat actors to access systems, is the key contributor of the Threat Insight input.
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The Best Practice Controls input encompasses the corpus of information that captures
the cybersecurity mitigation mechanisms that can be used to prevent, detect, respond to
and recover from a cyber-attack. Importantly, the intent here is to not limit the evaluation to
the application of a single control framework audited to determine compliance, rather, the
superset of control frameworks is distilled by the cybersecurity engineer when developing
and reviewing the threat model, and controls are selected based on their applicability to
that threat model, rather than their providence within a particular control framework. A
rigorous methodology must simultaneously consider control sets from NIST [2,38], ASD [3],
MITRE [9], and others, and select them based on relevance, rather than aligning to any one
specific framework.

The primary outputs from threat-based cybersecurity engineering are:

¢  Preventative Controls, a baseline of preventative cybersecurity controls within the
system, for inclusion in the system design;

#  Detecting Controls, a baseline of detection and response controls relevant to the system,
for implementation by the Cyber Operations function within an organisation;

s Recovery Controls, a baseline of recovery and resilience controls relevant to the system,
for implementation by the System Operations function within an organisation;

s  Residual Risk, the overall risk presented by the threats to the capability given the
mitigation mechanisms that are in place.

The Preventative Controls output encapsulates the mitigation mechanisms that can
be applied to the system components to prevent a threat vector from being successfully
completed. These are implemented into the cyber design of the system or capability and
the level of implementation of these controls drives the overall likelihood of a cybersecurity
risk being realised.

The Detecting Controls output includes the mitigation mechanisms that can be in-
corporated into the system to identify an attack on the system and respond to that attack.
These controls are allocated to the Cyber Operations function of an organisation, where
analysts are responsible for security monitoring and incident response for the capability
being evaluated.

The Recovery Controls cutput describes the mitigation mechanisms that can contribute
to the ability to recover from a successful cyber-attack. These controls are incorporated by
the System Operations function of an organisation, where personnel are responsible for
ensuring that the system or capability is operational and performant. The implementation
of these controls can mitigate the consequence of a cybersecurity risk being realised.

The Residual Risk output represents the overall risk that exists within a system or
capability, based on the threats to the system and the control mechanisms in place to
mitigate that threat. This residual risk is passed to the Cybersecurity Governance function
within an organisation, where it is compared against the organisations’ risk appetite to
determine whether the level of residual risk is acceptable.

The threat-based cybersecurity engineering artefacts should be expressed using threat
graphs that provide explicit traceability between the inputs and outputs. This facilitates
the justification of the outputs, based on the inputs, to provide assurance of the relevance
of the control set that is ulimately derived. It must also be documented in a way that is
agile and responsive to change so that the assessment artefacts can be iteratively updated
throughout the system life cycle, ensuring that the cutputs of the process remain evergreen
and the overall risk management outcomes are enduring,

2.2, Cyber Evaluation and Management Toolkit (CEMT)

COwr research then involved the development of a methodology that satisfied this
threat-based cybersecurity engineering approach using model-based systems engineering
as a potential candidate for solving the challenges identified earlier in this paper. Our early
prototype work [46] set the scene for the adaptation of SysMI. diagrams such as use case
diagrams and activity diagrams to model misuse cases and mal-activity flows in the target
system. The threat models developed using these views were then used as a lattice for
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tracing security mitigations and a map for assessing the priority risks in the system. This
high level approach is depicted in Figure 3.

Threat Threat Risk

Modelling Mitigation Assessment

Figure 3. High level approach for our model-based implementation of threat-based cybersecurity
engineering.

The initial, informal feedback we received on the prototype was that it required too
much focus on how to build the models, rather than the outputs of the assessment. These
usability concerns were the primary driver of a refinement activity where a custom plugin
was developed to abstract away the complexities of the underlying model-based systems
engineering tools and of SysML as a language. The result was the Cyber Evaluation and
Management Toolkit (CEMT), which is a plugin to the CATIA Magic software package
that implements a taxonomy of custom stereotypes and a suite of custom diagrams to
streamline the process initially developed in our prototype work [47].

The CEMT is freely available, and the plugin, source code, and detailed documentation
can be publicly accessed on GitHub [48]. The CEMT development included the creation of a
generic worked example of two misuse cases, Physical Incursion and Insider Threat, which
is also distributed with the toolkit as a sample implementation. This worked example
was presented at academic conference tutorials and professional industry workshops, and
survey responses were sought from the participants to assess the face validity.

This worked example is summarised in the following section to provide context to the
results presented later in this paper.

2.3. CEMT Sample Model

This section outlines the worked example that is provided as a sample implementation
with the CEMT. This sample model provides a generic assessment of the Insider Threat
and Physical Incursion misuse cases of a generic system. It is not meant to be an exemplar
implementation, but is rather meant to illustrate the overall methodoelogy, provide an
instructive example of how to develop models using the CEMT, and demonstrate the
outputs that are created by the plugin,

The summaries in this section are not meant to be comprehensive descriptions of an
entire threat vector and are deliberately kept high-level for brevity, and example diagrams
were chosen for readability in this format. All diagram types, along with a comprehensive
exploration of the low-level process for creating these diagrams, are available for viewing by
the reader in the online documentation available in GitHub [48], where complex diagrams
can be more easily displayed and explored.

2.3.1. Threat Modelling

The Threat Modelling phase is the starting point of the CEMT modelling approach
and comprises the following steps:

1. Misuse case diagrams;
2. Intermediate mal-activity diagrams;
3.  Detailed mal-activity diagrams.

The first step in this phase involves the creation of a CEMT misuse case diagram, which
is a customised version of the SysML use case diagram. This diagram is used to define
the top-level threats to the system under evaluation by using misuse cases to represent
those top-level threats. Threat actors that perform the misuse cases are also placed on
these diagrams and linked to the misuse cases they perform. An example of a misuse case
diagram is shown in Figure 4.
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Figure 4. CEMT misuse case diagram from the generic sample model.

For each misuse case, a CEMT mal-activity diagram is then created, which articulates
the various threat vectors that could be used to achieve the top-level threat. Figure 5 depicts
an example of this for the Insider Threat misuse case, where the steps required to perform
this attack are defined. These steps can each have another CEMT mal-activity diagram
below them to describe the more specific details. This results in a nested series of flowcharts
that show the actions the attacker needs to take as well as the ways in which a defender
would be able to detect the attackers’ activity. This nested behaviour can be seen in Figure 6,
which depicts the internal detail of the Exploit System Access block from Figure 5 with the
input and output pins on each figure representing the same object, allowing for the threat
flow to pass between diagrams at different levels of the nested hierarchy.
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Figure 5. Intermediate CEMT mal-activity diagram for the Insider Threat misuse case.

These nested mal-activities diagrams continue until they reach the bottom level of
the hierarchy necessary to articulate the elemental steps that the attacker needs to take
to complete the attacks. An example of the lowest level detailed mal-activity diagram is
shown in Figure 7, which depicts the internal detail of the Access Sensitive Data block
from Figure 6. These detailed diagrams also cutline the ability of these threat actions to
be detected.
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Figure &, Intermediate CEMT mal-activity diagram for the Exploit System Access mal-activity.
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Figure 7. Detailed CEMT mal-activity diagram for the Access Sensitive Data mal-activity.

Following the completion of this Threat Modelling phase, a comprehensive threat
maodel that identifies the threats to the system and the threat vectors through which those
threats could compromise the system was developed.

2.3.2. Threat Mitigation

The next phase in the CEMT modelling approach is the Threat Mitigation phase, which
comprises the following steps:

1. Allocating assets to the threat model;
2. Tracing controls to the threat model.

The first step involves reviewing the threat nodes and detection nodes in the detailed
CEMT mal-activity diagrams in the threat model and identifying the components in the
systemn that are affected by those actions. These components are then created as Asset
objects and linked to the specific steps of the threat model. This is shown in Figure 7, where
the Component] and Component? assets were linked to the relevant nodes of the threat
model as they are the components of the system that contain the sensitive data that could
be accessed in these actions.
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The next step involves reviewing the same actions in the threat model and proposing
controls that could potentially be implemented to prevent the threat action from being
completed. These are created as objects and linked into the threat model. These controls
should be sourced from best-practice frameworks and the knowledge and experience of the
maodeller. Importantly, the intention is not only to identify controls that are implemented in
the system, or even just controls that should be implemented in the system. Ideally, any
control that could feasibly be implemented in the system and would directly mitigate the
likelihood of the action being completed by the threat actor should be created and linked to
the specific step. Figure 7 shows both the preventative controls linked to the relevant threat
node and detecting controls linked to the relevant detection node.

The CEMT then instantiates each of the linked security controls onto the linked assets.
This creates a list of asset-allocated mitigation mechanisms that are derived from the threat
maodel, ensuring that these controls to be audited are both relevant to the system and are
directly contributing to the mitigation of a threat vector. The implementation state of these
instantiated objects can be audited and then input into the model to complete the Threat
Mitigation phase.

2.3.3. Risk Assessment

The final phase in the CEMT modelling approach is the Risk Assessment phase, which
comprises the following steps:
1.  Attack tree assessment;
2. Parametric risk analysis;
3. Risk evaluation.

This phase involves the modeller working with various system stakeholders to review
the threat vectors, identify those that present the highest risk, and then construct simulation
analyses of those high-risk threat vectors to produce quantitative data to support an overall
residual risk assessment. This phase is primarily a review phase, where the CEMT takes
the data and relationships defined in the earlier phases and builds new views of those data
to support the assessment and analysis by stakeholders.

The first such view is an attack tree, an example of which is shown in Figure 8. These
attack trees trawl the threat flowcharts defined in the Threat Modelling phase and present
this information as a directed acyclic graph where each node is a step taken by the threat
actor. This results in an attack tree where every branch of the tree represents a single threat
vector, start to finish. The purpose of this diagram is to provide a summary view of the
entire attack surface, and allows stakeholders to review the threat model to ensure that
there is sufficient coverage of important threat vectors.
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® (L} Insider Threat 2 = 0 {LU) Access Mabwork Port 2 - Aczess Emad 2
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= ng e Removable Meda =

Figure 8, Partial CEMT attack tree—forward diagram from the CEMT sample model.

In addition to the attack trees, the CEMT also builds bowtie diagrams that allow the
modeler to select a node in the attack tree, and the bowtie diagrams display the security
controls that are relevant to that node, grouped into mitigating controls and detection
controls, colour-coded by the implementation state of that control based on the audit results
input into the CEMT. In conjunction with the attack trees, this allows stakeholders to query
each node to determine what the system is doing to address that step in the threat vector.

As an example, the assessment stakeholders may focus on nodes that are common
to a number of branches on the attack tree, as implementing additional controls at those
nodes are likely to yield bigger benefits as they will simultaneously mitigate multiple threat

DCybSec

Stuart Fowler Page 188



Chapter 5: Face Validity Trials

Embedded Chapter - MDPI Systems

Systemns 2024, 12, 238

14 of 28

vectors. Equally, a focus may be placed on particularly short branches of the attack tree, as
these represent situations where there is not much natural defence-in-depth, which means
that the mitigations on the nodes in that branch are often critically important. Ultimately,
the purpose of this assessment is to provide a qualitative review of the entire attack surface,
ensure that critical nodes are adequately mitigated, and identify potentially high-risk threat
vectors for further analysis via quantitative simulation.

Once the high-risk threat vectors have been identified, a detailed analysis can be per-
formed on those threat vectors using the CEMT parametric risk diagram. These diagrams
are created by the CEMT for the high-risk threat vectors identified during the analysis
of the attack trees. Each node in the threat vector is added to the parametric diagram
along with the associated detection action and chains them together to set up a parametric
simulation that calculates a residual probability and detection probability for the threat
vector, A partial extract of one of these diagrams is shown in Figure 9, which shows two
nodes of the threat vector and also depicts the related control effectiveness values and the
linked controls, colour-coded by their implementation state.
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Figure 9. Partial CEMT parametric risk diagram from the CEMT sample model.

Impoertantly, Figure 9 highlights the control effectiveness value, which is a critical

input that needs to be provided to the CEMT during this step. The control effectiveness
value is the percentage of attempts of the action that would be prevented by the controls
that are in place. This value is likely to be subjective, so the modeler can input a value range
to account for the uncertainty in the evaluation of this input value, This function defaults
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to a triangular distribution with a minimum, maximum, and peak value. The process is
repeated for the associated detection actions, and once these values have all been set, the
CEMT can run a Monte-Carlo simulation and produce a histogram of the resulting residual
risk probability and detection probability. An example of these histograms is shown in
Figure 10.
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Figure 10. Simulation histogram for the CEMT parametric risk diagram.

The residual risk is only realised when all of the steps are successfully completed by
the adversary, so the calculation is a simple multiplication of the probabilities of each step
being completed successfully, that is:

Presidual = Pruitial Pl'r X Py Xo® Py (1)

where Pjuyig is the probability of the attack being attempted by an adversary, as set by
the modeler, and P., is the probability of the individual threat node being successfully
completed by the attacker. Py, is calculated from the multiplication of two values, Ex,.,
which is derived from the control effectiveness value input by the modeler for that threat
node, and the difficulty input, D;, which is a user-configurable mapping between the diffi-
culty values assigned to each threat node in the Threat Modelling phase and a quantitative
probability that they would be able to complete the attack step:

Prp = (Exy % Dxy) (2)

Ey, is defined as the percentage of attacks that would not be prevented by the controls
that have been implemented on that threat node and can be based on either historical data
or the expert judgement of the modelers.

Iy, is defined as the percentage of attempted attacks that would be successful in
isolation of any controls. Dy, represents the difficulty of the step irrespective of any
mitigating controls and is driven by the capability of the threat actor. As an example,
a cyber payload delivered via an electronic attack against a signal processor would be
inherently more difficult than a simpler node such as inserting a USE device, and this
difference is captured in the difficult input term.

This probability calculation treats each threat node as an independent event, and
where this does not hold true, for example, if a control set is reused later in a particular risk
chain, then the modeler would need to account for this in the effectiveness value for the
second appearance of the control in that chain. If the attack progresses because the control
was ineffective the first time it appeared, it is unlikely to be effective the second time the
attacker encounters it later in the chain, and the modeler must reduce the effectiveness in
the later node to ensure accuracy.
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Detection, on the other hand, can occur at any step, and a single successful detection
node would result in the attack being detected. Thus, the overall detection probability is
calculated as a probability summation:

Pperection = [P Initial 7 P11:] +[P2 X Pzr:] +ooot [PI x P-TJ)] (3)

where Py, is the probability of the individual detection node being successful and is
calculated as the multiplication of two values, Ey,, which is derived from the control
effectiveness value input by the modeler for that detection node, and the avoidance input,
Axp, which is a user-configurable mapping between the capability of the threat actor and a
quantitative probability that they would avoid the detecting controls:

Py, = [Exu ® ﬁ-"r.‘r} (4)

Ey, is defined as the percentage of attempts that would be detected by the controls
that have been implemented on that detection node and can be based on either historical
data or the expert judgement of the modelers. Ay, is defined as the percentage of potential
detections that would be avoided by the attacker, based on the capability of the attacker to
avoid detection, and can be based on either historical data or the expert judgement of the
modelers. Py is the probability that the detection node will be triggered, which occurs if the
previous threat node was successfully completed, therefore:

P = Pim'tiud x P1.'. * Pz.j. EAN P{:: 1) {5)

Finally, the CEMT builds a summary risk table using these simulation values, along
with the steps required to complete threat vectors, a list of the participating assets, and a
list of the relevant mitigation mechanisms. The assessment stakeholders will then map that
information to the qualitative likelihood values used within their particular organisation to
assess the consequence of the threat vector succeeding and determine the final risk rating
for that particular threat vector. Once all critical threat vectors have been assessed, this
summary risk table will be populated with a risk assessment for each of the high priority
threats to the system, completing the CEMT process.

24, Achieving Threat-Based Cybersecurity Engineering

The CEMT approach effectively implements the threat-based cybersecurity engineer-
ing concepts outlined earlier in this paper. The CEMT threat model is derived directly from
the system context and can be informed by the Cyber Threat Intelligence function within an
organisation, who can work collaboratively with the modelers to determine the most appro-
priate misuse cases based on known threat actors. Threat emulation teams can be engaged
to help analyse the system design through the lens of those misuse cases, provide valuable
insight into the feasibility of certain attacks, and validate the specific steps that would need
to be taken to complete those attacks, as articulated by the mal-activity diagrams.

Best-practice control frameworks are leveraged to determine the set of controls that
are tied to the specific steps of the threat model, but the controls from those best-practice
frameworks are only incorporated where they are addressing a specific threat-emulation-
validated threat action derived from the threat-intelligence-informed misuse cases.

The overall output of the CEMT approach is a set of mitigating and detecting controls
that can be implemented to manage risk within the system, and a calculated residual risk
based on the implementation state of those mitigating and detecting controls, This achieves
all of the cutputs depicted in Figure 2, with the exception of the recovery controls. The
incorporation of recovery controls into the CEMT approach is an intended extension to the
process, and this is discussed further in Section 4.2 of this paper.

This is all achieved within an assessment methodology based on graphical represen-
tations of the cybersecurity risks in the system, allowing for transparent collaboration
between disparate stakeholders. The underlying structured datasets can also be lever-
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aged, much like model-based system design, to increase the efficiency of the modelling by
improving the reusability, maintainability, and speed of the assessment using automation.

25, F._,ﬁ'iciﬂmy through Aulomation

The ability to increase the efficiency of complex system development is seen as one
of the potential benefits of the model-based systems engineering approach [52], and this
ability to automate in order to minimise the engineering impact of iterative change to the
design is a key component of the application of agile methoeds into system engineering [53].
It is important that the cybersecurity analysis of these complex systems takes advantage of
the potential of automation during model-based risk assessments to ensure that it supports,
rather than becomes a roadblock to, the need for efficient iteration of the system design.
There are three primary methods of automation supported by the CEMT:

*  Automated update of complex drawings and simulations to ensure that changes to
the design or threat environment can be incorporated efficiently into the threat model;

»  Automated model validation to ensure that basic review tasks are automated, allowing
expert reviewers to focus on the actual threat assessment component;

* Automated documentation to ensure that the process of creating enduring design
artefacts is efficient and accurate.

The automation of complex drawings and simulations in the CEMT is achieved
through a combination of bespoke relationship expressions that leverage the capabilities
inherent in the underlying digital engineering tool and purpose-built JavaScript API calls
that extend these inherent capabilities to achieve the desired views in the CEMT.

The first example of this is the development of the attack trees and bow-tie diagrams
in the Risk Assessment phase. While attack trees are not particularly novel and have
been used in security analysis since at least 1994 [54], one of their limitations is that they
are primarily static [13] and are difficult to update once a significant level of complexity
or interconnectedness is reached. The CEMT deliberately uses mal-activity diagrams to
allow the modeler to express the threat vectors in a manner that maximises the efficiency
of inputting the data, but then autematically generates an attack tree using queries of
the structured information within those mal-activity diagrams, which provides the same
information in a format that is significantly easier to review. This allows for changes to be
made to the mal-activity diagram as the system design matures or the threat environment
changes, and the CEMT will automatically keep the attack trees up to date.

This drawing automation is extended through the use of JavaScript APT calls to gener-
ate new diagrams from existing data in the model where the in-built query language does
not sufficiently support the necessary level of automation. The generation of parametric
diagrams and the associated simulations in the Risk Assessment phase is automated in
this way, allowing a modeler to select a threat vector in the attack tree and generate the
simulation in an automated fashion. Similarly, the simulations can be run and the results
saved into the model through the automation macros provided in the CEMT.

One of the limitations of using JavaScript APIin this way is that the generated di-
agrams are not kept up to date when the source data in the mal-activity diagrams are
changed. To address this limitation, the second type of automation—automated model
validation—is also used in the CEMT. This automation leverages the active validation
functionality in the underlying digital engineering software to provide real-time validation
of a model against a defined set of constraints. The CEMT provides several active validation
constraints that will be highlighted to the modeler when one of the diagrams built through
the JavaScript AFT is out-of-date due to a change in the source data, allowing the modeler
to rerun the automation macro to resolve the inconsistency. In addition to this, a number of
active validation constraints are included that provide guidance to the modeler as they are
building out the model to ensure the completeness of the model. This real-time assistance
to the modeler helps to resolve issues as early in the modelling process as possible while
also removing the burden of identifying these errors from a manual peer review team.
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The final type of automation used in the CEMT is automated document generation.
While one of the primary purposes of digital engineering is to move away from document-
based engineering analysis [55-57], there remains a need to provide a snapshot of the model
at particular points in time for the purposes of record-keeping, archiving, and sharing
information with stakeholders who may not have access to digital engineering tools. Using
a system safety engineering analogy, the threat model can be thought of as the cybersecurity
equivalent of the safety case [58], but there is still a practical need for a snapshot of the
threat model much like there is a practical need for a safety case report [59]. To support this,
the CEMT provides an automated export of the output of the threat model into a Microsoft
Word document that summarises the scope of the misuse cases that have been evaluated
and presents the implementation status of the control baseline as well as the results of the
risk assessment on the critical threat vectors. This provides an artefact that can be quickly
and easily generated and regenerated, which can then be distributed into an organisation’s
existing risk governance processes for endorsement and acceptance.

3. Results
3.1. Face Validity Trial Setup

Initial research was conducted on the CEMT to assess the face validity of the proposed
approach. This investigation assessed whether the approach seemed promising to relevant
experts working in cybersecurity evaluations of complicated systems to inform continued
future work on our approach and associated tools. Presentations, tutorials, and workshops
on the CEMT process and the worked example described in Section 2.3 were provided
to many cybersecurity engineers, systems engineers, and project managers across the
communities of a major Australian government department and the Australian power
industry during 2022, Participants were offered the opportunity to complete a short survey
to capture their impressions of the approach with respect to the effectiveness, efficiency,
and expected benefits.

3.2, Face Validity Trial Data Collection and Setup

A total of 20 responses were received (n = 20). Fourteen respondents identified
themselves as having a background as a cybersecurity subject matter expert, with an
average experience of 7.8 years. Sixteen respondents identified themselves as having
worked with cybersecurity risk assessments in some capacity, with an average experience
of 5.5 years,

The breakdown of the organisation type of the respondents consisted of 40% coming
from public sector Defence and 60% coming from private industry. There was also an even
spread of disciplines represented in the survey. A total of 30% of the respondents described
themselves as fulfilling a governance role in the development of cyber-physical systems,
30% identified themselves as fulfilling a management role, 30% identified themselves as
fulfilling a technical specialist role, and 10% responding with other.

However, the survey respondents did see themselves as having a technical dimension
to the main area of expertise, as outlined in Figure 11. A total of 70% of those surveyed
identified their main area of expertise as either IT/Computing or engineering, with only
10 per cent selecting management as their main area of expertise. Figure 12 highlights the
spread of expected roles in the CEMT process amongst the survey responses. These results
showed a reasonable spread between the different roles, with no one role dominating
the responses.

Owverall, the demographics of the survey respondents were balanced between different
specialisations within the process of cybersecurity risk assessments. The survey participants
had a strong level of experience in cybersecurity, both generally and in terms of risk
assessment. The bias towards a technical engineering /IT background is to be expected as
the respondents were selected from attendees at professional presentations and conference
tutorials in the development of complex cyber-physical systems, which would naturally
select participants with that type of background experience. Ultimately, this cohort presents
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a reasomable foundation from which to draw conclusions about the face validity of the
CEMT process.

Other
Operations
Engineering

Management

0 1 3 & 5 [+ ' 8 10

Figure 11. Responses to the question: “What is your main area of expertise?” Bars indicate the
number of respondents, out of the 20 respondents, that provided that particular response.
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Peer Reviewer (Cyber Expertise)
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Systemn Designer / Technical Lead
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Figure 12, Responses to the question: “What option best describes your expected role in a cyberwor-
thiness assessment process?” Bars indicate the number of respondents, out of the 20 respondents,
that provided that particular response.

The survey responses are included in Table 1, with the summary results graphed
in Figure 13. The responses were broadly positive, with most responses supporting the
expected benefits of a cyber assessment using the CEMT,

These results generally support the claims that the approach can produce contextually
relevant, collaborative assessments that provide an improved understanding of a system’s
cyberworthiness. However, they also show concerns about the difficulty of producing
the assessment, its overall accuracy, and the model’s ability to address cyberworthiness.
Nevertheless, the overall response to the approach in the survey was positive, with 75%
of respondents giving the approach an overall rating of either excellent or very good, as
depicted in Figure 14,

These face validity findings are not being used as scientific evidence to confirm
the technical validity of the approach, but rather as an indicator of the expected bene-
fits of the approach, informing the appropriateness of future research to fully trial its
technical validity.
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Table 1. Responses to the survey questions. Table cells indicate the percentage (%) of the 20 respon-
dents that selected the particular response to each question.

. Strongly . Strongly
Survey Question Disagree Disagree Meutral Agree

The CEMT produces risk assessments that are tailored to the

Q1 context in which the system operates 0 0 15 50 3
Cyberworthiness assessments are simple to produce using

Qe CEMT 3 0 40 35 20

Q3 The CEMT is an effective use of time 0 0 30 25 45

04 The CEMT process is intuitive ] 5 25 45 25
The CEMT encourages stakeholders to work collaboratively

@ to determine the residual risk level 0 0 10 3 %
The CEMT clearly identifies which security controls are

Q6 important to the system 0 0 2 3 4
The CEMT produces transparent

Q7 cyberworthiness assessments 0 . 10 40 45
The CEMT facilitates informed decision making with respect

Q8 to the identified cybersecurity risks 0 0 > 0 ®
The CEMT preduces cyberworthiness assessments that have

Q9 ongoing value through the future phases of the capability ] n 10 40 50
life cycle
The CEMT would improve my understanding of the

(8]11] eyl orthiness of a system 0 0 10 20 70
The CEMT produces accurate assessments of a system’s

on ¥t orthiness ] 10 20 35 35
The CEMT facilitates the engagement of stakeholders and

M2 the provision of meaningful input from those stakeholders 0 0 20 40 40
into a cyberworthiness assessment
The cyberworthiness assessments produced by the CEMT

Qi3 are sufficiently detailed 0 > 20 3 45
The CEMT identifies the relative impact of security controls

Qi with respect to the cyberworthiness of the system 0 2 15 40 4
The CEMT is not overly dependent on the subjective

Q15 opinion of subject matter experts 0 0 0 0 2
The CEMT provides sufficient information to allow decision

Q16 makers to be accountable for their decisions 0 10 15 3 40

Q17 The CEMT clearly highlights the areas of greatest cyber risk 0 0 15 15 50
to the system

Q18 The CEMT adds value to a system and /or project 0 0 a 35 o
The CEMT provides a complete and comprehensive

Q19 approach to determining cyberworthiness 5 10 10 50 2
The CEMT is an improvement over existing

Q20 cyberworthiness assessment processes 0 2 10 20 6o
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Figure 13. Summary results of the CEMT face validity survey. Bars indicate the number of respon-
dents, out of the 20 respondents, that provided that particular response.
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Figure 14. Overall rating of the threat-based cybersecurity engineering approach using the CEMT,
based on responses to the face validity survey. Number in each pie segment indicates the number of
respondents, out of the 20 respondents, that provided that particular response.
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4. Discussion

The CEMT was able to meet most of the expectations of the surveyed users concern-
ing outcomes, where they broadly welcome threat-based cybersecurity engineering using
graph-based approaches for cybersecurity analysis created using model-based systems en-
gineering techniques. The tool promises a repeatable and consistent method for producing
(1) abuse case graphs, referred to as misuse case diagrams in the CEMT, and (2) insecurity
flow graphs, referred to as mal-activity diagrams in the CEMT, which contain the necessary
model-based attributes that allow for the dynamic generation of data views. Surveyed
users welcomed the feature for static graph techniques such as attack trees to be generated
in real-time to help ensure alignment between the attack trees and insecurity flow graphs
and to simplify the maintenance of these complementary approaches.

The CEMT also provides a promising framework for prioritising the importance of
different mitigation techniques by explicitly tracing mitigation technigques to threat vectors
and then tying those threat vectors to a quantitative analysis of the risk likelihood. This
feature aims to allow cyber analysts to rapidly reassess different configurations of the
design that have different mitigation implementation states and recalculate the likelihood
of critical threat vectors. A secondary advantage of using common model-based systems
engineering tools as the basis of the CEMT is that it can also be integrated into design
models of a system that has been developed using these model-based approaches.

There are still some limitations of the CEMT that were highlighted in the validity
workshops and when compared to the generic threat-based cybersecurity engineering
model presented at the start of this paper. While the mitigating and detecting controls were
a clear output of the CEMT alongside the residual risk ratings, the tool does not currently
derive recovery controls, Deriving these controls within the toolkit is an avenue for future
development of the tool and could likely be achieved by creating a set of activity diagrams
that address recovery from the identified high-risk threat vectors. These diagrams would
articulate a set of actions an operations team would need to take to recover the system in
the event of that risk being realised, and the recovery controls that would make the team’s
efforts possible or more effective would be traced to each step in that recovery process. The
level of implementation of these controls could then mitigate the consequence of the risk, as
the ability and responsiveness of a recovery action would directly mitigate the consequence
of a risk being realised.

The results of our face validity trial into the CEMT show promise for the ability of
the toolkit to meet the needs of assessing the cyberworthiness of a system using a threat-
based cybersecurity engineering approach. The overall rating of the approach amongst the
respondents was overwhelmingly positive, with 40% of responses rating it as excellent and
a further 35% rating it as very good.

The surveys also confirmed that the respondents believed that the CEMT could address
the three primary challenges that the current compliance-based risk assessments face, that
is:

*  Appropriateness of the assessed controls to the system being assessed, as demonstrated
by the responses to Question 1;

#  Prioritisation of controls, as demonstrated by the responses to Questions 6 and 14;
Ability for non-expert decision makers to understand the assessment, as demonstrated

by Questions 7, 8, and 17.

The existing compliance-based assessments such as the Australian Government PSPF [1]
and NIST RMF [2] provide a consistent list of best-practice controls that are applied against
a system regardless of its operating environment, while the threat-based approach of the
CEMT starts from the system context and its operational environment to identify threat
vectors and then link best-practice security controls that are relevant to those threat vectors.
The developed methodology inherently constrains the scope of control assessments to the
context of the system being assessed.

As these controls are then explicitly traced to the threat vectors, the importance of
controls can be analysed based on the number of threat vectors that each control mitigates
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as well as the criticality of those threat vectors in terms of the likelihood of the threat vector
being successful and the consequence of the impact of the threat vector. This architectural
view provides a basis for having informed discussions with decision makers as to the
importance of implementing a particular control, or not.

These discussions with decision makers are further supported by the CEMT due to
its graphical nature and explicit modelling, Analysts produce step-by-step flowcharts of
each possible threat vector, and control effectiveness is described in terms of reducing the
likelihood of a single step being performed by an attacker. This provides a lattice for robust
conversations around assumptions and exclusions in the modelling, removing much of the
opaque expert judgement inherent in high-level cyber risk assessments.

The results of the face validity survey also confirmed that some concerns around the
CEMT approach remain, particularly in terms of the simplicity to produce and the overall
efficiency of the project. While significant steps were made between the early prototypes
and the CEMT in terms of usability and simplicity, the survey responses indicate that at
least some concern remains about these facets of the CEMT approach.

4.1. Significance

In 2015, Nguyen et al. [60] provided a comprehensive review of the literature asso-
ciated with using model-based techniques for the security assessment of cyber-physical
systems. This state of research was revisited by Geissman and Bodden [61] in 2020. They
found several approaches and methodologies in the literature that leveraged model-based
techniques including SysML-based approaches to address the security assessment of com-
plex cyber-physical systems.

Many of these existing approaches such as the cyber security requirements methodol-
ogy (CSEM) [62] and Larsen et al. [63] are focused on the definition of security requirements
and provide a methodology for managing the implementation of those security require-
ments through the systems design life cycle. Our CEMT approach distinguishes itself from
these approaches by being explicitly threat focused, and uses this threat analysis to derive
the relevant security properties within the system.

Several other methodologies including SAVE |64], Navas et al. [65], and Geissman
etal. [66] are also threat focused and utilise similar threat modelling techniques such as
misuse cases to the CEMT. However, these approaches provide a high-level threat model
that interacts with a detailed white-box model of the system. The CEMT extends the misuse
case approach with detailed mal-activity diagrams that create a white-box threat model that
interacts with either a black-box or white-box system model. This feature enables modellers
to create detailed threat models to explain the cybersecurity threat to non-cybersecurity
experts including non-technical decision makers.

Some emerging methodologies such as MBSESec [67] also provide more detailed
modelling of adversary behaviour in the form of activity diagrams. However, the novelty
provided by the CEMT in comparison to these lies in the explicit control traceability to
the detailed threat model and the use of specific SysML profiles that support the rapid
creation of summary visualisations such as attack trees and bow-tie diagrams. While this
traceability and visualisation does not necessarily produce a better or more accurate threat
model, it does enhance the ability of non-specialists to interact with and critically review
the threat model to make more informed risk decisions.

The threat focus of the CEMT is also the primary point of difference between it and
the other existing extension profiles that address security assessments in model-based lan-
guages. For example, UAF [68], UMLSec [69], and SysML-Sec [70] all provide taxonomies
and extension profiles that focus on the allocation of security requirements and the linkages
of assets, vulnerabilities, and mitigations, The primary point of difference in the CEMT is
that security requirements are derived from the threat modelling process itself, and that the
allocation of mitigations to assets is explicitly performed via common relationships to the
threat model.
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To illustrate the significance of the CEMT approach, five key attributes that contribute

to a comprehensive cyberworthiness evaluation were defined:

Extended Model-Based Taxonomy—an extension of an open model-based systems
engineering language such as UML or SysML; this is provided to facilitate a model-
based approach;

Threat Focused—the threats to the system, rather than a best-practice control baseline
or asset hierarchy, is used as the focal point of the assessment;

Detailed Adversary Modelling—the actions of the adversary are modelled in detail,
facilitating a precise discussion and review of any threat analysis;

Visualisation and Simulation of Threat—detailed adversary modelling is expressed in
simplified graphs such as attack trees, and branches of those graphs can be simulated
quantitatively;

Explicit Traceability to Threats—derived security controls are directly traceable to
adversary actions, facilitating discussion and review of the importance of each control
in terms of the malicious action it mitigates.

Table 2 provides a summary comparison of these published model-based security

assessment frameworks to the CEMT across these five key attributes. Figure 15 provides a
visual depiction of the level to which these five key attributes are served by these existing
frameworks, with green representing those attributes that are well-served by existing
techniques, yellow indicating attributes that are served by some of the existing techniques,
and red indicating those attributes that are not currently found in existing technigques.

Table 2. Comparison of model-based security assessments along five key attributes.

. Extended . .. Explicit
Adeciducin Aggainsh Modehbued Ll P medling ) Simviatonof Thiess  MSebility o
1 CSRM [62] v N N N N
2 Larsen et al. [63] v N N N N
3 SAVE [64] v v M M M
4 Mavas et al. [65] ki ki N N N
5 Geissman et al. [66] ¥ ¥ N N N
[} MEBSESec [67] A A A N N
7 UAF [68] A N N N N
B UMILSec [69] v N N N N
9 SysML-Sec [70] ¥ M M M M
10 CEMT ¥ ¥ ¥ ¥ ¥
ExpuiciT
TRACEABILITY TO
THREATS
DeTaILED VisuaLisaTion
ADVERSARY & SimuLaTioN
MoDELLING OF THREATS
ExTENDED T
MoDEL-BASED FO';TE:TD
TaxonomY

Figure 15, Significance of the CEMT approach across five key attributes of model-based security
AsHESEMENts,
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4.2, Future Work

While the results to date have been promising, there are still a number of avenues for
future work, which can be broadly grouped into further refinement of the toolkit, further
expansion of the toolkit, and further case study trial implementation of the toolkit,

Refinement of the toolkit involves continuing to address the latest concerns around
usability, simplicity, and efficiency. This refinement could be achieved by developing
further automation within the toolkit to increase the user experience of creating models,
producing additional training materials to help with the initial learning process or through
the development of reusable libraries of common threat vectors, similar to the generic case
study examples.

Expansion of the toolkit could involve the development of new modelling steps or
diagram views to increase the effectiveness of the toolkit. This effort would likely include
the expansion of the toolkit to address recovery from a successful cyber-attack through
the development of response activity diagrams from which are derived a set of relevant
recovery controls. It could also include the development of additional summary diagrams
to aid in the explanation of the cyber risk to different audiences.

The primary future work, however, is through further implementation of the CEMT
approach. The face validity trials provide a view of the expected benefits of the toolkit,
but to assess the overall technical validity of the approach, further implementation on
real-world systems must be completed and evaluated. These implementation trials are
currently underway, with scope for wider trials and research into other industries and
countries. We look forward to reporting on the results once the initial trials are complete.

5. Conclusions

The CEMT provides an example of a model-based technique that can support decision
making around the acceptability of cybersecurity risk in complicated engineered systems.
The cybersecurity assessment methodology is unique in utilising model-based systems
engineering techniques to develop a detailed threat model of adversary behaviour that
defines explicit traceability between controls and threats and provides a visualisation and
simulation of any resultant risks. We have provided preliminary results based on a face
validity trial that confirms that there is significant potential for the methodology and toolkit
to positively impact the effectiveness of this decision-making process. This face validity
has enabled detailed implementation trials to proceed. The widespread availability of the
CEMT and its face validity should enable organisations beyond the Australian microcosm
to trial this framework and toolset: we welcome wider use and feedback to keep ahead of
the advanced persistent threat,
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Abstract—Cyberworthiness, as it 1s termed 1n Australian Defence, 1s a necessary feature of modern complex systems that
are required to operate in a hostile cyber environment. To evaluate the cyberworthiness of complex systems or system-
of-systems, the researchers developed a Cyber Evaluation and Management Toolkit (CEMT) which leverages model-
based systems engineering techniques to examine a cyber-physical system’s vulnerability to, and nisk of, cyber-attacks.
This assessment method addresses the cyber attack surface and threat kill chains, including supply chains and supporting
infrastructure. Our previous research developing the CEMT 15 summarised and the research results of an implementation
trial on a naval capability are presented. CEMT 1s novel to other similar assessment approaches articulated in the literature
research by being threat-led and using visualisations tailored to inform decision-makers without specific cyber expertise.
The results of the research trial are promising and provide strong justification for the continued application of the CEMT
when evaluating and assessing the cyberworthiness of complex cyber-physical systems.

Keywords—Cyberworthiness, Cybersecurity, Model-Based Systems Engineering, Complex Cyber-Physical Systems,
Case Study, Operational Evaluation

1 INTRODUCTION

Cyberworthiness 15 a term cotned within the Australia Department of Defence (DoD) [1] and 15 “a measure aof a
capabilitv’s suitability to operate in its intended environment,” [2] where that intended environment includes a
contested cyber domain. The intent of cyberworthiness is broadly aligned with cyber resiliency [3] and cyber
survivability [4], which are more commonly used within the National Institute of Standards and Technology (NIST)
family of cybersecurity standards. However, the deliberate decision to invoke the concepts of “worthiness® with the
cyberworthiness term leverages the history of existing regulatory systems such as airworthiness [5, 6], seaworthiness [7]
and landworthiness [8], which focus on a capability™s suitability to safely and effectively operate in the traditional air,
sea or land domains.

A claim of worthiness requires that the approach to decision making, not just the decision tself, 15 sound. As outlined mn
the Principles for Governance of Seaworthiness from the Defence Seaworthiness Management System Manual [9]:

“2.10 The seaworthiness governance principles require that seaworthiness decisions are made:

a. mindfully — decisions are more gffective and less likely fo have uninfended consequences when they are made with a
thorough understanding of the confext. the required outcome, the options available, and their implications now and in the
Juture

b. collaboratively — obtaining input from all stakeholders and engaging in joint problem-solving results in better decisions
(bearing in mind that collaboration does not necessarily require consensus)

c. accountably — decisions only become effective when people take accountability for making them happen

d. transparently — decisions are more gffective when everyone understands what has been decided and why. ™ [8] (p.33)

Applving these same principles to the cyber domain, a claim of cyberworthiness therefore requires that decision-makers
have a clear understanding of the nisk that they are accepting, and that the evidence justifying those decisions 1s clearly
identifiable and traceable to the decision. Such provisions help ensure vicarious liability would be extended to certifiers
in the event new cyber-threats result in safety consequences.

Cyberworthiness is a departure from the traditional approach to assessing cybersecurity risk within the Australian DoD.
Thus traditional approach follows the six-step process of the Information Security Manual (ISM), which selects and
implements cybersecurity controls from the ISM, assesses their effectiveness and authorises a residual nisk based on the
effective implementation of those controls [2]. While this 1sn’t strictly a compliance-based approach, the nisk
assessment is often based on the level to which compliance is achieved against the ISM control baseline — an audit
against the control baseline 15 undertaken, and anv controls that are not effectively implemented contribute to the
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qualitative residual risk level that 1s assessed. This audit-focused approach 1s not readily conducive to the
cyberworthiness principles outlined above, necessitating a new approach to assess cyberworthiness risk.

This demand signal for a new way of assessing risk 1sn’t unique to Avstralia. The US Department of Navy (DON) has
also identified that a new approach to cybersecurity is required for their systems:

“The DON needs a new approach to cybersecurity that goes beyond compliance because our over-reliance on compliance has
resulted in insecure systems, which jeopardize the missions these sysiems support. Instead of a compliance mindset, the
DON will shift to Cyber Ready, where the right fo operate is earned and managed every day. The DON will make this
transition by adhering fo an operationally relevant, threat-informed process that afjordably reduces risk and produces
capabilifies that remain secure after they have been delivered at speed.” [10] (p. 7)

A modern approach that 1s threat-informed and provides more effective nisk assessments due to 1ts focus on the
operationally relevant risks is clearly desired.

The efficiency of any new approach 1s also paramount. The recent audit of the Australian DoD by the Australian
National Audit Office (ANAQ) identified that “the volume of Defence ICT systems outweighs available resources for
assessment and authorisation activities™ [2] (p. 82). This was particularly bad for Navy systems, where less than 1 per
cent of Navy-owned ICT and embedded svstems (Le. operational technology) of maritime material and support systems
had been assessed and authorised [2] (p. 56). Given the scope of the problem, an inefficient methodology 15 not gomng to
be able to resolve the extant issues.

This efficiency 1s likely to only be reached through reusability and consistency of the assessment and assurance
activities between stmilar svstems. A new approach that requires a bespoke threat model to be generated for each
system 15 unlikely to reach the efficiency required to adequately deal with the vast number of systems that require
assessment. It 1s therefore key to ensure that the work performed using any new approach addresses the need to leverage

Our earlier research [12] articulated how model-based security assessment approaches are ideally positioned to address
this demand for a more efficient and effective methodology for the assessment of cyberworthiness. The developmental
research defined five key attributes that contribute to a comprehensive cyberworthiness evaluation using model-based
security assessments, namely:

1. Extended Model-based Taxonomy — an extension of an open model-based systems engmeering language, such as UML
or SysML, to facilitate a model-based approach.

2. Threat Focused —the threats to the systemn, rather than a best-practice control baseline or asset ierarchy, 15 used as the focal
point of the assessment.

3. Detailed Adversary Modelling — the actions of the adversary are modelled i detal, facihitating a precise discussion and
review of any threat analysis.

4. Visualisation and Simulation of Threat — detailed adversary modelling is expressed in simplified sraphs, such as attack
trees, and branches of those graphs can be simulated quantitatively.

5. Explicit Traceability to Threats — dertved secunity controls are directly traceable to adversary actions, facilitating discussion
and review of the importance of each control i terms of the malicious action 1t mitigates

2 LITERATURE

A summary of the degree to which the existing research literature of model-based security assessment approaches address
these five key attributes 1s shown in Table 1. This table is updated from our earlier work to cover recent advances in the
field, specifically the extension of Larsen et al. [16] to include explicit traceability between security controls and threats,
as well as the translation of the popular System-Theoretic Process Analyvsis for Security (STPA-Sec) approach [24] mto a
model-based security assessment [25]. Following these updates, there remains no other published approach that addresses
all five of these key attributes.
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Table 1. Feature Presence Comparizon of model-based security assessments along five key attributes

Extended Detailed  Explicit  Visualisati
Model-based Security ®C  Threat pel  yimnansaron

Assessment Approach h?ii;i::;d Focused ﬁﬁ;‘g T::;e;:uebii.:y &nf;_iaull:inn
1 CS5REMI13] YES NO WO NO NO
2  Larsen et al [15] [16] YES YES NO YES NG
3 SAVE[17] YES YES NO NO NO
4 Nawvas et al. [18] YES YES WO NO NO
53 (Geissman et al [19] YES YES WO MO NO
6 MBEBSESec [20] YES YES YES NO NO
7 UAF[21] YES NO NO NO NO
8 LIMLSec [22] YES NO NO NO NO
9 SysML-5ec [13] YES NO NO MO NO
10 STPA-5ecin MBSE [25] YES NO WO NO NO

Most of these model-based security assessment approaches are published in the literature using anthor-defined examples,
with the peer review process serving as the primary validation of the approach. Several of these approaches, specifically
SAVE [17], MBSESec [20] and the recent publication by Larsen et al. [16] use face-validity trials based on participant
surveys following case study implementations to validate the efficacy of those approaches. While STPA-Sec itself has
had a significant body of research validating its use in the field [26], these trials use the underlying STPA-Sec technique,

rather than the translation of that technique into a model-based approach [25].

This absence of published work-based studies into the implementation of these model-based security assessment
approaches represents a gap in the overall literature. Applied field studies will help vs understand and validate the
efficiency and effectiveness of the approaches under real-world conditions and provide a better foundation for evaluating
the real-world user satisfaction with such approaches.

To address this gap, our research questions for this investigation were:
1. How effective is our developed model-based security assessment approach at assessing the cyberworthiness of a
real-world cyber-physical system?
2. How efficient 15 our developed model-based secunty assessment approach at assessing the cyberworthiness of a
real-world cyber-physical system?
3. How well does our developed model-based securty assessment approach inform decision-makers of the key risks
associated with the real-world cyber-physical system?
3 METHODOLOGY

Bulding on our early aims [11] and over six years of research on best-practice in this field, we developed an approach
for leveraging model-based systems engineering techniques to perform threat-informed risk assessments called the Cyber
Evaluation and Management Toolkit (CEMT) [12]. The aim was to meet all five of the identified key attributes that
contribute to a comprehensive cyberworthiness evaluation using model-based security assessments. As detaled m our
earlier work, and on the CEMT website [13], the toolkit facilitates the following steps:

1. Idemhfication of misuse cases, which are the lugh-level threats to the system under assessment.

2. Articulation of “mal-activity” diagrams_ which detal the steps an adversary would need to take to compromise the system
under assessment.

3. Dermvation of a secunity control baseline, based on the mutigations that could be applied at each node of the mal-activity
diagram to reduce the nsk of compromuse.

4. Production of “attack trees,” which summanse the adversary attack surface and identification of threat vectors mio the
system under assessment.

5. Selection of critical threat vectors, using qualitative assessment techniques and stakeholder engagement to prioritize the
branches of the artack tree.
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6. Quantitative assessment of key risks, by assigning  imitial probabilities to each critical threat vector and assigning cottrol
effectiveness values to each of the comtrols sets at each step m the nsk’s kill chan mformed approprately by threat-
mtelligence.

7. Mapping quantitatrve stmulation results and translating the results of the mumerical simulation into qualitative likelithood
bands which are combined with a consequence rating to determine mherent nisk.

8. Proposing additonal mitigations agamst each of the highest nsks sensible to their context and then re-simulating to estrmate
the rezidual nsk following implementation of those additional mitigations.
Following the development of the CEMT, a face-validity investigation was conducted to assess the suitability of the
toolkit for evaluating the cyberworthiness of complex systems [12]. This investigation involved providing presentations
and demonstrations of the toolkit to subject matter experts and surveying them on their imitial impressions. The results
of this survey were promising and provided strong justification for proceeding to field research of the toolkat.

Since this earlier work, the CEMT has been applied to a naval platform to support the assessment and authorisation of
that capability [2]. This research trial was performed between March 2024 and November 2024, to assess the cyber nisk,
current controls and mitigation strategies of a capability. Stakeholders in this implementation trial were given the same
survey used in the face-validity trials to evaluate the effectiveness, efficiency and user satisfaction with the CEMT as a
tool for assessing the cyber-worthiness of a complex cyber-phvsical mission system [12].

The survev asked questions about the CEMT methodology itself, the quality of the outputs from the process, the impact
those outputs can have on the decision-making process and the level to which 1t supports continuous assurance in an
evergreen environment. Respondents were also asked to provide their overall impression of the approach taken durnng
the implementation trial. The survey was distnibuted to all stakeholders in the trial, including the security assessors
performing the threat modelling, cybersecurity experts and svstem designers that were involved in the peer review of
the assessment, and decision-makers who were ultimately responsible for acting on the results of the assessment.

The field research trial ran for nine months and included the entire CEMT process, from identifying misuse cases and
articulating mal-activity diagrams to generating attack trees and simulating risk assessments. This research tnial was the
first time the CEMT was applied on a large, complex system and because of this several improvements and
enhancements were made to the CEMT during the implementation trial to allow the tool to scale more effectively. These
represent additional extensions from the previously published CEMT capabilities, but they were part of the CEMT,
namely its adaptability, that was evaluated through the survey process. Those upgrades, and the implementation
challenges that drove them, are articulated in the following section.

4  IMPLEMENTATION CHALLENGES
4.1  SCALING DIFFICULTIES

The first challenge that was faced during the implementation of the CEMT on a complex, real-world system was the
need to streamline the development of the threat model through both internal and external reuse. The previously
published CEMT capahbility required a threat model to be developed that articulated the steps an attacker would need to
take to compromise the system, and then those steps to be linked to both the assets that are impacted by that threat step,
and the controls that could mitigate that step.

This was acceptable on a small sample system, but when applied to a large, complex system the time taken to link each
asset to each threat step individually was cumbersome and time consuming, of the order of hundreds of thousands of
links. To address this, an asset group stereotype was added to the CEMT, which can be used to group assets based on
modeler-defined attributes of the assets. As an example, an asset group of “Has USE Ports’ can be created and linked to
threat model steps that are performed against assets with USB ports. Where multiple asset groups are linked to single
threat steps, the asset needs to be in all groups for 1t to be considered as affected by that threat step. As assets are added
to the model for a particular system, they can be allocated into asset groups based on their attributes, and this creates an
indirect relationship to the threat steps via the asset groups. Figure 1 and Figure 2 outline the difference in the legacy
approach which directly linked assets (Figure 1) and the updated approach which uses asset groups (Figure 2).
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The additional benefit of having the threat model linked to conceptual asset groups rather than being directly linked to
system-specific assets 1s that the misuse cases and mal-activity diagrams are now portable between different
assessments on different systems. This new feature means that reusable, generic threat sets can be developed that
include both the control sets and the asset groups as a centralised library within an orgamsation or industry. To apply
these threats to new systems, the generic threat set can be imported into a model and the assets of that specific system
linked into the relevant asset groups that come with the generic threat set. This allows for misuse cases to be centrally
managed and allocated down to systems, greatly increasing the reusability of CEMT-developed threat models.

As an example, a generic threat set for network penetration attacks can be developed under a single misuse case which
contains mal-activity diagrams that align to the tactics and techniques of the MITRE ATT&CK Framework [27]. The
threat steps 1n these mal-activity diagrams can then be linked to system-agnostic asset groups and security controls
drawn from both the MITRE ATT&CK Framework, and other control frameworks such as the ITSM [28] and NIST 800-
53 [29]. This creates a portable generic threat set for a Network Penetration misuse case, that contains the traceability
between an attack tree and best-practice mitigations, which can be imported into any system to whach this threat set 1s
applicable. The asset hierarchy for that new system can be modelled and those assets can be allocated to the asset groups
from the generic threat set based on their attributes, such as whether they are network connected, or have USB ports.
This approach will indirectly link the assets into the generic threat set based on the direct asset group relationships, and a
threat-informed control baseline will be dentved for network penetration attacks against the system being assessed.
Furthermore this approach allows for a flexible first-principles approach to be used to develop bespoke or advanced
threat sets on a system-by-svstem basis, while allowing for those common or generic threat sets to be easily reused and
reapplied across similar systems.

The system assessed during the implementation trial produced a threat model with over 200,000 different branches on
the attack tree and hundreds of individual assets, which overwhelmed the ability to manually and exhaustively perform
a qualitative assessment across the entire attack tree to determine which threat vectors should be quantitatively assessed
and which mitigations were most critical. Consequently, the CEMT was updated with the ability to provide an
automated assessment of the relative importance of mitigation and detection controls using a combination of the
prevalence of the control on the attack tree and the criticality of the asset on which the control was implemented. The
algorithm used to create this relative importance (1,.) 15 provided in equation (1):

n.l'
[ = 100
* (;MAX'I:HI. Mgy eeey n_]..') ) ‘ (l}

Where n,. represents the number of umique aftack tree branches the security control 1s mutigating in the threat model and
v represents the number of unique security controls in the model. Therefore .. represents the relative importance of the
control based on the breadth of the applicability of the control across the attack surface, normalised to the control with
the highest breadth of applicability.

4.2  RISK CATEGORISATION AND MODULARISATION

The large attack tree also led to many threat vectors being identified for quantitative assessment. In the previous
versions of the CEMT, these risks were simply categorised by the misuse cases from which they start, but with a larger
number of risks being identified, a more hierarchical categonsation method was required. The CEMT was updated to
align with the “Mission, Attack and Variant structure’ used by the US DoD in their Cyber Table-Top guide [30].
Missions represent the goal of the adversary attempting to compromise the system, and 1s usually expressed as the denial
or degradation of critical functionality. Attacks are subordinate to the Missions and represent attacks on specific
components or subsystems which contribute to the function the mission 1s trying to impact. Fially, Fariants are the
different ways in which the Attack could be carried out and have a direct relationship with a branch of the attack tree.
This creates a tree hierarchy that effectively categorises each of the indrvidual risks into groups of stmilar threat vectors.

The individual risks then become slight vanations of each other, and 1t was noticed during the implementation trial that
this led to a significant amount of duplication in the quantitative risk assessments. To resolve this 1ssue, the CEMT was
updated to make better use of the object-oniented nature of the model-based systems engineering tool by introducing
‘risk modules,” which are segments of the affack tree which can be combined to make the overall parametric risk
diagram. This change moves the control effectiveness determination into a reusable module that can be imported into
each parametric risk simulation, reducing the duplication and eliminating the risk of misalignment. This refactoring of
the approach to risk calculation necessitated a change in the way the detection probability was calculated in the
parametric stmulations. The previous approach was to calculate the probability of detection at each node individually
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and then do probability addition once all detection probabilities had been calculated, as described in our previous
research [12]. In contrast, the new modularised risk approach necessitated an alternative algonithm which calculates the
runting total of the detection probability up to that point in the threat path so that 1t could be carried through the chamn of
risk modules. This algonithm 15 explained in equation (2):

Px‘p = Pi'.x'—l)ﬂ + Pixp (2}

Where P, 1s the cumulative detection probability after x steps in the threat vector, and p,, 15 the probability that an
attack that has not previously been detected 1s detected at the xth step in the threat vector. Py, the initial value for this
cumulative detection probability, 1s defined as zero per cent.

Equation (3) shows that p,., 1s calculated by multiplying the probability that an attack had not been detected prior to this
node Pp,._yy,,. the probability the attack reached this node P, the percentage of attempted attacks that would be
detected by the implemented controls for this node E,, and the percentage of potential detections that would not be
avoided by the attacker 4,

3
Pap = Pla-1)yp X Fep X Exp X Axp ®

E., and A, are user-defined vanables set during the modelling process using expert judgement or historical data. P, 1s
calculated using the exasting algorithm for calculating residual probability at each node, as described 1 our previous
work [12]. The probability that an attack has not been detected after node x 1s calculated using equation (4) below:

4
Fewp = Pla—1iyp % Bp X [1- (E-I'D X Ayp }] ®

Poyp- the initial value for this progressive probability that an attack has not been detected 1s defined as 100%. This new
algorithm allows the detection probability calculation to be chamned together, which simplifies the diagrams for
connecting the new modularised parametric risk diagrams together.

The application of the CEMT on a real-world implementation also identified that while the CEMT was able to be
updated to address changes to the threat environment or to the system design over time, there was also a need to
simultaneously assess multiple threat environments and multiple design vanants.

43  THEEAT ENVIRONMENT VARIATIONS

The implementation trial was performed on a naval capability, and the threat environment for a warship 1s markedly
different when 1t 15 1 harbour and when 1t 1s at sea. As a contrived example, the likelihood of a malicious actor walking
onto the ship as the start of an attack 1s very different when the ship 15 alongside or in maintenance than when 1t 1s at sea;
however, the threat model needs to be able to address all states and modes of the system simultaneously to make a
comprehensive assessment. To address such use cases, the concept of an *Operation” was introduced to the CEMT,
which allows risks to be re-instantiated and re-simulated with different initial probabilities. These re-simulations are
saved alongside the baseline assessment and can be used to articulate how the risk changes when the svstem performs
different actions or i1s operating in a particular state or mode.

The ability to handle design variants was also identified as a desirable addition to the CEMT during the implementation
trial. Specifically on naval capabilities, there are often multiple ships 1 a single class of shup, but each of those
individual ships has shightly different design baselines due to the time-phased deployment patterns of updates, uplifis
and upgrades to the ships within the class. While each design variant could have been assessed as a separate CEMT
model, the CEMT was updated during the research field trial to include support for *Platforms,” which are mstances of
the svstem under test that can be associated with a subset of the risks in the threat model. This addition allows a modeler
to create an asset hierarchy that 1s a superset of each design vanant, build risks based on a valid collection of assets and
then allocate only the relevant risks to each platform. This approach allows for maximum reuse of the threat model,
while still incorporating the minor differences between ships of the same class.

5 FINDINGS

As described in Section 3, following the completion of the research field trial a survey was distributed to all
participating stakeholders to solicit their feedback on the use of the CEMT in the implementation trial. The respondents
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were asked to provide answers to 41 specific questions on a five-point Likert scale. Questions 1 to 11 focused on the
primary attributes of the CEMT methodology, questions 12 to 23 focused on the output produced by the CEMT during
the implementation trial, questions 24 to 31 focused on the ability for the CEMT and 1ts outputs to support decision-
making, questions 32 to 36 focused on the ability for a CEMT-based assessment to support the evergreen continuous
assurance of the system, and questions 37 to 41 focused on the overall impressions of the CEMT.

The demographics of responses were primarily technical specialists with a background in the development of cyber-
phyysical systems. A total of 32 responses to the survey were recerved (n = 32), 18 of which said they were from
Defence, nine from Tndustry and five from Government. The majonity of responses stated that their relationship to the
development of cyber-physical systems was as a Technical Specialist (20), followed by Governance (7), Management
(4) and Other (1). 25 respondents 1dentified themselves as cybersecunty experts, with experience ranging from one year
of experience to 25 years of experience, with a mean of 6.78 vears. The primary expertise of the participants included IT
/ Computing (14), Engineering (13), Operations (3) and Management (2). There was participation from all key roles in
the CEMT process, including Assessor / Modeller (6), Svstem Designer / Technical Lead (4), Peer Reviewer - Non-
Cyber Expertise (5), Peer Review - Cvber Expertise (15) and Decision Maker (2).

Figure 3 provides the results of the overarching opinion of the respondents to the CEMT process as a whole. 62.5% of
respondents provided an overall rating of Excellent or Very Good to the CEMT as a cyberworthiness assessment
methodology, and just over §5% indicated that they Strongly Agree or Agree that the CEMT is an appropriate technique
for assessing the cyberworthiness of systems they work on. Approximately 30% of respondents provided neutral
response to these questions, which may indicate an unwillingness to commit to a strong position on these overarching
conclusions after participating i a single research trial.

OVERALL RATING Q41: APPROPRIATE CYBERWORTHINESS TECHNIQUE

SR
S

o

Figure 3. Appropriateness and Owverall Rating

The detailed results of the survey are shown in Figure 4 and Figure 5.
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The detailed results show a generally favourable evaluation of the CEMT, with positive responses outweighing the
negative responses for every question in the survey. There are some notable outliers, where there were more than two
respondents who provided a disagreeable response to the question. These include:

s Q3: “Cyberworthiness assessments are simple fo produce using the CEMT™ and
*  QL0: “The CEMT is not averly dependent on the subjective opinion af subject matter experts.”

The demographic breakdown for the responses to Q3 15 worth examining more closely, as not all respondents were
involved 1n the production of the cyberworthiness assessment using the CEMT and so their direct experience on which
to base a judgement as to the simplicity of production 1s varied. As noted earlier, of the 32 respondents only six
identified their role in the assessment as a “Assessor / Modeller” and this was the only role that actively produced the
assessment; the other roles in the assessment were either reviewers, decision-makers or system designers. These six
respondents who were directly involved in the production of the CEMT assessment responded to Q3 with 1 Newtral, 3
Agrees and 2 Strongly Agrees. This result may suggest the CEMT assessment looked more difficult to produce than 1t
was to produce, or it could simply indicate that those respondents had more time to become familiar with the CEMT.

The results for Q10 likely reflect that the simulations and quantitative assessment of the CEMT assessment 1s highly
sensitive to the input values for initial probabality and control effectiveness. In the absence of strong historical data,
these assessments will remain subjective decisions from subject matter experts and so this finding 1s not an unexpected
one — our hypothesis was that expert judgement would not be eliminated using the CEMT approach, but that we would
be able to achieve a reduction in opaque expert judgement. The favourable results for Q19 Produces Transparent
Assessments — as well as Q24 Identifies Why Decisions Are Made and Q25 Identifies How Decisions Are Made —
indicate that this reduction in opaque expert judgement may have been achieved.

The respondents were also asked how likely they were to recommend CEMT on a scale of 0-10, with 0 the least likely
and 10 the most likely. The mean response to this question was 8.6, with 3 respondents falling into the Deatractors band
(6 or below), 10 falling into the Passive band (7 or 8) and 19 falling into the Promoters band (9 or 10).

&  DISCUSSION
6.1 EFFICIENCY

The results of the research field trial demonstrate that the CEMT can provide an efficient method for assessing the
cyberworthiness of complex cyber-physical systems. While there was some disagreement on Q3 Simple to Produce,
which 15 a key component of efficiency, there were more positive responses to Q4 Good Balance Between Quality and
Time Taken and Q7 Effactive Use af Time. This result indicates that the research trial participants agreed that while the
completion of a cyber-worthiness assessment using the CEMT was not necessarily easy or simple, the time and effort
that were spent on the assessment were worthwhile, which 15 a key component of an efficient methodology.

Efficiency 1sn’t only confined to the initial development of the CEMT threat model. Q1 Scoped to Comntext and Q20
Tailored to Context received broad agreement, which indicates that nugatory effort was not spent assessing irrelevant
securtty threats or mitigations. These questions are intended to explore the potential benefits of the threat-focused
approach inherent 1n the CEMT.

Existing securnity approaches for the cvber assessment of complex systems in the Australian DoD), as mentioned in
Section 1, focus on the application of best-practice cybersecurity controls from the Information Security Manual. The
security controls in the ISM are intended to apply to all ICT systems across the Australian Government, which means
they primarily focus on appropriate controls for enterprise ICT systems. However, the best practice for securing
enterprise [CT systems 1s not necessarily best-practice for securing a naval platform, and significant time can be spent
implementing, auditing and assessing the effectiveness of controls that aren’t necessarily mitigating security risk to a
cyber-physical system given the different context 1n which those systems operate. The positive response to Q1 Scoped to
Context and Q20 Tailored to Context lughlights that the CEMT focuses on those threats and mitigations most relevant to
the system under assessment, and in doing so, the efficiency of the overall assessment 1s improved.

Similarly, efficiency of the overall assessment can be influenced by the efficiency with which the 1mitial assessment is
updated and maintained throughout the life of the system. A complex cyber-physical system by definition 15| time-
variant, either due to upgrades to the system design, changes to the operating context, or changes to the threat
environment. Under the assumption that the residual risk needs to be understood following anyone of these changes, the
inertia that needs to be overcome to update the cyberworthiness assessment directly contributes to the overall efficiency
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of the assessment process. Survey respondents agreed that the CEMT process was Q32 Adaptable to Svstem Changes,
Q33 Adapiable to Threat Changes and Q34 Easy to Update as Design Changes — indicating that this efficiency through
life would be achieved using the CEMT. It is important to note, however, that this implementation trial focused
primarily on the application of the CEMT over the period of nine months, so there was limited ability for stakeholder
participants to understand how well a CEMT approach would perform over the whole life of a capability.

6.2 EFFECTIVEMESS

The findings from the research field trial also show that the respondents found the CEMT to be an effective process for
assessing the cyberworthiness of a cvber-physical system. The responses to Q12 Identifies Important Controls and Q23
Highlights Areas of Risk highlight that the CEMT produces effective assessments that output two of the critical
components of a cybersecunity risk assessment — the areas of nisk and the controls that are mitigating those risks. These
components were also described at an appropriate level of detail, and participants believed that the assessments were
accurate, as seen in the responses to Q3 Sufficiently Detailed and Q15 Produces Accurate Assessments. These results
indicate that the CEMT can effectively produce the primary output of a cybersecurity risk assessment in a detailed and
accurate manmer.

One of our key research questions was to understand how well the decision-makers are informed of the risk they are
being asked to accept. The value of an accurate risk assessment 1s reduced 1f decision-makers are not able to interpret or
understand the nisk assessment 1n a way that allows them to appropriately balance the identified risk against other
business and mission goals. The results for three questions showed broad agreement that the CEMT provides clear
justifications for the cyberworthiness nisk decisions that are supported by the CEMT: Q6 Identifies Factors Contributing
to Cyberworthiness, Q24 Identifies Why Decisions Are Made, and Q25 Identifies How Decisions Are Made. Sumilarly,
the positive sentiment of the respondents toward Q19 Produces Transparent Assessments highlights that the reasoning
supporting those decisions are visible to both decision-makers and peer-reviewers. Ultimately, the combination of these
factors led the respondents to believe that the CEMT approach was able to assist decision-makers to make both
informed and effective decisions, as further shown in responses to Q26 Facilitares Informed Decisions and Q29
Facilitates Effective Decisions.

Unsurprisingly, the results also indicated that there 1s still some way to go with the effectiveness of the CEMT approach,
particularly with respect to objectivity. The responses to Q10 Not Overly Subjective were mostly mixed, indicating that
the research tnial participants were less supportive of this statement than most of the other statements in the survey. This
result suggests that there 1s additional work to be done to reduce this subjectivity further. The positive responses to Q21
Promotes Collaboration, combined with the transparency and visibility of the justifications for decisions outlined
previously, suggest that the CEMT could support rigorous peer-review and group consensus to try and temper this
subjectivity. However, the injection of objectivity into the assessments might require additional effort external to the
CEMT to validate the input values for initial probability of a particular threat or the effectiveness of a particular control
set through testing, monitoring and historical data analysis.

6.3  USER SATISFACTION

The results from the research field tnial also showed strong positive results for user satisfaction with the CEMT process.
The survey responses to Q14 Understandable Risk Presentation show that the risks were presented in a way that the
participants could understand, and the responses to Q% Facilitates Meaningfid Stakeholder Engagement mdicate that the
research trial participants generally felt the process allowed them to take that understanding and meaningfully engage
with the cyberworthiness assessment. When a broad stakeholder group 1s meaningfully engaged in the assessment
process, they are more likely to trust the process and the outputs of that process.

This overall positive impression of the CEMT process was reflected in the participants™ generally strong agreement with
Q37 Adds Value to a Project and Q40 Improves Understanding af System Cyvberwarthiness. Ultimately, the participants
also agreed with Q38 Improvement Over Existing Approaches, indicating the trial was successful in demonstrating that
the CEMT can produce cyberworthiness assessments, one that assessment stakeholders feel 1s better than the current
systems and processes.

7 CONCLUSION AND FUTURE DIRECTIONS

The CEMT was developed to evaluate whether a model-based systems engineering approach would be an efficient and
effective method for assessing the cyberworthiness of complex cyber-phyvsical systems. Face-validity trials were
conducted where experts were given demonstrations of the CEMT and surveyed for their initial impressions [12]. These
iitial research trials supported the hypothesis that the CEMT could improve upon traditional security nisk assessment
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processes by providing decision-makers with the necessary understanding to make mformed nisk decisions.

Building upon these promising preliminary results, a full implementation of the CEMT was trialed on a complex naval
capability. The findings of this implementation trial supported the hypothesis that the CEMT was an effective and
efficient method for assessing the cvberworthiness of that capability. The research trial participants were in general
agreement that the CEMT represents an improvement over existing approaches and facilitated informed and effective
cyber security risk decisions.

The results for this research field trial provide important evidence to support a conclusion to our research questions. The
results related to the effectiveness of the approach are not unanimous, but they are generally positive, giving us
confidence that the CEMT can be an effective approach to assessing cyber-physical systems. With respect to the
research question on the efficiency of the approach, there were two survey question responses that suggest that the
CEMT models are not easy to produce and that the approach is still reliant on subjective data poimnts. Notwithstanding,
the results also indicated that there was reasonable success in being able to effectively inform decision-makers.

Broadly, the research field trial supports the following conclusions to each research question:

1. The CEMT can be areasonably effective approach for assessing the cyberworthiness of real-world cyber physical
systems.

2. The CEMT can be a somewhat efficient approach for assessing the cyberworthiness of real-world cvber physical
systems, although much of this efficiency 1s gamned to the ongoing evergreen usage of the tool and the ability to
reuse large sections of the model on new systems.

3. The CEMT approach was able to generate outputs that meamngfully mformed the decision-maker of the cyber
risk within the system.

The research field trial also reconfirmed that the CEMT can meet all five key attributes of an effective model-based
security assessment.

While this research field tnial provides some confidence that the CEMT 1s an appropriate tool for conducting
cyberworthiness assessments within the context of an Australian naval platform, there 1s opportunity for future research
to nvestigate the application of the CEMT within the context of other complex cyber-physical systems. A single
research trial cannot confirm the broad applicabality of the CEMT, but the results of this research trial provide a strong
impetus to undertake further research trials to validate the generalized applicability of the approach.

There are also opportunities for further development of the CEMT through the creation and refinement of reusable
threat sets. These threat sets could be created through the application of the CEMT to real world systems, or even by
applving the CEMT to a theoretical example system. The development of these threat sets could be combined into a
centralised threat library that can be used as a starting point for ongoing assessments using the toolkit. Published threat
libraries with stronger, public peer-review (aka crowd-surf) could help to address the latent subjectivity concerns
wdentified in our implementation trial.

Finally, there are extensions to the CEMT itself that could be added to the toolkit as future work. The CEMT currently
enumerates the actions that an attacker needs to take to compromise a system and articulates the opportunities to detect
those actions. The natural extension would be to design and implement the ability to model the response and recovery to
those attacker actions once they are detected. This addition to the CEMT would help to provide better coverage of all
pillars of the NIST Cybersecurity Framework [31].

Our research has shown that the CEMT provides a sound basis for the assessment of cyberworthiness of real-world
cyber-physical systems, and the identified future work could help to enhance and expand the applicability of the
approach. This research 1s the first known research assessing the utility of model-based security assessment approaches
(see Table 1) in a formal work-based assessment. Other researchers are encouraged to continue their research into field
trials when expanding the real-world application of model-based security assessment approaches bevond the scope of
the research trials described in this paper.
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CHAPTER7 CONCLUSION

7.1 OVERVIEW

This research project builds upon the work of the many other researchers working
within the field of model-based cyber risk assessments, but the CEMT developed
through this research project distinguishes itself from that existing work in the
field by incorporating advanced graph-based techniques, the threat scenario
vignettes from mission-based assessments and addressing the foundational

cyberworthiness principles.
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The CEMT also provides an efficient approach that incorporates all five key
attributes that contribute to an effective model-based cyber risk assessment — an
extended model-based taxonomy, a threat focus, detailed adversary modelling,
visualisation & simulation of threat and explicit traceability of threats — which no
existing model-based cyber risk assessment approach achieves. The
effectiveness and efficiency of the CEMT was also demonstrated through
practical implementation trials on complex, real-world systems, which showed the

ability of the CEMT to scale beyond test beds and idealised theoretical systems.

There remain some limitations in the CEMT that must be addressed through
future work, particularly with respect to incorporating response and recovery
actions into the detailed threat model and providing validation of the expected
reusability and maintainability of the tool through longitudinal studies.
Additionally, opportunities exist to enhance the CEMT through the development
of community threat sets and incorporating intelligent automation into the

process.

In this chapter, the contributions made through this research project will be
identified, each of the research questions will be individually discussed and
answered, the overall significance of the research will be explored, and the open
challenges and potential future work related to the CEMT will be described in
more detail. This will be followed by concluding remarks that summarise the

holistic research effort.
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7.2 CONTRIBUTIONS

The contributions provided by this research project fall into two broad categories,
the creation and development of a novel toolkit for performing cyber risk
assessments and the collection of data from real-world implementation trials into
the effectiveness and efficiency of that toolkit when applied to a complex cyber-
physical system. The resultant contribution is the advancement of professional
cybersecurity practice through the provision of an implementable toolkit that can
be applied by other practitioners within the field while also demonstrating the

efficacy of that toolkit during real-world applications.

The first category of contribution is the development of the Cyber Evaluation and
Management Toolkit (CEMT) itself. This toolkit implements a novel methodology
for completing threat-focused cyber risk assessments of cyber-physical systems
using model-based systems engineering design techniques. This allows for
detailed threat modelling of holistic systems-of-systems in a manner that supports
the efficient ongoing sustainment and maintenance of a living cyber risk
assessment, as well as the rapid reuse of those threat models in future

assessments of similar systems in similar threat environments.

The toolkit provides strong automation, both during threat model development
and peer review, and transparent traceability that leverages the inherited
capabilities of model-based systems engineering tools. The CEMT has been
developed and published under an open-source license that allows the

cybersecurity community to freely use the toolkit for their own commercial and
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non-commercial purposes [118]. This, on its own, is a significant contribution to

professional cybersecurity practice.

However, this research project also provides cybersecurity professionals insight,
based on practical trials, into how well the threat-focused methodology
implemented within the CEMT can evaluate the cyberworthiness of cyber-
physical systems in terms of both efficiency and effectiveness. The research also
explored whether the CEMT helped to achieve informed decision-making and
compared its threat-focused approach to the prevailing approaches within

industry.

7.2.1 Implementation Trial Results Summary

Chapter 6 provided a detailed description of the practical trial of the CEMT and
included a set of results from that trial, which was conducted on a large naval
capability, including the IT, OT and integrated cyber-physical systems within that
capability. These results were the responses to the survey questions outlined in
Chapter 3. The overall response to the CEMT was broadly very positive, with
62.5% of respondents saying that the CEMT was either Excellent or Very Good
as a cyberworthiness assessment methodology and when respondents were
asked to rate how likely they were to recommend the CEMT for future projects

on a scale of 0-10 the average of responses was 8.6.

To aid with the discussion of contributions towards answering the overall

research questions, the results from the implementation trial are summarised in
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the following tables which aggregates the 5-point Likert scale used in the survey
questionnaire into a 3-point scale that shows broad agreement, disagreement
and neutrality by combining the Agree and Strongly Agree responses into a single
Agree metric and combining the Disagree and Strongly Disagree metric into a
single Disagree metric. These tables have been categorised based on how
positive the responses were to each question, with Table 7-1 showing the
questions which had an overwhelming positive response where more than 80%
of respondents agreed or strongly agreed with the survey question. The items in
Table 7-1 therefore represent questions where the cohort of respondents were

very aligned in their agreement with the statements.

Table 7-1: Survey questions with overwhelming positive responses

Survey Question Agree | Disagree | Neutral
Q9: Facilitates Meaningful Stakeholder Engagement 97% 0% 3%
Q13: Identifies Why Controls Are Important 97% 0% 3%
Q17: Identifies Additional Controls 97% 0% 3%
Q22: Provides Ongoing Value 97% 0% 3%
Q34: Easy to Update as Design Matures 97% 0% 3%
Q37: Adds Value to a Project 97% 0% 3%
Q39: Cyberworthiness is Critical 97% 0% 3%
Q2: Encourages Collaboration 94% 3% 3%
Q6: Identifies Factors Contributing to Cyberworthiness 91% 0% 9%
Q18: Identifies Relative Impact of Controls 91% 3% 6%
Q19: Produces Transparent Assessments 91% 0% 9%
Q29: Facilitates Effective Decisions 91% 0% 9%
Q32: Adaptable to System Changes 91% 3% 6%
Q36: Supports Evergreen Development 91% 3% 6%
Q38: Improvement Over Existing Approaches 91% 0% 9%
Q11: Facilitates Justification of Recommendations 88% 3% 9%
Q12: Identifies Important Controls 88% 0% 12%
Q20: Tailored to System Context 88% 6% 6%
Q23: Highlights Areas of Risk 88% 3% 9%
Q26: Facilitates Informed Decisions 88% 0% 12%
Q28: Provides New Insights 88% 3% 9%
Q33: Adaptable to Threat Changes 88% 3% 9%
Q5: Sufficiently Detailed 84% 0% 16%
Q21: Promotes Collaboration 84% 3% 13%
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Survey Question Agree | Disagree | Neutral
Q35: Agile and Responsive 84% 3% 13%
Q40: Improves Understanding of System Cyberworthiness 84% 0% 16%
Q1: Scoped to Context 81% 6% 13%
Q14: Understandable Risk Presentation 81% 0% 19%
Q30: Supports Accountability 81% 6% 13%

Table 7-2 displays those questions that had broadly positive responses, but there
was some uncertainty in the responses. These questions had less than 80% of
responses as agree or strongly agree but still had less than 10% disagree or
strongly disagree. These items in Table 7-2 are those questions where the group
of respondents were broadly in agreement with the statement, but a significant
proportion of respondents with neutral in their response. This likely indicates that
there was some uncertainty for a significant number of respondents, and they

would possibly require further exposure to the CEMT for an opinion to form either

way.
Table 7-2: Survey questions with positive responses with some uncertainty
Survey Question Agree | Disagree | Neutral
Q7: Effective Use of Time 78% 3% 19%
Q31: Presents Information Effectively 78% 0% 22%
Q24: Identifies Why Decisions Are Made 75% 3% 22%
Q25: Identifies How Decisions Are Made 75% 0% 25%
Q27: Complete & Comprehensive 72% 6% 22%
Q8: Intuitive 69% 3% 28%
Q16: Easy to Understand 69% 0% 31%
Q15: Produces Accurate Assessments 66% 3% 31%
Q41: Appropriate Cyberworthiness Technique 66% 3% 31%
Q4: Good Balance Between Quality and Time Taken 59% 3% 38%

Table 7-3 highlights those questions that had mixed responses from the
respondents, where less than 50% of respondents agreed or strongly agreed with
the statement and more than 15% of respondents disagreed or strongly

disagreed with the statement. This likely indicates that the respondents were split
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in their opinions on these questions and ultimately the results of the
implementation trial are inconclusive for these statements and therefore they

cannot be confirmed as attributes or outcomes of the CEMT methodology.

Table 7-3: Survey questions with mixed responses

Survey Question Agree | Disagree | Neutral
Q10: Not Overly Subjective 47% 22% 31%
Q3: Simple to Produce 41% 18% 41%

The summarised results outlined in these tables will be referred to within the
following sections to support the discussion and conclusions with respect to each

of the research questions defined in Section 3.2.

7.2.2 Primary Research Question

The primary research question for this research project is:

Are integrated threat models, developed using Model-based Systems
Engineering tools, an effective and efficient basis for the assessment and

evaluation of cyberworthiness in cyber-physical systems?

This research question focuses on two primary measures, the effectiveness of
the CEMT at evaluating cyberworthiness and the efficiency of the CEMT when
conducting that evaluation. The results of the primary implementation trial
showed that the integrated threat models developed using the CEMT were able
to effectively assess the cyberworthiness of a cyber-physical system. The overall
effectiveness of the methodology at performing cybersecurity risk assessments

in general was supported in the data in three categories:
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1. Identified Risks and Mitigations; supported by the overwhelming positive

responses to the following questions:

o Q12: Identifies important controls
o Q17: Identifies additional controls
o Q18: Identifies relative impact of controls

o Q23: Highlights areas of risk

2. Level of Detail; supported by the overwhelming positive responses to the

following questions:

o Qb5: Sufficiently detailed
o Q11: Facilitates justification of recommendations

o Q13: Identifies why controls are important

3. Useful Outputs; supported by the overwhelming positive responses to the

following questions:

o Q28: Provides new insights
o Q37: Adds value to a project
o Q22: Provides ongoing value

o Q6: Identifies factors contributing to cyberworthiness

The overwhelmingly positive responses to these questions provide strong
support for a conclusion that the CEMT can effectively evaluate the

cyberworthiness of a cyber-physical system. The methodology clearly identifies
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the areas of risks and the key mitigations that are in-place, or could be put in-
place, to control those risks. The assessment provides a sufficient level of detail
to support risk analysis and produces outputs that are insightful and identify the

key factors that contribute to cyberworthiness.

However, there was an outlier in the data related to the effectiveness of the
CEMT, which was Q70: Not Overly Subjective. This question received mixed
responses, and while the responses were still more positive than negative, this
result highlights that the CEMT process is still reliant on the subjective opinions
of subject matter experts. This is an insightful result, as the CEMT does not
change the way in which cyber risk assessments are performed, as much as it
changes the way that those cyber risk assessments are documented and

reviewed.

As discussed in Section 1.2.3, cybersecurity is an inherently adversarial domain
where information is being deliberately obfuscated by that adversary, and
because of this there is uncertainty in the analysis that requires a risk-based
approach that doesn’t have access to perfect input data. This unknown or
imperfect input data forces subjectivity into the analysis, and the CEMT does not

overcome that constraint.

The results of the trial also showed that efficiency was demonstrated in three

different ways, specifically:
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1. Efficient initial development; supported by the positive responses with

some uncertainty to the following questions:

o Q7: Effective use of time

o Q4: Good balance between quality and time taken

2. Minimisation of Nugatory Effort; supported by the overwhelming positive

responses to the following questions:

o Q1: Scoped to context

o Q20: Tailored to system context

3. Efficiency through Maintainability; supported by the overwhelming positive

responses to the following questions:

o Q32: Adaptable to system changes

o Q33: Adaptable to threat changes

o Q34: Easy to update as design matures
o Q35: Agile and responsive

o Q36: Supports evergreen development

The results for the efficiency of the initial development of the threat model are not
as clear as the results were for the effectiveness of the methodology. This is
underscored by the responses for Q3: Simple to Produce, which had the least
positive responses of any question asked in the survey. This result reflects the

fact that the CEMT requires the development of a detailed threat model which
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does involve activities that are neither quick nor simple. However, efficiency isn’t
just about doing things quickly, as it is a measure of productivity, not just speed.
In this context, the positive responses for Q7: Effective use of time and Q4: Good
balance between quality and time taken provide comfort that a measure of

efficiency was still gained through the initial development using the CEMT.

The results for efficiency through the minimisation of nugatory efforts were more
compelling. By effectively scoping the assessment to just the context of the
system being evaluated and only deriving controls that are directly contributing to
the mitigation of relevant threats to that system context, the assessment efforts
are properly focused onto areas that add value. This ability to avoid the
assessment and consideration of mitigations that are not relevant to the system

context adds to the efficiency of the cyberworthiness assessment.

In combination with the efficiency gains through maintainability, which are
discussed in more detail in the exploration of research sub-question 2 in Section
7.2.4, these positive responses to the efficiency questions within the survey
provide strong support for a conclusion that the CEMT can efficiently evaluate

the cyberworthiness of a cyber-physical system.

In addition to the effectiveness and efficiency of the CEMT process, the trial
results also allow us to explore some of the assurance concepts related to
cyberworthiness. As identified in Section 3.1.3 the key principles that drive

cyberworthiness relate to the way in which the assessment is performed and how
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that influences the understanding of stakeholders involved in the process,

specifically it requires that decisions are:

1. Mindful — the operating context of the system is thoroughly understood
during the assessment process

2. Collaborative — all relevant stakeholders engage in joint problem solving
during the assessment process

3. Transparent — everyone involved in the assessment process understands
what was decided and why

4. Accountable — decision makers are sufficiently informed for them to be

accountable for the decisions they make in the assessment process

The results of the implementation trial confirmed that the CEMT encouraged
mindfulness from the assessment stakeholders throughout the evaluation
process, which is supported by the overwhelmingly positive responses to the Q1:
Scoped to context and Q20: Tailored to system context questions. Respondents
clearly agreed that the CEMT process provided a strong and recurrent focus on

the context of the system, facilitating mindful analysis.

Collaboration amongst the assessment stakeholders was also supported by the
CEMT, as shown by the positive responses to Q21: Promotes collaboration, Q2:
Encourages collaboration and Q9: Facilitates Meaningful Stakeholder
Engagement. This effective collaboration ensured that the relevant stakeholders
were able to support the cyberworthiness analysis and evaluation through joint

problem solving.
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The transparency of the methodology was also demonstrated through the
practical trial, as evidenced by the positive responses to Q19: Produces
transparent assessments, Q11: Facilitates justification of recommendations,
Q24: Identifies how decisions are made and Q25: Identifies why decisions are
made. This transparency ensures that all stakeholders are aware of what is being

described by the analysis, which allows for sensible and efficient peer review.

Finally, the accountability of decision makers was also found the be supported by
the CEMT, as seen in the overwhelmingly positive responses to Q30: Supports
accountability. The detail behind the ways in which informed decision making was
evaluated is discussed further in the exploration of research sub-question 1 in

Section 7.2.3.

Given this data, we can conclude that yes, integrated threat models, developed
using Model-based Systems Engineering tools, are an effective and efficient
basis for the assessment and evaluation of cyberworthiness in cyber-physical
systems. Answering this primary research question contributes to professional
cybersecurity practice by demonstrating through an initial trial that the CEMT can
be both effective and efficient at evaluating the cyberworthiness of real-world
cyber-physical systems. While this is only a single trial and cannot be easily
generalised across all cyber-physical systems, the results provide confidence
that the toolkit is implementable under realistic conditions and can efficiently
produce effective cyberworthiness evaluations. This practical evidence is critical

to cybersecurity practitioners evaluating cyber-physical systems, as the potential
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consequences of applying an untested methodology can dissuade innovative

academic methods from being applied in practice.

7.2.3 Research Sub-Question 1

The first research sub-question for this research project is:

Do the developed threat models provide decision makers with the

necessary understanding to make informed security risk decisions?

This research question focuses on the use of threat models to convey sufficient
understanding of the threat environment, system context and threat vectors to
decision makers for them to make informed decisions about the acceptability of
any residual risks. Understanding, in this context, can be broken down into two
categories, understanding the analysis performed within the CEMT and

understanding the output of the CEMT.

The understandability of the analysis performed within the CEMT is best
highlighted by the positive responses to the following survey questions during the

implementation trial:

e Q8: Intuitive
e Q16: Easy to understand

e Q31: Presents information effectively

While there was some uncertain amongst the respondents with respect to these

questions, the overall response was still broadly positive, which provides
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reasonable confidence that the CEMT supports an understanding of the
cyberworthiness analysis performed within the tool without requiring high level of

cybersecurity expertise.

The understandability of the outputs of the CEMT, which are the primary
interaction points with decision makers, is demonstrated through the

overwhelmingly positive responses to the following questions:

e QG: ldentifies factors contributing to cyberworthiness
e Q14: Understandable risk presentation
e Q29: Facilitates effective decisions

e Q40: Improves understanding of system cyberworthiness

The responses to these questions make it clear that the CEMT can present risk
to decision makers in an understandable manner and improves the
understanding of the cyberworthiness of the system by clearly identifying the key
factors that contribute to the system’s cyberworthiness to those decision makers.
Ultimately, this allows for informed and effective risk decisions to be made with

respect to the cyberworthiness of a system.

Given this data, we can conclude that yes, the threat models, developed using
Model-based Systems Engineering tools, do provide decision makers with the
necessary understanding to make informed security risk decisions. Answering
this research sub-question contributes to professional cybersecurity practice by

demonstrating through a practical trial with real-world executive decision makers
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that the CEMT can effectively communicate detailed cybersecurity analysis to
those decision makers in an understandable format, facilitating informed decision
makers that can reasonably be expected to accept accountability for those

decisions.

7.2.4 Research Sub-Question 2

The second research sub-question for this research project is:

Does the process provide sufficient reusability and maintainability that the
methodology is more efficient than prevailing control-focused

approaches?

This research question focuses on ability for the efficiency benefits of the threat
modelling process over the life of a system due to improved maintainability of the
assessment and across a family of systems through reuse of previous

assessments.

The ability to efficiently maintain the assessment is captured in the
overwhelmingly positive responses to the following survey questions asked

during the implementation trial:

e (Q32: Adaptable to system changes
e (Q33: Adaptable to threat changes
e (Q34: Easy to update as design matures

e Q35: Agile and responsive
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e (Q36: Supports evergreen development

This data indicates that the respondents felt that the CEMT was able to easily
incorporate updates to the analysis caused by changes to the threat environment
or system design. The CEMT methodology provided a level of agility in the
cyberworthiness assessment that allowed it to remain a living assessment to
support an evergreen development cycle for the system being evaluated, which
provides a strong indication that the guiding design principle for maximising
maintainability and reusability used during development of the CEMT has been

followed.

However, it must be noted that the survey for the implementation trial captured
data at a single point in time towards the end of the trial. Consequently, the
respondents would be familiar with the ability for the CEMT to incorporate
changes that occurred during the trial period as well as the reusability features
within the tool and could apply that knowledge to predict how the CEMT could be
updated and reused over time, but they did not experience a long-term
implementation of the CEMT or an implementation of the CEMT over multiple

systems.

This means that valid, comprehensive conclusions related to the maintainability
and reusability of the CEMT process cannot be drawn based on the data gathered
from this research project alone. The findings of the implementation trial, as well
as the discussion of CEMT threat sets in Section 4.2.4, support a strong

hypothesis that the CEMT could provide significant efficiency gains due to
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maintainability and reusability, but formally testing and confirming that hypothesis
would require longitudinal studies using the CEMT, which is left as an open

challenge and discussed as potential future work in Section 7.4.3.

7.2.5 Research Sub-Question 3

The final research sub-question for this research project is:

Do cyber security risk practitioners prefer the integrated threat model
approach to traditional security risk assessment processes for assessing

cyberworthiness?

This research question focuses on a direct comparison between the integrated
threat modelling approach of the CEMT and the contemporary security risk
assessment processes described in Section 1.2.1. This is primarily a measure of
user satisfaction with the threat modelling process, compared to the existing

experiences with the contemporary approaches.

This preference is directly measured using the survey question Q38:
Improvement over existing approaches, which explicitly asked respondents
whether they agreed that the CEMT is an improvement over existing
cyberworthiness assessment processes. 91% of respondents either agreed or
strongly agreed with that statement, and no respondents either disagreed or

strongly disagreed with that statement.
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While the practical trial was just a single implementation with a single set of cyber
security risk practitioners participating in the trial and it is difficult to generalise
these responses universally, the overwhelming positive response does provide
us with the confidence to conclude that practitioners do prefer the integrated
threat modelling approach provided by the CEMT over the contemporary
approaches for assessing cyberworthiness. This is a strong indication that the
CEMT does provide a significant contribution to the professional cybersecurity
practice, as members of that professional practice have a reported preference for

using the CEMT over contemporary alternatives currently used within industry.

7.3 SIGNIFICANCE

Answering the research questions is a critical outcome for the research project,
but it is also important to address the original research goal and motivations
behind that research goal. In this section, the motivations for the research and
the resultant research goal will be revisited and discussed in the context of the

completed research project.

The research goal was defined in Section 1.4 and is copied below:

The explicit goal of the research is therefore to investigate threat-focused
approaches that leverage model-based analysis techniques to assess the
cyberworthiness of cyber-physical systems, with a particular focus on the
ability of those approaches to facilitate informed decision making with

respect to cybersecurity risk acceptance.

DCybSec Stuart Fowler Page 239



Chapter 7: Conclusion Significance

The research project was able to achieve this goal and the results of the practical
implementation trial using the CEMT show a successful investigation of threat-
focused approaches that leverage model-based systems engineering techniques
to assess the cyberworthiness of a cyber-physical system. Through a focus on
the cyberworthiness principles and the gathering of data from decision makers
involved with the trial, we were able to place a focus on the ability of the threat-

focused process to facilitate informed decision making.

The broader motivation for the research, as detailed in Section 1.2, was about
the inability of the contemporary approaches to cybersecurity risk assessment to
achieve this research goal. As summarised in Section 7.2.5, the results of the
implementation trial showed that there was very strong agreement amongst trial
participants that the CEMT approach was an improvement over contemporary
approaches when it comes to assessing the cyberworthiness of cyber-physical
systems. These results provide confidence that the research project has

successful helped to address the original motivation for conducting the research.

While the importance of achieving this motivation was already outlined in Section
1.2.3, it is worth acknowledging that the participants in the implementation trial
agreed that addressing the cyberworthiness of cyber-physical systems was
critical. This is demonstrated by 97% of respondents either agreeing or strongly
agreeing with Q39: Cyberworthiness is critical, which asked participants whether
they agreed that a comprehensive cyberworthiness assessment is a critical

component of the system capability lifecycle. Clearly, the methodology developed
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and tested during this research project has provided an important and significant

contribution to professional cybersecurity practice.

The developed methodology is also adaptable and potentially applicable outside
purely cyber-physical systems. The CEMT approach is not constrained to only
cyber-physical systems and could also be applied to more traditional IT and OT
systems if additional rigour and assurance is required when assessing those

systems.

However, it is also important to note that the CEMT should not be considered a
panacea for the assessment of the cyberworthiness of cyber-physical systems.
The implementation trials did identify that there is still significant subjectivity in
the assessments and that the threat models that form the basis of a CEMT
assessment are not simple to produce. There may be systems that require even
higher assurance and obijectivity than is provided by the CEMT, and formal
methods would likely be more appropriate for those systems. Equally, there may
be less critical cyber-physical systems that don’'t need the rigour of the CEMT
approach and therefore could be addressed through a simpler methodology. The
CEMT does address that middle ground though, where decision makers and risk
acceptance authorities need a level of assurance that exceeds that provided by
contemporary approaches, but do not need the extreme rigour and objectivity

provided by formal methods.

Of course, it is also important to acknowledge that the CEMT is not perfect at

addressing that middle ground either. There remain several open challenges that

DCybSec Stuart Fowler Page 241



Chapter 7: Conclusion Open Challenges and Future Work

can be addressed through further research and development of the CEMT, and

these will be discussed in the remainder of this chapter.

7.4 OPEN CHALLENGES AND FUTURE WORK

While significant progress has been made through this research, there were

several limitations of the work that performed which provide numerous avenues

for future work. The primary research limitations are:

1.

The current iteration of the CEMT focuses on prevention and detection of
threat actors, with no explicit methodology for addressing response to and

recovery from a successful attack.

. While the CEMT itself is open source and freely available, the models and

threat sets built through the implementation trials have not been made
public.

The implementation trials covered the initial creation of the threat model
and a single point-in-time assessment of a cyber-physical system and
therefore cannot provide strong validation of the efficacy of the CEMT’s

expected benefits for reusability and sustainability.

. The selection of critical risk vectors to take forward to the risk assessment

phase is manual and subjective, with no clearly defined criteria for which

threat vectors should be selected for detailed quantitative analysis.
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These limitations are left as open challenges for future research efforts to explore
and address. In the following sections, each of these challenges will be explained

in further detail to guide potential future researchers.

7.4.1 Recovery and Response

The hypothesis outlined in Section 3.1.3 provided a scope definition for Threat-
based Cybersecurity Engineering by describing the inputs and outputs of the

approach. The primary outputs were identified as:

Preventative Controls — a baseline of preventative cybersecurity controls

for inclusion in the cyber design of a system

e Detecting Controls — a baseline of detection and response controls for
implementation by the Cyber Operations team

e Recovery Controls — a baseline of recovery and resilience controls for
implementation by the System Operations team

¢ Residual Risk — the overall risk presented by the threats to the capability

given the mitigation mechanisms that are in place

The relevant outputs here from the perspective of this open challenge is that
‘response controls’ phrase and the ‘recovery and resilience controls’ phrase
under the Detecting Controls and Recovery Controls items, respectively. Clearly,
there was an intent for a complete and comprehensive Threat-based
Cybersecurity Engineering process to include an analysis and assessment of

response and recovery activities related to the system being evaluated.
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However, as described in Chapter 4, the CEMT focuses primarily on preventative
controls, which are linked to ThreatActions, and detecting controls, which are
linked to DetectionActions. There is no explicit modelling of response and
recovery actions and therefore no explicit traceability and derivation of any
associated response controls or recovery controls with the current CEMT. There
are several ways in which this part of the Threat-based Cybersecurity
Engineering scope could be incorporated into the CEMT, with two potential

options discussed below.

Firstly, a detailed modelling approach could be taken, which parallels the
approach taken for incorporating detection actions. In this approach, specific
actions that represent the response and recovery events would be created for
each DetectionAction in the model and they would articulate how cyber
defenders could response to a detection and attempt to recover the system at
that point in the threat vector. SecurityControls could then be linked to those
response and recovery actions to identify controls that could be implemented to

make that response and/or recovery possible.

Secondly, a less detailed modelling approach could be taken, where response
and recovery controls are not explicitly linked to dedicated actions in the mal-
activity diagrams during the Threat Modelling phase but are instead linked to
overall security risks during the Risk Assessment phase. This could be achieved
by linking response and recovery controls to the ThreatImpact object, which

represents the final step in a threat vector, or they could be linked to the
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SecurityRisk objects, which represents an entire end-to-end threat vector that

is being quantitatively simulated.

There is expected to be an efficiency vs effectiveness trade-off between these
two options, and future work would need to investigate these trade-offs, as well
as comparing these potential options to other available options for addressing
response and recovery controls. It may be that the CEMT is not the best way to
derive these controls, and a separate but complementary process may be more
effective and efficient. In any case, evaluating these pros and cons through

implementation trials is left for future work to explore.

7.4.2 Community Threat Sets

One of the primary contributions of this research was to make the CEMT open-
source and freely available for others to apply to their own cyber-physical
systems or for future researchers to build upon. However, not everything created
through the implementation trials in this research project has been made publicly
available. Specifically, the potentially reusable threat set, which is described in
Section 4.2.4, that was created through this research project describes cyber
risks to a real-world system and consequently contains sensitive data that cannot

be shared publicly.

What is available as part of the open-source CEMT is the profile which
implements the methodology to create threat sets as well as a generic sample

model that provides simple examples of how the CEMT can be applied. Of
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course, having full threat sets available publicly would help others apply the
CEMT to their system more efficiently, as they would have a starting point which
could be directly applied to their cyber-physical system or modified to cover their

particular use case.

While the tools to create a library of community threat sets for common cyber-
physical system patterns is available through the open-source CEMT, the
creation of these threat sets has not been completed as part of this research
project and is left as an open challenge for future work. Researchers and
community members looking to address this challenge could develop their own
threat sets using the CEMT and then publish them for other community members

to utilise.

7.4.3 Reusability and Maintainability

Another challenge that is left open following this research project is the effect that
the expected reusability and maintainability of the CEMT assessment will have
on the overall efficiency of cybersecurity assessments across an organisation.
While there are hypothesised benefits to the overall efficiency at an
organisational level to using model-based cybersecurity approaches, this
research project only looked at a single assessment for a real-world system, and
as such is not able to provide definitive conclusions around the ability for the

CEMT to support this outcome.
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To provide validity to the claim that a threat-focused, model-based approach to
cyberworthiness assessments, such as the CEMT, would deliver efficiency
benefits due to increased reusability across projects and maintainability of the
assessment as there are changes in the threat environment or system design,
additional research would need to be conducted. This would likely take the form
of longitudinal studies that observed the rollout of a CEMT approach across an

organisation, or the upkeep of a CEMT-based assessment over time.

To address this challenge, it is unlikely that additions or changes would need to
be made to the CEMT. Future work to address this challenge would likely focus
on experiment design and the development of a valid methodology for conducting

the longitudinal studies required to capture the necessary data.

7.4.4 Intelligent Automated Analysis

The final open challenge relates to the ability to conduct a level of intelligent,
automated analysis to assist modellers to make some of the subjective decisions

that need to be made during the CEMT process. These decisions include:

e Review of system design to identify relevant threat paths and determine
the appropriate threat sets.
e Selecting the critical threat vectors from the attack tree that will progress

quantitative analysis during the Risk Assessment phase.
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e Estimation of control effectiveness values based on control
implementation states and an understanding of how the controls have

been implemented

The identification of relevant threat paths through an automated review of the
system design would streamline the process of threat modelling, increasing the
efficiency of the overall CEMT process. One key component of this challenge is
that the CEMT approach does not mandate a system design to be provided in a
particular format. While this provides some flexibility in how the CEMT is applied,
this flexibility can constrain the ability for an automated tool to conduct this
assessment. However, if the system design was also provided in a SysML model,
the design could be interpreted by a machine and intelligent automated analysis

could be performed on that design to identify and build a threat model.

The selection of critical threat vectors from the attack tree is another open
challenge that might be more achievable if the input of a system design in an
SysML format were enforced. However, with sufficient data it may be possible to
make sensible recommendations to the modeller about which threat vectors in
the overall threat model should be selected for further analysis as a specific risk.
This would help to provide confidence that the correct subset of threat vectors

was selected for more detailed analysis.

Like the selection of critical threat vectors, the determination of control
effectiveness is a subjective step in the CEMT approach. While the intention is

for peer review to help ensure consistency and accuracy in these subjective
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decisions, a future improvement could be to perform a level of automated
intelligent analysis of the context of a particular step in the threat vector and the
implementation state of controls tied to that step to estimate the effectiveness of

those controls.

While this automated assessment may not be perfectly accurate, a reasonable
estimation based on historical data would still provide significant value to the
modelling process, in terms of both consistency and overall efficiency.
Implementable solutions to these open challenges would likely have a noticeable
impact on the efficiency and effectiveness of the CEMT approach and would

consequently be a fertile area for future work to build upon this research project.

7.5 CONCLUDING REMARKS

The Cyber Evaluation and Management Toolkit (CEMT) developed and tested
through this research project provides the professional cybersecurity practice
with a novel methodology for the assessment of cyberworthiness within cyber-
physical systems. This toolkit was shown to be both effective and efficient at
performing cyberworthiness evaluations through practical trials on a real-world

system.

Through this practical trial, professional cybersecurity practitioners evaluated the
CEMT and agreed that the toolkit represented an improvement over
contemporary approaches to the assessment of cyberworthiness in cyber-

physical systems. The toolkit also facilitated the effective presentation of risk to
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decision-makers, improving their understanding of the cybersecurity risks
associated with the system and the key factors driving those risks, which

contributed to more informed cybersecurity risk decisions being made.

The research project demonstrated that the CEMT is an implementable
methodology that can perform cybersecurity risk assessments at a system-of-
systems level to provide actionable insights into the holistic cyberworthiness of a
capability. Overall, this research project represents a significant contribution to
professional cybersecurity practice through both creation and free distribution of
the CEMT and the gathering of practical data on the CEMT’s efficacy when

applied to complex cyber-physical systems in the real world.

However, this version of the CEMT is just the starting point for the ongoing
development for model-based, threat-focused approaches to the
cyberworthiness assessment of cyber-physical systems. While the promise of
threat-focused, model-based approach to assessing the cyberworthiness of
cyber-physical systems to facilitate informed decision-making has been
demonstrated through this initial research and development activity, there are still
numerous open challenges that future research and development activities can
address by building upon the foundation provided by the CEMT. Hopefully the
results of this research project can inspire future researchers to take on those

challenges and further enrich the literature through their own research.
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